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Chapter 1IntrodutionIn Computer Siene, formal methods refer to the area that is onerned with the applia-tion of mathematial tehniques to the spei�ation, design, implementation and veri�ationof omputer hardware and (more usually) software. The use of formal methods in ComputerSiene is inreasing beause of the following two main reasons:The orretness problem produing software that is �orret� is famously di�ult but,by using rigorous mathematial tehniques, it is possible to make provably orretsoftware.Programs are mathematial objets and they are expressed in a formal language, theyhave a formal semantis, and programs an be treated as mathematial theories.The use of formal methods is espeially relevant in reliable systems where, due to safetyand seurity reasons, it is important to ensure that errors are not inluded during the develop-ment proess. Formal methods are partiularly e�etive when used early in the developmentproess, at the requirements and spei�ation levels, but an be used for a ompletely formaldevelopment of a system.The formal representation of real systems allows to rigorously analyze their properties. Inpartiular, it allows to establish the orretness of the system with respet to a spei�ationor the ful�llment of a spei� set of required onditions, to hek the semanti equivaleneof two systems, to analyze the preferene of a system to another one with respet to a givenriterion, to predit the possibility of inorret behaviors, to establish the performane levelof a system, et.In this way, formal testing tehniques [BU91a, LY96, Lai02, RMN08, HBB+08℄ allow totest the orretness of a system with respet to a spei�ation. Formal testing originally1



2targeted the funtional behavior of systems, suh as determining whether the tested systeman, on the one hand, perform ertain ations and, on the other hand, does not performsome unexpeted ones. The appliation of formal testing tehniques to hek the orretnessof a system requires to identify the ritial aspets of the system, that is, those aspetsthat will make the di�erene between orret and inorret behaviors. While the relevantaspets of some systems only onern what they do, in some other systems it is equallyrelevant how they do what they do. In the last years formal testing tehniques also deal withnon-funtional properties. For instane, the probability of an event to happen or the timethat it takes to perform a ertain ation may be onsidered ritial in a real-time system.The ativity of onformane testing is essentially foused on verifying the onformity of agiven implementation to its spei�ation. In most ases testing is based on the ability of atester that stimulates the implementation under test and heks the orretion of the answersprovided by the implementation. The appliation of formal testing tehniques to hek theorretness of a system requires to identify the ritial aspets of the system, that is, thoseaspets that will make the di�erene between orret and inorret behavior. In this line,the time onsumed by eah operation should be onsidered ritial in a real-time system.The testing ommunity has shown a growing interest in extending these frameworks so thatnot only funtional properties but also quantitative ones ould be tested. Thus, duringthe last years there have been several proposals for timed testing (e.g. [MMM95, CL97,HNTC99, SVD01, EDK02, KT05, HW05, BB05, NR06, MNR08b, MNR08℄). However, insome situations this ativity beomes di�ult and even impossible to perform. For example,this is the ase if the tester is not provided with a diret interfae to interat with theimplementation under test (IUT).Most formal testing approahes onsist in the generation of a set of tests that are appliedto the implementation in order to hek its orretness with respet to a spei�ation. Thus,testing is based on the ability of a tester to stimulate the IUT and hek the orretion of theanswers provided by the implementation. However, in some situations this ativity beomesdi�ult and even impossible to perform. For example, this is the ase if the tester is notprovided with a diret interfae to interat with the IUT or the implementation is built fromomponents that are running in their environment and annot be shutdown or interruptedfor a long period of time. The ativity of testing ould be speially di�ult if the tester musthek temporal restritions. In these situations, the instruments of measurement ould be notso preise as required or the results ould be distorted due to mistakes during the observation.As a result, undisovered faults may result in failures at runtime, where the system may



1. Introdution 3perform untested traes. In these situations, there is a partiular interest in using other typesof testing tehniques suh as passive testing. In passive testing the tester does not need tointerat with the IUT. On the ontrary, exeution traes are observed and analyzed withoutinterfering with the behavior of the IUT. Passive testing has very large appliation domains.For instane, it an be used as a monitoring tehnique to detet and report errors (this is theuse that we onsider in this Master Thesis), in network management to detet on�gurationproblems, fault identi�ation, or resoure provisioning, it an be also used to study thefeasibility of new features as lasses of servies, network seurity, and ongestion ontrol.Usually, exeution traes of the implementation are ompared with the spei�ation to detetfaults in the implementation. ommonly the spei�ation has the form of a �nite statemahine (FSM) and the studies onsist in verifying that the exeuted trae is aepted by theFSM spei�ation. A drawbak of the �rst approahes is the low performane of the proposedalgorithms (in terms of omplexity in the worst ase) if non-deterministi spei�ations areonsidered. In passive testing we remark an approah proposed in [CGP01℄. There, a set ofproperties, alled invariants, were extrated from the spei�ation and heked on the traesobserved from the implementation to test their orretness. One of the drawbaks of thiswork was the limitation on the grammar used to express invariants. A new formalism thatoveromes this restrition for expressing invariants was presented in [ACN03℄. It allows tospeify wild-ard haraters in invariants and to inlude a set of outputs as termination ofthe invariant. This approah was extended and revised in [BCNZ05℄. There, a new kind ofinvariants was introdued: Obligation invariants.The work reported in this Master Thesis extends the approah proposed in [BCNZ05℄ inorder to deal with timed restritions. Next, we informally introdue the formalism to expresstemporal onditions in the invariants: Timed invariants. Intuitively, an invariant expressesthe fat that eah time the implementation under test performs a given sequene of ations,then it must exhibit a behavior in a lapse of time re�eted in the invariant. We distinguishbetween timed restritions related to eah ation in the trae represented in the invariantand the one orresponding to the whole trae. For example we ould represent properties as�Eah time that a user applies �a� and observes �y� the amount of time the systemspends to perform the ation �y� is between 3 and 5 time units; if after performingsome operations the user applies �b� then he must observe �z� before 2 time unitsand the performane of all these ations must not exeed 10 time units�.�Eah time that a user asks for onnetion and the onnetion is granted, if afterperforming some operations the user asks for disonnetion then he is dison-



4 neted, and the amount of time the system spends to perform the disonnetionis between 1 and 4 time units.��Eah time that a user asks for a resoure (e.g. a web page) either the resoureis obtained or an error is produed, it does not matter the amount of time thathas passed.�In this work we study two formal testing methodologies where the temporal behavior ofsystems is taken into aount. A simple extension of the lassial onept of Temporal FiniteState Mahine (TFSM) will allow a spei�er to expliitly denote temporal requirements. Inone methodology we onsider that the notion of time is represented by using �xed timedvalues and intervals. In the seond methodology time is represented by using stohastitime. With these approahes, performane values may hange after eah transition. In fatit may happen that if we perform two (or more) times the same transition, eah performanetakes a di�erent amount of time. A transition suh as s
i/o
−−→ t s′ indiates that if the mahineis in state s and reeives the input i, it will perform the output o and reah the state s′ after

t units of time. A transition as s
i/o
−−→ F s′ indiates that if the mahine is in state s andreeives the input i, it will perform the output o and reah the state s′ after a ertain time

t aording to the probability distribution funtion F .In our approah, we perform two types of property veri�ation: One on the spei�ationand another one on the traes generated by the implementation. Due to the fat that weassume that timed invariants an be supplied by the tester, the �rst step must be to hekthat the invariant is in fat orret with respet to the spei�ation. Two new extensionsof the algorithm proposed in [BCNZ05℄ to hek this orretness are provided, taking intoaount the timed onditions that appear in timed invariants. The next step is to hekwhether the trae produed by the IUT respets timed invariants. In this ase, we proposenew algorithms that are adaption of the lassial algorithms for string mathing. Theywork, in the worst ase, in time O(m · n) where m and n are the length of the trae and theinvariant, respetively. Let us remark that we annot ahieve omplexities as good as theones in lassial algorithms beause we have to �nd all the ourrenes of the pattern.The rest of this Master Thesis is strutured as follows. In Chapters 2 and 3 we reviewthe state-of-the-art on formal testing of timed systems and on passive testing and monitor-ing tehniques, respetively. In Chapter 4 we present two new methodologies to performpassive testing based on invariants for systems that present temporal restritions. In bothframeworks, we present algorithms to deide the orretness of the proposed invariants withrespet to a given spei�ation. One we know that an invariant is orret, we hek whether



1. Introdution 5the exeution traes observed from the implementation respet the invariant. In Chapter 5,we present the main features of a new tool, alled PasTe, that helps in the automation ofour passive testing approah. In partiular, all of the algorithms presented in this work arefully implemented. Finally, in Chapter 6 we give our onlusions and sketh some lines forfuture work.Some of the ontents of this Master Thesis have already been published in the ATVA 2008Conferene [AMN08℄.
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Chapter 2
State-of-the-Art: Testing and TimedExtensionsWith the growing signi�ane of omputer systems, tehniques that assist in the pro-dution of reliable software are beoming inreasingly important. The omplexity of manyomputer systems requires the appliation of a battery of suh tehniques. Two of themost promising approahes are formal methods and testing. Traditionally formal meth-ods and testing have been seen as rivals. Thus, there was very little interation betweenthe two ommunities. In reent years, however, these approahes are seen as omplemen-tary [Hoa96, BBC+02℄. The links between testing and formal methods go well beyondgenerating tests from a formal spei�ation. The presene of a formal spei�ation or modelmakes it possible for the tester to better understand what it means for a system to pass atest. This may be ahieved through the use of test hypotheses [Gau95℄ or design for testonditions [IH97, HI98℄. Similar ideas an be found in the generation of tests from �nitestate mahines in whih some fault model is assumed (see, for example, [IT97℄). Using theseapproahes it is possible to generate tests that determine orretness under ertain well un-derstood onditions, irumventing Dijkstra's famous aphorism that testing an show thepresene of bugs, but never their absene [Dij72℄.As we observe, sine there is plenty of work in the area of formal testing methodologies, wehave reviewed the �eld by onentrating on general ideas, without paying too muh attentionto spei� papers on the area. In this hapter we will restrit the sope to deal only withformal testing tehniques for analyzing the temporal behavior of systems. First, we willbrie�y onsider some formalisms that have been proposed for representing real-time systemsand systems where time plays a relevant role in terms of temporal onstraints, performane,7



8 2.1. Formalisms to represent Timeet. Next, we will desribe tehniques that have been proposed to test the orretness ofimplementations with respet to spei�ations de�ned by means of the previous formalisms.2.1 Formalisms to represent TimeThough time a�ets any system, the interest of researhers to expliitly inlude it informal models is relatively reent. The development of networked and distributed systems,multimedia systems, and real-time systems led to a new senario where performane aspetsand temporal requirements beame relevant topis of interest. Essentially, the behavior of asystem may depend on the passage of time in the following two ways:
• After a user request a omputation, the system may need a pereptible time to om-plete it. This amount of time may make the di�erene between an aeptable and anunaeptable performane, that is, between a system that is onsidered either orretor inorret.
• Sometimes the passage of time is not a drawbak but a requirement. That is, a systemmay be required to wait a given amount of time before a ertain operation is performed,while performing it before this time ould be inorret.Expliitly inluding this information in spei�ation formalisms is not straightforward.On the one hand, the syntax of the language must allow the representation of these require-ments in an expressive way. On the other hand, the operational semantis must be able todenote the passing of time in a handleable fashion. For instane, if a system may idle 3seonds then it an also stay idle 2 seonds. In general, given a system on�guration, thedi�erent time amounts that are relevant for the desription of the system represent a veryhigh number (they ould be even unountable!). Let us note that, even if we onsider thattime is disrete, making the language semantis to denote arbitrary delays by suessivelyiterating the pass of a given atomi unit of time is unfeasible. Hene, a suitable representa-tion of arbitrary delays is required. Similarly, if the spei�ation allows to wait any amountof time between 4 and 12, then it is unfeasible to make the spei�ation to expliitly denoteall the allowed time values one after another (i.e., 4, 5, . . . , 12 if time is disrete). Instead,a proper ompat representation is required.Moreover, there are several ways to interpret temporal requirements. On the one hand,we may onsider that temporal requirements are strit. For example, we may require thatsome event ours after exatly 3 seonds. On the other hand, we may relax this requirement



2. State-of-the-Art: Testing and Timed Extensions 9by onsidering temporal intervals. Moreover, we may onsider that temporal requirementsare de�ned in probabilisti terms, that is, we require that something ours before t units oftime with a given probability p. These di�erenes a�et both the de�nition of spei�ationsand the behaviors extrated from them.Formalisms to desribe timed systems are usually extensions or adaptations of otherformalisms previously proposed to denote systems where time is not expliitly onsidered.Next we brie�y sketh some of these formalisms. First, we will onsider formalisms wheretime is not de�ned in probabilisti terms. This does not neessarily mean that we have toexpress time requirements by using �x values. As we will show later, spei�ations maydenote that any time that ful�lls a given onstraint (e.g., belonging to a given interval) isallowed. Next, systems allowing to denote stohasti time will be reviewed.2.1.1 Representation of non-probabilisti timeNext we onsider spei�ation formalisms where time is not de�ned in probabilistiterms. Several models for the analysis and spei�ation of timed systems have been de-vised, inluding timed Petri nets [Sif77, Zub80℄, the duration alulus [CHR91℄, and avariety of extensions of automata with time information (e.g., [LV96, SGSL98, VPC02,LSV03, PCVM04, BVC05℄). However, the model that has been widely aepted is timedautomata [AD90, AD94, HNSY94℄). Inherently, if we wish to represent dense time thena timed system indues an in�nite behavior. Timed automata propose a symboli way todesribe this in�nite behavior. In so doing, they enable a full state spae exploration bytraversing a symbolially �nite state spae. This is mainly the reason for the popularity ofthis model.A timed automata represents the behavior of a system in terms of a �xed set of loks.During the exeution of the automaton, eah lok has an assoiated time value. When theautomaton sojourns in a state, lok time values inrease in a synhronous manner. Thetransitions of the automaton are instantaneously exeuted, may depend on some onditionon loks, and may ause some lok to be set to a given value. More preisely, timedautomata transitions are of three kinds:
• Ations, used to express the ourrene of events and to synhronize system ompo-nents (when omposing in parallel several timed automata),
• guards, expressing onditions on loks, and
• lok setting events.



10 2.1. Formalisms to represent TimeLet us note that the representation of time passage in a timed automata is symboli inthe sense that the temporal behavior of the system is expressed by means of events likelok setting and lok onstraints instead of onrete (real-valued) time transitions. Thismakes it possible have a �nite representation of the system behavior, hene the hane ofanalyzing some of its properties in a omputable way, even if the time domain is assumedto be (ontinuously) in�nite. On the other hand, the semantis of timed automata (themeaning of the symboli representation) is usually de�ned in terms of an inherently in�niteonrete semanti model whih makes use of real-valued timed transitions.Timed automata have served as a model for many model heking algorithms, see forexample [ACD93, HNSY94, YPD95, ACH94, DOY95, DY95℄, and tools that implement thesealgorithms suh as Kronos ([DOTY96, BDM+98℄), UPPAAL ([BLL+96, LPY97, BLL+98℄)and HyTeh ([HHWT95℄). These tools were used in a diversity of ase studies (e.g., [HWT95,DY95, BGK+96, MY96, DKRT97, LPY98℄).A proess algebrai approah for timed systems has also been pursued. Originally, timewas inluded in a disrete fashion (e.g. [MT90, NS91, Gro91, Han91, QFA93, BB96℄), thatis, time is represented as a tik ation that desribes the passage of a single time unit. Theseproess algebras are adequate to model digital systems but it ould be argued that theyannot desribe real-time systems in a natural way.1 For this reason, dense time proessalgebras were developed (e.g., [Yi90, BB91, SDJ+92, LL97℄). Some of these proess algebrashave been formally related to timed automata (e.g., [NSY92, BHKR95℄). However, theserelations only provide a semanti onnetion and none of them is omplete in the sense thatsuh a onnetion is bijetive. Languages that ompletely represent timed automata havebeen also de�ned in [AH94, YPD95, LV96℄.2.1.2 Representation of stohasti timeThe representation of time in probabilisti terms has also been onsidered in the liter-ature. The analysis of stohasti systems has reeived a lot of attention but, traditionally,1The topi of the (un-)suitability of disrete time to denote timed systems (vs dense time) has typiallyyielded a big ontroversy. On the one hand, the time in eletroni and omputational timed systems usesto be digital indeed. Sine no human-designed system will ever be able to have in�nite temporal preision,we may argue that we annot design/onstrut systems in suh a way that dense time is atually taken intoaount. Moreover, no observation or testing devie has suh a preision. On the other hand, supposing theexistene of a minimal time tik may lead to the wrong assumption that analysis tehniques an be basedon systematially onsidering all available times. Let us note that the amount of times to be onsidered isastronomi in general. A way to avoid the temptation to make suh an assumption is using dense time inmodels.



2. State-of-the-Art: Testing and Timed Extensions 11outside the ommunity of formal methods. First, mathematiians de�ned models for theanalysis of stohasti proesses. These models, whih inlude the so-alled ontinuous timeMarkov hains, in the following CTMC, were used to analyze the performane of systems. Butsystems started to beome more omplex and there was a need for a more sophistiated no-tation to speify performane models. This led to the de�nitions of models suh as queueingnetworks [Kle75, HP92℄ and a diversity of stohasti Petri nets [ACB84, ABC+95℄.Models based on CTMCs represent the timing of events as stohasti variables followingan exponential distribution. This restrition is the key for the vast analytial and numerialtheory that supports CTMCs. Restriting to exponentially distributed durations gives theadvantage of having ativities for whih the memoryless property holds. This propertybasially says that at eah point of time in whih an ativity has started but not terminatedyet, the residual duration of the ativity is still distributed as the entire duration of theativity. Suh a property makes it possible to represent timed behavior of systems by usinga CTMC, that is, a simple ontinuous proess where in eah time point the future behaviorof the proess is ompletely independent of its past behavior and depends on its urrentstate only (Markov property). In fat, the memoryless nature of time in the Markovianapproah makes it possible to avoid the expliit representation of time passage in systemdesriptions. For instane, onsider a simple example of two exponentially timed ativitieswith rates (the parameters of the exponential distribution) λ and µ exeuted in parallel.The resulting CTMC is the one in Figure 2.1. Transitions in a CTMC represent exponentiallydistributed delays and hoies in a state of a CTMC are resolved via a rae poliy, that is, thedelays represented by the outgoing transitions are exeuted in parallel and the �rst delaythat terminates determines the transition to be performed. Therefore, in the example, bothdelays synhronously ount from the initial state and when one of them terminates, theorresponding transition is exeuted. Suh a transition leads to a state where the otherdelay ounts its residual duration until it terminates as well. Note that, beause of thememoryless property, the residual duration of the delay is also exponentially distributed andwith the same rate. Hene the CTMC of Figure 2.1 is an adequate representation of the parallelexeution of the two onsidered ativities.Unfortunately, restriting to exponential distributions is often not realisti and may leadto results that are not su�iently aurate. For instane, in the analysis of high-speed om-muniation systems or multi-media appliations the orrelation between suessive paketarrivals tends to have a onstant length; therefore, the usual Poisson arrivals and exponentialpaket lengths are no longer valid assumptions [BKLL95℄. More general models, suh as gen-



12 2.1. Formalisms to represent Time
λ µ

µ λFigure 2.1: Parallel of exponential delays: λ‖µ.eralised semi-Markov proesses ([Whi80, Gly89, Cas93, She93℄), allow for the desription oftimings that may depend on any distribution. Unfortunately, none of these models providesa suitable framework for the omposition of distributed and ommuniating systems.The formal methods ommunity takled the desription and analysis of stohasti sys-tems by means of probabilisti proess algebras (e.g., [GJS90, Han91, GSS95, BBS95, NFL95,Low95, NF95, CCVP01, Núñ03, CCV+03℄), although they were initially intended for veri�-ation purposes rather than performane analysis. In addition, they only deal with disreteprobability distributions, and most of them do not inlude a notion of time. It is the seminalwork of Ulrih Herzog [Her90℄ were proess algebras and performane models were om-bined. Stohasti proess algebras were thus introdued. Taking advantage of the analytialframework provided by ontinuous time Markov hains, so-alled Markovian proess algebraswere devised. They inlude TIPP [HR94℄, PEPA [Hil96℄, EMPA [BG98℄, MPA [Bu94℄, andIMC [Her98℄. The general approah, inluding any ontinuous distribution funtion, has alsobeen addressed (e.g., [GHR93, HS95, BKLL95, Pri96, BBG98, LN00, BG02, LNR04, DK05℄).Eah approah deals with parallel omposition in a di�erent manner. When no interationis involved, parallel omposition an be easily de�ned in Markovian proess algebras. Ifarbitrary distributions are allowed, this de�nition proved to be more ompliated yieldingomplex or in�nite semanti objets. A omparison of, on the one hand, models restritedto exponential distributions and, on the other hand, models allowing general distributions isprovided in [BD04℄.Synhronization leads to more ompliated deisions. In fat, not all the proposedstohasti proess algebras provide a symmetri interation. For instane, EMPA requiresthat at most one of the synhronizing omponents is time dependent while the others mustbe passive. In [Hil94℄ synhronization takes plae by means of a patient ommuniation,that is, it takes plae when all the omponents that intend to synhronize are ready to doit. This approah is adopted also by [HS95, BKLL95, Her98℄. The proess algebra PEPAalso uses this approah but needs to approximate the distribution of time in order to stayin the domain of exponential distributions. Let us note that patient ommuniation an



2. State-of-the-Art: Testing and Timed Extensions 13model the aforementioned asymmetri synhronization: A passive proess is always ready tosynhronize. Another issue that arises as a onsequene of onsidering parallel ompositionin interleaving models (suh as automata-based models) is non-determinism.2.2 Testing temporal systemsIn this setion we present the most relevant approahes to test timed systems that an befound in the literature. Let us note that time does exist in any system, regardless of whetherwe expliitly represent it in a model. Atually, we may onsider that a non-timed system isa partiular ase of timed system where the future behavior at any point depends only onthe past sequene of inputs and outputs (i.e., time never indues a hange of state) and theonly way to assess the system performane is to ount the number of operations performedbefore a result is provided.Testing a non-timed system is not an easy task. In general, there are in�nite ways tointerat with a system. Hene, the orretness of a IUT an only be laimed after we hekthat it answers the expeted value for all of them. If the interation with the IUT onsistsin suessively providing inputs and observing outputs, then new available interation asesare found by simply onsidering longer sequenes of inputs and outputs. Let us note thatthe time we an spend testing a IUT is �nite. Thus, the amount of tests to be applied (aswell as the size of eah of them) must be �nite as well. As a result, the di�ulty to testingsystems lies on the impossibility to make tests to reah and hek any future point in theIUT. Still, we an partially test the IUT up to a given future point. For instane, we anonsider a set of tests where any sequene of less that n inputs is proposed and we an applyit to the IUT.Unfortunately, the previous onsiderations might not be true for timed systems. If timedoes a�et the behavior of system, then tests do not only onsist in the sequene of inputsthat is applied to the IUT but also have to take into aount when they will be applied.Hene, the number of hoies to de�ne a test dramatially inreases. On the one hand, iftime is assumed to be disrete then all time values allowed by the spei�ation must beonsidered, potentially leading to an astronomial number of hoies. In partiular, if thespei�ation allows to perform an operation from some time t on, then in�nite hoies areavailable (t, t + 1, t + 2, . . . ). On the other hand, if time is dense then the number ofhoies ould be unountable! Hene, omposing and applying a test suite inluding anyavailable interation with the IUT up to a given future point (i.e., up to a given time) ouldbe unfeasible or simply impossible.



14 2.2. Testing temporal systemsThere are di�erent ways to takle the problem of testing timed systems. First, we mayaept the impossibility to over all behaviors of the IUT and test only some of them that areonsidered speially relevant or somehow representative of the rest of behaviors that will notbe heked. An alternative way onsists in adding some hypotheses about the behavior of theIUT suh that the appliation of a �nite test suite may be enough to guarantee the orretnessof the IUT. In any ase, being able to de�ne the test suite to be applied to ompletely hekthe orretness of the IUT in the general ase is desirable. Though it is unfeasible in generalto ompletely onstrut and apply suh a suite, having a onstrutive way to �nd tests inthis set is useful to de�ne tehniques allowing to �nd relevant tests aording to a givenriterium. Most proposals in the literature fous on this task: Finding omplete test suitesas a �rst step in the development of a method where only some tests in them are applied.As far as we are onerned, almost all formal testing methods for timed systems onernnon-probabilisti time. Only in [NR03℄ a method to test stohasti systems is presented.The method is probabilisti due to the nature of the analysis. Sine a blak box approah isassumed, the interation with the IUT by providing inputs and reeiving outputs does notallow the tester to read the random variables de�ning the IUT behavior. Instead, onretetimes are obtained in eah observation. So, all that an be done is to (statistially) extratthese random variables from the IUT by repeating the same interation several times andolleting a sample. Then, a hypothesis ontrast is applied to hek whether it is feasiblethat suh an IUT sample is produed by a random soure behaving as the orrespondingspei�ation random variable says. Sine hypothesis ontrasts provide diagnostis up to agiven on�dene levels, the orretness of the IUT is assessed up to these levels as well. Letus remark that in the ontext of testing a la de Niola & Hennessy, the work on stohastiproesses is also very limited, being [BC00, LN01℄ the only two proposals, for Markovianand generally distributed stohasti proesses, respetively.[BB04℄ presents a temporal extension of the ioo theory [Tre96, Tre99, Tre08℄. As inthat ase, the onept of quiesene (a quiesent state is a state where the system annotprodue outputs) is introdued in models as a way to inrease the distinguishing power oftests in the testing theory. Obviously, this requires to assume that tests an detet it. Ba-sially, it is assumed that we are provided with a bound that is the expliit representationof the time a system should idle until quiesene an be onluded. Treating quieseneas a speial sort of system output provides with information to di�erentiate systems thathave intuitively di�erent deadloking properties (e.g., [Lan90, FNQ95, Tre08℄). The use ofquiesene gives rise to a family of implementation relations parameterized by observation



2. State-of-the-Art: Testing and Timed Extensions 15durations for quiesene. In this framework, timed input-output labelled transition systemsare used to de�ne spei�ations. A sound and omplete test derivation algorithm is pre-sented. Similar to [Tre08℄, the algorithm is non-deterministi, representing eah hoie adi�erent path in the spei�ation. By onsidering all nondeterministi hoies, a test suiteis onstruted. Let us note that, as in the non-timed approah, the set onstruted by thealgorithm is in�nite in general.In [BB05℄ an extension of the previous work, allowing to deal with multiple hannels,is onsidered. A model of timed multi input-output transition systems is presented. Itallows to model timed systems that ommuniate with the environment via multiple inputand output hannels. Formally, hannels are represented as a partitioning of the sets ofinput and output ations, eah partition lass de�ning the inputs (outputs) belonging to anindividual input (output) hannel. Besides, the input enabling assumption (that is, that allinputs are enabled anytime) is relaxed by allowing some input sets to be enabled while othersremain disabled. Moreover, the general bound used in timed systems to detet quiesene isalso relaxed, and di�erent bounds for di�erent sets of outputs are allowed. By onsidering thetheory presented in the previous work, an alternative theory for timed testing with repetitivequiesene, and allowing the partition of input sets and output sets, is introdued. A newonformane relation parameterized by these fators is proposed. Besides, a parameterizedtest derivation proedure (again nondeterministi) is developed and shown to be sound andomplete with respet to a new onformane relation. Again, test suites provided by theproedure are in�nite in general.Other theories for testing reative systems providing omplete test suites [MMM95, PS97℄require in�nite test suites to be omplete as well. So, in these methodologies the outomeof testing a �nite number of ases only approximates a omplete test. As we have alreadypointed out, only �nite test suites an be applied in pratie. Hene, we may onsider suhapproahes as theoretial roots to build other theories where �nite test suites are onstrutedand applied. Next we onsider some methods to produe �nite test suites. In this ase, wehave two possibilities. First, a �nite test suite may be omplete to test the IUT with respetto the spei�ation. This property is usually met by adding some strong hypotheses aboutthe IUT or the environment. Seond, the test suite may be unomplete. In this ase, methodsto �nd tests with a good apability to �nd errors in the IUT are pursued.In [SVD01℄ a generalization of the lassial testing theory for Mealy mahines to a settingof dense real-time systems is presented. A model of timed I/O automata is introdued,inspired by the timed automata model of [AD90, AD94℄, together with a notation of test



16 2.2. Testing temporal systemssequene for this model. The main ontribution of this work is a test generation algorithmfor blak-box onformane testing of timed I/O automata. Although it is highly exponentialand annot be laimed to be of pratial value, it is the �rst algorithm that yields a �niteand omplete set of tests for dense real-time systems. Apart from supporting the automatigeneration of timed tests, the model allows a loose oupling of inputs and outputs, unlikethe usual Mealy mahine style where inputs and outputs our paired in a single transition.The test generation algorithm for this model is provided in the style of well-known �nitestate mahine based methods that were ommented in the previous hapter. The mainproblem involved is that in general the state spae of a timed automaton is (unountably)in�nite. To obtain a �nite set of tests, a disretization of the state spae is required whihis still su�iently re�ned to detet all possible errors.The paper proposes the �rst algorithm that (albeit under some strong assumptions) yieldsa �nite and omplete set of tests for (dense) real-time systems. Only timed automata whereoutputs are isolated and urgent are onsidered. The �rst ondition states that, at any givenstate, the automaton an only output a single ation. The seond ondition states that, atany given state, if an output is possible, then time annot elapse. This essentially means thatoutputs must be emitted at preise points in time. Even though the algorithm itself is highlyexponential, the presented onepts and tehniques have atually served for subsequent morepratial algorithms. Some optimizations are skethed in the paper. Besides, the approahalso tries to support inomplete but pratially useful methods for testing timed systems asin [MMM95, CL97℄. The onformane relation applied in this work is bisimulation, thoughit redues to trae equivalene beause determinism is assumed.In [FPS01℄ another tehnique to testing real-time systems through the derivation ofexeutable test ases on a spei�ation, modelled as a timed automaton, is presented. Themain peuliarity of this work is how the authors try to make the testing tehnique to befeasible. While other studies fous on reduing the spei�ation formalism in order to beable to derive test ases feasible in pratie, in this work test ases are derived from spei�test purposes given by the user. These test purposes express spei� user properties. Inaddition, though timed automata are used to de�ne spei�ations, the study deals with anequivalent representation of timed automata: Clok region graphs. Clok region graphs areextrated from the timed automata by onsidering all the possible valuations of loks thatare equivalent in terms of ful�lling (or not) the requirements imposed by the automata ineah guard. In partiular, a lok region is an equivalene lass indued by this equivalenerelation. Then, a lok region graph is a graph where the states are indued by these regions.



2. State-of-the-Art: Testing and Timed Extensions 17A test purpose is modelled by an ayli graph: All paths of this graph whih are foundon the spei�ation will be onsidered as a test ase. The timing onstraints of both thespei�ation and the test purpose should be the same. The appliation of tests allowsboth to disriminate between the di�erent ases (input, output or waiting) and to test arepresentative part of the in�nite set of lok values. A simple example illustrates the use ofthis tehnique.In [CG98℄ a formal method for generating onformane tests for real-time systems ispresented. The algorithm is omplete in that, under the proposed set of test hypotheses,if the system being tested passes every test generated then the tested system is bisimilarto its spei�ation. The algorithm provides �nite test suites. Beause it has exponentialworst ase omplexity and �nite state automata models of real-time systems are typiallyvery large, the authors aept that a judiious hoie of model is ritial for the suessfultesting of real-time system. In ontrast to [SVD01℄, where the authors aknowledge thattheir method is not pratial due to its exponential omplexity but no way to takle thisproblem is proposed, the test suite provided by the test derivation algorithm of [CG98℄ anbe further manipulated to �nd redundanies. In this way, the atual number of tests to beapplied is redued and pratial test suites an be onstruted while the ompleteness of theanalysis remains. This laim is shown in the paper with several examples. Unfortunately,though these ideas are presented as a methodology, no automati proedure is provided formaking suh a redution in the general ase.The proposed temporal model is based on rules of the form �If G then A between L and
U ,� where G is a guard on the variables and loks, A is an ation on them, and L and Uare the lower and upper bounds of the time spent in this transition. The ompleteness ofthe test suites provided by the test derivation algorithm is met by adding a high amountof test hypotheses. In partiular, it is required that if two systems are non-equivalent thentheir behavior di�ers in at least one unit of time, and that there are neither liveloks nordeadloks. Moreover, the determinism of the IUT is assumed. Other more standard hy-potheses assume that the proposed formalism is adequate for de�ning the IUT and that theIUT an be reset at any time. In [Car99℄ the previous work is moved to the ontext oftimed automata. In partiular, the language notation used in UPPAAL to represent timedautomata is adopted. Existing test generation methods for I/O automata are adapted forthe domain of timed automata. The method addresses both the problem of untestable timedautomata omputations and that of too many possible tests, and tries to provide a pratialmethod for managing onformane testing of real-time systems. In this regard, the author



18 2.2. Testing temporal systemsrealls again that, though the method in [SVD01℄ refers to a very general lass of timedautomata, it generates an astronomially large number of test sequenes. It is shown how todeal with timed automata omputations for testing purposes using digitization, hiding, andinput-output labelling. However, with respet to other related work, the main ontributiononsists in showing how strutured test management methods from mainstream softwareengineering an be applied in the real-time ontext. Based on this idea, a proedure is pro-posed where eah test purpose is represented by a timed automata spei�ation, sometimesa modi�ation of the original spei�ation, together with a list of visible and invisible vari-ables. The model whih is generated from suh a view (alled test view) is expeted to besimpler than the model of the original spei�ation and should generate a feasible numberof tests. Basially, the proposed method onsists in splitting the spei�ation into di�erenttest purposes. Then, a di�erent view, that is a new version of the spei�ation that onlyonerns a spei� aspet of the system, is onstruted for eah test purpose. In this pro-ess, the system variables that are visible and those that are hidden for eah test purposeare hosen. Tests are extrated for eah view by using an adaptation of [Cho78℄ and appliedto the implementation. It is shown that the test suite onstruted for eah test purpose isomplete to hek the onformane of the IUT with respet to this purpose. By using thispartial testing approah, testing eah test purpose is simpler beause the explosion of teststhat is due to the neessity to explore all interations of di�erent parts of a system to eahother is partially redued. Let us note that eah of these parts is not a omponent but rathera funtionality or usage mode.Regarding the use of timed automata in the testing framework, the author argues thatstandard semantis for timed automata usually present several problems for testing. First,timed automata have a dense time model and so their traes inlude behavior whih annotbe observed in an experiment. For example, events may be spei�ed to our at di�erent,but arbitrarily lose times, leading to di�erent outomes. However, to an observer the or-dering of two arbitrarily lose events annot be distinguished, and a tester does not havesu�ient ontrol over a physial system to o�er inputs at arbitrarily lose, but di�erenttimes. Aording to the author, a more appropriate model for observing real-time systems isa digital lok approximation [HMP92℄. Seondly, beause UPPAAL timed automata di�erfrom I/O automata in having persistent data variables, loks, and losed world spei�-ations, assumptions underlying test generation methods for I/O automata need revisingfor timed automata. In partiular, for real-time systems new assumptions regarding stateidenti�ation, input enabling, and extra implementation states are introdued in this work.



2. State-of-the-Art: Testing and Timed Extensions 19In [Car00℄ the previous work is re�ned by introduing an intermediate testable language inthe proess. UPPAAL timed automata are transformed into testable timed transition systems(TTTSs) using a test view. Fault hypotheses and a test generation algorithm whih extratstest ases from TTTSs are de�ned. Test suites onstruted by the algorithm are ompletewith respet to the hosen test view. Besides, the management of persistent data variablesallowed by UPPAAL is now supported. Results of applying the method are presented.In [CL97, CKL97℄ a framework for testing timing onstraints of real-time systems is pre-sented. Test ases are derived from spei�ations desribed in the form of a onstraint graph,and only the minimum and the maximum allowable delays between input/output events areonsidered. Though usual testing onepts appear in this paper, tests are proposed to beapplied to a model rather than to a IUT. In partiular, the testing approah is proposed as amethod to �nd properties in a system model, that is, validation is the main goal of the work.Tests are automatially derived from spei�ations of minimum and maximum allowabledelays between input/output events in the exeution of a system. Contrarily to previouslyommented proposals, time onstraints are de�ned with a di�erent formalism to that used tode�ne spei�ations. In partiular, the test derivation sheme uses a graphial spei�ationformalism for timing onstraints, and the real-time proess algebra ACSR [BLG93, BL97℄for representing tests and proess models. ASCR is a timed proess algebra based on thesynhronization model of CCS that inludes features for representing synhronization, time,temporal sopes, resoures, requirements, and priorities. Aording to the authors, the useof an expressive language provided with preise semantis to desribe test sequenes, likeACSR, has two main advantages. First, tests an be applied to an ACSR model of the soft-ware system within the ACSR semanti framework for model validation purposes. Seond,ACSR has onise notation and a preise semantis that failitate the translation of real-timetests into a software test language for software validation purposes.The authors propose their testing-oriented method of validation as a way to analyze veryomplex systems. In fat, sine the number of tests is hosen by the tester, the method an beused to validate a design spei�ation whih has too many states for exhaustive state spaeexploration based analysis. If tests are arefully hosen aording to some riteria then theresult of their appliation may be adequate. A derivation method to automatially extrattests from a model is proposed. Given a test overage riterium, the algorithm onsidersall the tests neessary to ompletely ahieving this riterion (this test suite may be stilltoo big), and then hoosing the tests that seem to be more representative in this set. Asan illustration of the method, a ase study of using the automati derivation of tests from



20 2.2. Testing temporal systemstiming spei�ations for the analysis of a system is presented.In [HLN+03℄ real-time onformane test ases are automatially generated from timedautomata spei�ations. This work fouses on showing how to e�iently generate real-time test ases with optimal exeution time, that is, test ases that are the fastest possibleto exeute. The proposed tehnique allows time optimal test ases to be generated eithermanually, by using formulated test purposes, or automatially, from various overage riteriaof the model. In order to justify their approah, the authors hypothesize that, in the ontextof testing real-time systems, the fastest test ase that drives the spei�ation to some statealso has a high likelihood of deteting errors, beause this is a stressful situation for thespei�ation to handle. Moreover, they laim that time optimal test suites are interestingfor several reasons. First, reduing the total exeution time of a test suite allows morebehavior to be tested in the (limited) time alloated to testing. Seond, it is generallydesirable that regression testing an be exeuted as quikly as possible to improve the turnaround time between software revisions. Third, it is essential for produt instane testingthat a thorough test an be performed without testing beoming the bottlenek, that is, thetest suite an be applied to all produts oming of an assembly line.The authors laim that an important problem in generating real-time test ases is toompute when to stimulate the system and expet response, and to ompute the assoiatedorret verdit. This usually requires (symboli) analysis of the model whih in turn maylead to the state explosion problem. Another problem is how to selet a very limited setof test ases to be exeuted from the extreme large number (usually in�nitely many) ofpotential ones. The authors propose their method to generate time-optimal test ases andtest suites as a way to address both issues.Models are spei�ed by using a deterministi and output urgent lass of UPPAAL styletimed automata. The fastest diagnosti trae faility of UPPAAL is used to generate timeoptimal test sequenes. The onformane relation applied in the framework is trae inlusion.Let us note that the method proposed in the paper is based on existing e�ient and wellproven symboli analysis tehniques of timed automata. Its main ontribution is that itaddresses time optimal testing as well as overage riteria for it. Atually, most other workon optimizing test suites fouses on minimizing the length of the test suite whih is notdiretly linked to the exeution time beause some events take longer to produe or real-time onstraints are ignored.In [KT04℄ a framework for blak-box onformane testing of real-time systems is pre-sented. Spei�ations are modelled as timed automata though, ontrarily to other previous



2. State-of-the-Art: Testing and Timed Extensions 21proposals in the literature, nondeterministi and partially-observable timed automata areallowed. A onformane relation, alled timed input-output onformane or tioo, whih isa timed extension of the lassial ioo relation, is proposed. Aording to ioo, A onformsto B if for eah observable behavior spei�ed in B, the possible outputs of A after thisbehavior is a subset of the possible outputs of B. The tioo relation is simply de�ned byinluding time delays in the set of observable outputs. This permits to apture the fat thatan implementation produing an output too early or too late (or never, whereas it should)is non-onforming. The authors ompare this relation with other previously onsidered re-lations (bisimulation in [CG98℄, must/may preorder in [HNTC99, NS01℄, trae inlusionin [HLN+03, KJM03℄, and trae equivalene in [SVD01℄) and argue that it is better suitedfor testing than the other ones beause it leaves more design freedom to potential implemen-tations. Algorithms are proposed to generate two types of tests for this setting: Analog-loktests, whih measure dense time preisely, and digital-lok tests, whih measure time witha periodi lok. A heuristi to generate a test suite that overs all spei�ation edges isbrie�y disussed. A prototype tool and a small ase study are reported.The aim of the authors is to overome some limitations of previous methodologies intwo diretions. First, other work restrits the kind of spei�ations that an be de�ned.For example, [SVD01, HLN+03℄ onsider timed automata where outputs are isolated andurgent. Due to the �rst ondition, a spei�ation suh as �when input a is reeived, produeeither output b or output c� annot be expressed in this model. Due to the seond, aspei�ation suh as �when input a is reeived, output b must be emitted within at most 10time units� annot be expressed. Other works use to onsider deterministi or determinizablesublasses of timed automata. For instane, [NS01℄ uses event-reording automata [AFH94℄while [KJM03℄ use a determinizable timed automata model with restrited lok resets. It isalso typially assumed that spei�ations are fully-observable, meaning that all events anbe observed by the tester. On the ontrary, [KT04℄ allows to represent non-deterministi andpartially observable spei�ations. In partiular, the issue of determinizing tests is addressedon-the-�y during test generation and exeution.The seond limitation onerns implementability of tests. In the typial ontroversy ofdense versus disrete time, the authors laim that, in pratie, only digital-time tests anbe onstruted and applied. However, only analog-lok tests are onsidered in previuoswork. These are tests whih an observe the time of inputs preisely and an also reat byemitting outputs in preise points of time. For example, a test like �emit the output a attime 1; if at time 5 the input b is reeived, announe PASS and stop; otherwise, announe



22 2.2. Testing temporal systemsFAIL� is an analog-lok test. Unfortunately, analog-lok tests are problemati sine theyare di�ult, if not impossible, to implement with �nite-preision loks. The tester whihimplements the test of the example above must be able to emit a preisely at time 1 andhek whether b ourred preisely at time 5. However, the tester will typially sample itsinputs periodially, say, every 0.1 time units, thus, it annot distinguish between b arrivinganywhere in the interval (4.9, 5.1).In [KT05℄ the previous work is extended with some new features. On the one hand, amethod is provided allowing the tester to de�ne assumptions about the environment of theIUT. Basially, the tester's assumptions about the environment are de�ned by means of atimed automata de�ning its behavior. This automata is omposed with the timed automatade�ning the atual spei�ation requirements. On the other hand, additional timed automataan also be used to de�ne the interfae between the tests and the IUT. For example, they maybe used to de�ne a delay between the time eah test stimulus is produed and the reeptionof the signal in the IUT. In addition, some test derivation algorithms produing test suiteswith respet to di�erent overage riteria (state, loation, or edge) are provided.In [HNTC99℄ a timed I/O automaton model, di�erent to standard timed automata, isproposed to speify real-time protools. This is a Timed Input Output Automata extendedwith data. In order to derive test ases from this model, automata are transformed in a kindof I/O Finite State Mahine so that lassial test generation tehniques an be applied. Aonformane testing method for this model is proposed. The authors ritiize lassial timedautomata [AD90, AD94℄ beause they do not deal with data values used in ommuniationprotools. For example, sometimes one may want to speify di�erent timeout intervalsdepending on the size of data to be transmitted. Hene, models that an treat not only timebut also data values are needed. It is also desirable that suh models have e�ient veri�ationand/or testing methods, as timed automata have. Thus, a ombination of timed automatawith EFSMs is proposed. In testing EFSMs or real-time systems, a given test sequene is notalways exeutable. In order to exeute the test sequene, some appropriate input valuesor exeution timing whih satisfy its transition onditions must be found. In ontrast tothe ase of EFSMs, in real-time systems the tester an designate the input timing. However,in general, the output timing is not ontrolled by the tester and it is deided by eah IUTitself. Moreover, the exeutable timing of some ation may depend on the exeution timeof its preeding ations. It is desirable that whenever the preeding output ations areexeuted, there always exists some adequate input timing suh that its sueeding sequeneis exeutable. In fat, the exeutable timing of eah input ation in a test sequene an be



2. State-of-the-Art: Testing and Timed Extensions 23spei�ed by a funtion of the exeution time of the preeding ations. The authors proposean algorithm to deide whether a given test sequene is exeutable. Besides, they proposea method to derive suh a funtion from an exeutable test sequene automatially using atehnique for solving linear programming problems, as well as a onformane testing methodusing those algorithms. In this model, determinism is assumed, but not output urgeny.In the timed I/O automaton model, eah transition orresponds either to an input ationor to an output ation. In order to desribe timing onstraints among ations, some variablesand one speial global time variable, whih always holds the urrent time, are introdued.The variables an hold not only time values but also values expressed as linear expressionsof the time values and input data. Eah transition ondition an be spei�ed by a logialonjuntion of linear inequalities of those two types of variables. The onformane relationonsidered is a must/may testing riterion. To distinguish sequenes that an always beexeuted to ompletion independent on output timing and sequenes that may be exeutedto ompletion, may- and must-traeability of transition sequenes are de�ned. A must-traeable test sequene an be always exeuted if some appropriate input timing for its inputations are spei�ed, no matter when its output ations are exeuted. A may-traeable testsequene an be exeuted only when the exeution time of its output ations belongs to thesub-ranges whih make the sueeding ations exeutable.In addition, the authors present an algorithm for heking the must/may-traeabilityof given test sequenes and obtaining the upper and lower bounds for eah input ationas funtions of the exeution time of its preeding ations. As in [Car00, SVD01℄, testsequenes are generated by using heking sequene tehniques, but di�erent strutures andstate veri�ation methods are used. Based on the UIOv-method [VCI90℄, a onformanetesting method for the model is proposed. This method is applied to a Finite State Mahinederived from the automaton by simply removing the lok onditions on transitions. Thesequenes are then heked for their may- and must traeability, and the proedure is re-iterated when neessary. Let us note that this proedure may result in many iterations andin inomplete test suites.Next we brie�y omment other related work providing testing tehniques for temporalsystems.
• [MNR08℄ proposes a formal methodology to test both the funtional and temporalbehaviors in systems where temporal aspets are ritial. This study extends thelassial FSM model with features to represent timed systems. This formalism allowsthree di�erent ways to express the timing requirements of systems by using �x time



24 2.2. Testing temporal systemsvalues, by using random variables, or by onsidering time intervals. In this workdi�erent implementation relations are presented and related, depending on both theinterpretation of time and on the non-determinism appearing in systems. Completestudies about how test ases are de�ned and applied to implementations, and about testderivation algorithms, produing sound and omplete test suites, are also presented.
• In [MNR06, MNR08b℄ the authors introdue a timed extension of the EFSMs model.On the one hand, this study onsiders that (output) ations take time to be performed.This time may depend on several fators suh as the value of variables. On the otherhand, the formalism proposed in this approah allows to speify timeouts. In addition,the authors develop a testing theory. They de�ned ten timed onformane relationsand relate them. Besides, the papers introdue a notion of timed test and de�ne howto apply tests to implementations. Finally, an algorithm to derive sound and ompletetest suites, with respet to the implementation relations presented in this approah, isgiven.
• [EDKE98, EDK02℄ present an adaptation of the Wp-method [FBK+91℄ to timed sys-tems. As in previously ommented work [Car00, SVD01℄, test sequenes are generatedfrom a timed automata by applying variations of �nite state mahine heking sequenetehniques to a disretization of the state spae. Consequently, this approah also suf-fers from the state explosion problem and produes large number of test sequenes.
• [NS01℄ proposes a fully automati method for generation of real-time test sequenesfrom a restrited sublass of dense time automata (event-reording automata [AFH94℄)whih restrits how loks are reset. This approah is based on de Niola & Hennessytesting theory. A seletion tehnique of timed tests is presented. This tehnique isbased on symboli analysis and overage of a oarse equivalene lass partitioning ofthe state spae. The proposed onformane relation is a must/may preorder relation.
• [Kho02℄ assumes a restrited timed automata model where all transitions with the sameobservable ation reset the same set of loks. The timed automaton is �rst translatedinto a (larger) alternative automaton where lok onstraints are represented as set-timer and expire-timer events. Based on this, the generalized Wp-method is usedto ompute heking sequenes. Output urgeny is not required, but determinism isassumed.
• [CKL98℄ presents a di�erent approah to test generation and seletion. As in some



2. State-of-the-Art: Testing and Timed Extensions 25of the previously ommented approahes, suh as [FPS01, Car99, Car00℄, a manuallystated test purpose is used to de�ne the desired sequenes to be observed on the spe-i�ation. A synhronous produt of the test purpose and the timed automata modelis �rst formed and used to extrat a symboli test sequene with timing onstraintsthat reah a goal state of the test purpose. This symboli trae an be interpreted atexeution time to give a �nal verdit.
• [RNHW98℄ gives a partiular method for the derivation of the more relevant inputs ofsystems.
• [PF99℄ suggests a tehnique for translating a region graph into a graph where timingonstraints are expressed by spei� labels using lok zones.
• [RMN08℄ proposes a logi to infer whether a set of observations (i.e. results of testappliations) allows to laim that the IUT onforms to the spei�ation if a spei�set of hypotheses (taken from a repertory of hypotheses) is assumed. In [RMN08℄the soundness and ompleteness of this new logi with respet to a general notion ofonformane is shown. In addition to this new logi, [MNR07a, MNR08a℄ representa onservative extension inluding a omplete temporal systems study. The authorsadapt some of the [RMN08℄ rules to ope with this new framework, and they introdueseveral spei� hypotheses and rules to appropriately express time assumptions. Inthis approah they also prove a orretness result of this new approah with respetto a general notion of timed onformane.2.3 Summarizing remarksDuring the last 15 years several methods have been proposed to takle the problem oftesting timed systems. Eah of these proposals faes the problem from a di�erent pointof view. The existene of very di�erent approahes is due to the fat that testing timedsystems is an inherently di�ult task for several reasons, as we ommented in the beginningof the hapter. In partiular, eah studied proposal satisfatorily faes a given issue on theost of sari�ing a suitable property met by other previous approahes, or leading to newunforeseen hallenges. This senario leaves free room for divergent hoies where eah onehas di�erent bene�ts and drawbaks. Summarizing, eah proposal ommented before fallsinto one or more of the following ategories:



26 2.3. Summarizing remarks(1) Test derivation methods provide test suites that are known to be unomplete. In thisase, the value of a onstruted test suite is due to one of the following reasons:(a) It fully analyzes a test purpose, that is a subset of behaviors that are onsideredspeially relevant aording to some riteria (e.g., a given funtionality providedto the user), leaving the rest of behaviors untested.(b) It ful�lls a overage riterium, that is, tests in the test suite are designed to fullyexerise a given strutural harateristi of the spei�ation during testing theIUT (e.g., states, loations, edges, et). Let us note that the orresponding IUTstrutural harateristi is di�erent, in general. So, a overage riterium is in fatan heuristi test seletion riterium.(2) Test derivation methods provide �nite test suites that are omplete. This an bemet by adding assumptions about the IUT (e.g., determinism or determinizability ofsystems, output urgeny, bounded number of states in the IUT, disretizability of time,et). Usually, the number of required hypotheses is high, or some of them impose verystrong limitations.(3) Test derivation methods provide in�nite test suites that are omplete. In this ase,ompleteness is only met in the limit. Usually, the number of required hypotheses islower than in the previous alternative, though some hypotheses are still required toreah the property that omplete test suites are ountable sets (e.g., disretizability oftime).



Chapter 3
State-of-the-Art: Passive Testing andMonitoringIn this hapter, we brie�y expose the more relevant state of the art of passive testing andmonitoring systems. An important goal of formal testing is to determine the onformane.The ativity of onformane testing is essentially foused on verifying the onformity of agiven implementation to its spei�ation. In most ases, testing is based on the abilityof a tester that stimulates the implementation under test and heks the orretion of theanswers provided by the implementation [LY96, Lai02℄. However, in some situations thisativity beomes di�ult and even impossible to perform. For example, this is the ase ifthe tester is not provided with a diret interfae to interat with the IUT. Another on�itivesituation appears when the implementation is built from omponents that are running intheir environment and annot be shutdown or interrupted for a long period of time. In thesesituations, there is a partiular interest in using other types of testing tehniques suh aspassive testing.Passive testing is a testing tehnique opposite but no inompatible with ative testing.The main di�erent between them are that in ative testing testers an interat, with anyinput, with the IUT and observe the obtained result in real time. In passive testing approahtesters annot interat diretly with the implementation. The usual approah of passivetesting onsists in reording the trae produed by the implementation under test and tryingto �nd a fault by omparing this trae with the spei�ation [LNS+97, Mil98, TC99, TCI99,MA00℄. A fault is an abnormal ondition or behavior that is di�erent from how the systemis either spei�ed or expeted to behave.The problem of fault detetion has been studied extensively in the late sixties and early27



28seventies motivated by testing of sequential iruits and, more reently, by testing of networkprotools. A variety of methods have been proposed [Moo56, Hen64, SD88, BU91b, MP93,MP94, YL95, SL95, LY96℄. In ative testing, generally a test is designed based on thestruture of the FSM that models the system. Usually, these tests are appropriate for testingan isolated mahine of small to medium size. However, for network protools modeled asCFSMs, due to the interations of omponent mahines and variables, the size of the ompositeand/or expanded mahine is formidable. This makes strutured testing impratial. To opewith omplexity, unstrutured testing has been proposed as well [Wes89, LSKP96℄. Almostall the tehniques for fault detetion in the published literature involve ative testing. As wehave already mentioned along this Master Thesis, in ative testing, the tester has ompleteontrol over the inputs and devises a test sequene to reveal possible faults of the system.Obviously, ative testing is less appliable to network management. Moreover, testers mayhave no ontrol over the system inputs and, usually they an only passively observe theinput/output behavior. Spei�ally, in operational networks it is frequently di�ult to insertarbitrary inputs without a�eting the servie or the operation of the network. This naturallyleads to passive testing: To observe the input/output behavior of a system in its normaloperation for the purpose of deteting faults [Sei72℄.Even though passive testing tehniques are not new (see for example the approah shownin [AAD79℄) in the 1990s a very ative researh on passive testing was developed. A passivefault detetion approah was �rst proposed in [BHS89℄. In this approah passive observerswere used for network fault detetion. Later, multiple observers were used to redue theomplexity of eah observer [WS93℄. Other approahes explore relevant properties requiredfor a orret implementation, and then hek them on the traes of the systems undertest [CGP01, ACN03℄.Passive testing has very large domains of appliation. For instane, it an be used as amonitoring tehnique to detet and report errors. Another area of appliation is in networkmanagement to detet on�guration problems, fault identi�ation, or resoure provisioning(i.e, [MA01, WZY01℄). It an be also used to study the feasibility of new features suh aslasses of servies, network seurity, and ongestion ontrol. Nowadays networks are beom-ing larger, more sophistiated, heterogeneous, and geographially dispersed. In addition,networks are put together by integrating equipment from multiple vendors. Consequently,management of suh networks is beoming an important but di�ult task. Various thingsan go wrong, disabling the network or a portion of the network or degrading the performaneto an unaeptable level. In many appliations, where the end-to-end network performane



3. State-of-the-Art: Passive Testing and Monitoring 29needs to be guaranteed, many elements need to be managed at the same time. The om-plexity of suh networks ditates the use of automated network management tools [Tow88℄.Fortunately, some standards (i.e, Simple Network Management Protool v. 3) have beenproposed and are beoming popular for ommuniating status information using a protool,a database struture spei�ation and a set of data objets. In order to maintain properoperation of a sophistiated network, the system as a whole and eah individual omponentmust be in proper working order. In this ontext, a fault is an abnormal ondition or behav-ior that is di�erent from how the system is either spei�ed or expeted to behave. Managingfaults in a system is one of the key requirements for network management [Ros81℄. Thefaults that an be managed inlude:
• Deide if a fault has happened.
• Determine the loation of the fault.
• Isolate the rest of the network so that it an ontinue to funtion.
• Reon�gure the network to minimize the impat of the fault.
• Repair the fault.In protool-system fault detetion is often onduted by ative testing. A test sequeneis designed with a desired fault overage and then applied to a system implementationunder test to reveal faults from its output responses [LY96℄. However, for network man-agement, often testers annot interrupt normal system operations arbitrarily by applyingtest sequenes; testers an only monitor the system input/output behaviors to infer possi-ble faults, and the reommendable testing approah is based in passive testing or passivefault detetion [LCH+02℄. The global idea is to proess the olletion traes and applytheir orretness with respet to the spei�ation if they owns to the language aepted byspei�ation automaton.Though passive testing is sometimes mentioned as an alternative to ative testing [LY96℄,only little e�ort has been devoted to this aspet of testing. However, passive testing is worthinvestigating, sine
• Under ertain irumstanes, it may be the only type of test available, for example innetwork management.
• It is relatively heap and easy to implement.
• Ative testing is sometimes impratial due to the omplexity of systems.



30 The simplest approah to passive testing makes use of an FSM to model the behavior ofthe system. In FSM based passive fault detetion, the spei�ation of the IUT is modeled asan FSM M, and the IUT N is viewed as a blak box where only the exeution traes areobservable. Aordingly, these exeution traes are ompared with M to detet faults in
N . The tester wishes to determine whether N is faulty with respet to M by observing asequene t of input/output pairs from N where the starting state of N is known or an beestimated. Suh a deision an be based on the number of states that are ompatible with t,being a state s ofM ompatible with t if t is a trae ofM starting at s. If the number ofstates ompatible with t is zero then t is su�ient to determine that N is faulty. Otherwise,
t is insu�ient to determine whether N is faulty. It means that there are one or more statesompatible with t and t needs to be augmented by an additional input/output sequene of
N to ontinue with the fault detetion.Normally, authors model ommuniation networks by FSMs [HP92, AP94, BCSS98, NR99,Mea03, CV06℄. A transition may be assoiated with ertain input/output behavior, whihmay not be observable as in the ase of internal transitions or networks in whih testersan only observe pakets but not interations. Due to limited observability, a network oftenexhibits ertain nondeterministi behavior, whih is typially modeled by a nondeterministi�nite state mahine (NFSM). Additionally, the interations of di�erent entities in a networkan be better modeled by ommuniating �nite state mahines (CFSM). Furthermore, sineontrol variables and parameters are usually embedded in the network, authors use extended�nite state mahines (EFSM) (i.e, [LY96, LNS+97, DU04℄). For example, let us suppose thattesters have a spei�ation mahine M, whih models the design or desired behavior of anetwork. Testers have an implementation mahine N , whih is the network under test andis a blak-box (i.e, testers an only observe its input/output behavior). Passive testing triesto determine whether N has faults.There is a pressing need for network management systems apable of handling faults.Sophistiated equipment is muh more vulnerable to any single faulty inident. Several ap-proahes are possible for dealing with fault management in modem omplex systems andnetworks. Next we brie�y desribe some of the most relevant approahes in network mon-itoring passive testing. One approah is to develop expert systems apable of diagnosingfaults and taking orretive ation on likely fault senarios [YWS+89℄. The major di�ultyhere is that the experiene of human experts is generally required to develop the expertsystems. Eah system or subsystem must be handled separately, in general in an ad hofashion. In the ase of newly developed systems, this may pose problems.



3. State-of-the-Art: Passive Testing and Monitoring 31Another approah an be found in [WS93℄. This work goal is to look for unifying prini-ples in fault detetion and identi�ation. Atually, many network problems that our dueto intrusions and seurity violations an be addressed by using passive testing. This is learfrom the observation that unwanted intrusions matter only if they are suessful in hangingthe input/output behavior of the implemented mahine. Thus, many seurity attaks maybe treated as intentional and subtle modi�ations to the behavior of implemented mahinethat are manifested only under the presene of ertain inputs and when the mahine is in aertain state. The goal of [WS93℄ is to develop a lass(es) of fault detetion mehanisms thatapply broadly aross a variety of ommuniation systems. Most ommuniation proeduresand systems are urrently desribed in terms of well-de�ned protools. These protools, inturn, are generally spei�ed in terms of disrete-event systems, most ommonly FSMs. Earlierwork along these lines used the onept of a redued-state FSM as an observer, apable ofdeteting spei�ed types of faults in minimum time. Authors fous on a very simple groupof FSM observers (generally two states eah), apable of deteting almost all possible faultsin the system under observation, being exeptions generally deadlok and livelok situations.Thus [WS93℄ proposes to use a set of independent observers to detet faults in ommuniationsystems that are modeled by FSMs. An algorithm for onstruting these observers and a fastreal-time fault detetion mehanism used by eah observer was given. Sine these observersrun in parallel and independently, one immediate bene�t is that of graeful degradation: Onefailed observer will not ause ollapse of the fault management system. In addition, eahobserver has a simpler struture than the original system and an be operated at higherspeed.In [LS94℄ the authors proposed an algorithm to trae the variable values as well as thesystem states, and presented two e�ient implementations of the algorithm. In the �rstimplementation, they narrow down the range of eah variable as muh as possible wheneveradditional information an be derived from a transition. A set of range operations wasintrodued and they used examples to illustrate that usage. In the seond implementation,the onstraints derived from a transition path are reorded and the exeutability of the pathis veri�ed by solving the onstraints as a system of linear equations/inequalities. Thesealgorithms an deal with ommonly enountered operations on variable values assoiatedwith state transitions and also provide e�ient variable value determination for the protooldata portion fault detetion.In [LNS+97℄ also proppose Passive testing for network fault management. In this ap-proah faults are deteted in a network protool system by passively observing its in-



32put/output behaviors without interrupting the normal network operations. [LNS+97℄ in-trodued methods for passive fault detetion of deterministi and nondeterministi FSMs.This work takes into aount that it is important for ommuniation networks to detetfaults �in-proess�, that is while the network is in its normal operation. [LNS+97℄ applytheir tehniques to management of a signaling network operating under the Signaling Sys-tem 7 (SS7) and report experimental results, whih show the feasibility of applying passivetesting to pratial systems.A general formal model for passive onformane testing was �rst presented in [NVN98℄,where the FSM is used to model the protool ontrol portion, and fault detetion algorithms forboth deterministi and nondeterministi systems were designed, implemented, and appliedto detet faults at run-time for the Signal System 7 (SS7) protool system.In [Mil98, MA00, MA01℄, the authors speify network systems as CFSMs and study faultdetetion and loation. Baktraking is an e�etive tehnique for fault detetion [ACC+04℄.In [LNS+97℄ authors developed algorithms for FSM-based passive fault detetion. This ap-proah has been applied to other FSM-based systems [WZY01, ZYW01℄ and was extended tosystems spei�ed in the EFSM model by [TC99, LCH+02, CV06, ACC+04, LCH+06℄ and tosystems spei�ed in the CFSM model by [Mil98, MA00, MA01℄.[TCI99℄ presents an extension of the existing algorithms to onsider that spei�ation aredesribed as EFSMs. They introdue an algorithm to take into aount the number of statesand transitions overed. This algorithm is an extension of the one proposed in [LNS+97℄to onsider EFSMs as the system spei�ations. Authors experimented, by using in the SDLspei�ation of the GSMMAP. In [TC99℄ a simple algorithm of passive testing on EFSMswas developed and applied to the GSM-MAP protool. The algorithm reords the values ofvariables and disards them whenever inonsisteny ours. Yet, no onvining argumentsare given on how the faults an be deteted.In [MA01℄ authors use FSMs model for networks to investigate fault identi�ation usingpassive testing. The authors illustrate their tehnique through a simulation of a pratialX.25 protool example.[ZYW01℄ studies how passive testing hek the protool implementation through onlineobservation. They showed that passive testing an be performed in the prodution �eldwithout interfering with the network. This test methodology was realized in an OnLine TestSystem (OLTS). The OLTS exploits the state synhronization algorithm to test the protoolstate mahine. It tests the exhange and the manipulation of the routing information throughthe topology analysis and the internal proess simulation. OLTS also supports multiple



3. State-of-the-Art: Passive Testing and Monitoring 33instanes to work in a distributed environment and it an also ooperate with an ative testsystem to bring out the best of eah other.A more systemati study of passive testing of the data portion were reported in [LCH+02℄.Variables ontain important information of protool systems. In partiular, they determinethe system states, and their external behaviors. Let us remark that, it is well known that totest variable values due to the omplexity of traing them [LY96℄. In [LCH+02℄ the authorspresent two algorithms, using an Event-driven EFSM. Experimental results on the Internetrouting protool OSPF were reported. First an e�etive passive testing algorithm for EFSMswas proposed. Seond, an algorithm based on variable determination with the onstraintson variables was presented. This last algorithm allows us to trae variables values as wellas the system state. However, not all transfer errors an be deteted. To overome thislimitation, [ACC+04℄ proposes a new approah based on bakward traing. This algorithmwas strongly inspired by [LCH+02℄, but proesses the trae bakward in order to furthernarrow down the possible on�gurations for the beginning of the trae and to ontinue theexploration in the past of the trae with the help of the spei�ation. This algorithm ontainstwo phases. First, it follows a given trae bakward, from the urrent on�guration to a setof starting ones, aording to the spei�ation. The goal is to �nd the possible startingon�gurations of the trae, whih leads to the urrent on�guration. Then, it analysesthe past of this set of starting on�gurations, also in a bakward manner, seeking for endon�gurations, that is to say on�gurations in whih the variables are determined. Whensuh on�gurations are reahed, they an take a deision on the validity of the studied path.This new algorithm was applied to the Simple Connetion Protool (SCP) that allows toonnet two entities after a negotiation of the quality of servie required for the onnetion.The testing results were also ompared to the passive testing algorithm in [LCH+02℄.In [CV06℄ the authors propose an approah to passive testing in order to express invari-ants for network protools, suh as session maintenane protools. In the proposed tehnique,ritial properties were represented as a set of invariants that an IUT should ful�ll. Further-more, the authors propose a mehanism to get around the problem to determine from whihstate the observation of exeution traes started. In order to validate the e�etiveness of theproposed approah, the Managed Session Protool was used as a real-life ase study.In [SL06℄, authors propose an algorithm, inspired in [LSK+93, LSKP96℄, where heuristisare used to ahieve high overage of transitions in a CFSM model. The authors also studiedmutation testing, sine it is known to be e�ient for a range of partiular types of errors insoftware testing. This approah de�nes mutation funtions with speial properties suh that



34only mutants with single faults need to be onsidered for test generation. As a ase study,authors modeled the prediate (guard) absene fault type FPA with this property, thenpresented and analyzed the test generation algorithm. The well-known Needham-Shroederon mutual authentiation protool [NS78, Low96℄ was used to illustrate their formal modeland testing algorithms. In [UXZ07℄, authors propose a new approah to FSM based passivefault detetion whih improves the performane of [LNS+97℄.Routing protools are playing an important role for the Internet performane. Theprotool testing is an e�etive means to guarantee the quality of the protools implementa-tions. Now the most ommonly used routing protools inlude RIP, OSPF and BGP [HW08℄and protools proposed by other organizations or manufatures. Although the traditionalative testing helps a lot to unover the de�ienies of the implementations of routing pro-tools [HLSV00, ZYW03℄, some abnormalities will only appear in pratie and/or over longtime. The passive testing [LNS+97℄ an be performed in prodution �led over a long timewithout interferene on the network. It is able to perform the onformane, interoperabilityand performane tests. The passive testing only observes online and does not send anythingto the IUT. It is quite di�erent from the �injeting input and observing output� way. Thus,orresponding tehniques for the passive testing must be worked out. The OnLine TestSystem (OLTS) was a realization and an appliation of the passive testing, whih made itfuntion in test ativities.Most seurity protools use ryptography to ahieve data transmission, authentiationand key distribution [Mea92, Mea03℄ in a hostile environment. Several unique harateristisof seurity protools make the traditional onformane testing approahes insu�ient andpose new hallenges for both modeling and test generation tasks. First, seurity protoolshave a huge and speial data portion. The input/output messages are from a languagede�ned by ryptographi primitives suh as publi/private enryption and deryption. Theformidable size of the alphabet makes generating a omplete heking sequene infeasible.Therefore, tradeo� is usually made to fous only on a speial type of non onformaneseurity �aws.Normally EFSMs an be used to speify the seurity protool and augment the model toinlude seurity protool message types as the parameter of input/output symbols. On theother hand, seurity properties an be tested only with a preise intruder model. In [SL06℄,authors use EFSM to formally speify the intruder's behaviors based on the well known DolevYao model [DY81℄, whih models most powerful and yet realisti intruder. Consequently, thewhole protool system was modeled as the ommuniation system omposed of the intruder



3. State-of-the-Art: Passive Testing and Monitoring 35and a set of legitimate prinipals. This approah was extended in [SL06℄ adding knowledgeto the intruders and message on�dentiality requirement.The existene of diverse intruders renders the resiliene of those protool systems moresigni�ant, and more hallenging. Various formal modeling and analysis tehniques, suhas BAN logi, model-heking and strand spaes [NS78, Low96, ES00℄ were developed toensure the orretness of seurity protool system. These works were foused on validatingthe protool spei�ation. However, errors an also be introdued to the system in implemen-tation phases, even if the spei�ation is proven to be �awless. Furthermore, interonnetedommuniation system interfaes may result in seurity problems, suh as message ontentexposure.Systemati testing approahes for seurity protools have been largely negleted by theresearh ommunity, even though numerous reports show programming errors in seurity-ritial systems are very ommon [Tho03, Tho05℄. Testing for system seurity, often knownas penetration testing [Tho05℄ or red-team testing, refers to the ativity of exeuting aprede�ned test sript with the goal of �nding a seurity exploit. Thompson in [Tho03℄lassi�ed four general penetration testing methods:
• Testing dependeny.
• Testing unantiipated user input.
• Expose design vulnerabilities.
• Expose implementation vulnerabilities.Under these guidelines pratial testing has been onduted in industry and proved tobe very helpful. Nonetheless, most of the urrent penetration testing ativities are ad-hoand rely on expert knowledge of target systems or existing exploits [GH02℄; the ost of aomprehensive testing is high and the response time is too long. On the other hand, urrenttesting methods are largely at system level on system reon�guration [SHJ+02℄ or unexpetedside e�et of operations [CKXI03℄. Protool level penetration testing has not drawn adequateattention yet is ruial for disovering seurity protool implementation errors. Partiularly,automated test seletion and exeution tehniques were desirable for omplex protools andfor real-time response to seurity �aws.In [CGP03℄ was presented a novel methodology to perform passive testing. The usualapproah onsists in reording the trae produed by the implementation under test andtrying to �nd a fault by omparing this trae with the spei�ation. This novel approah



36was supported by the following idea: A set of invariants represent the most relevant expetedproperties of the implementation under test. Intuitively, an invariant expresses the fat thateah time the implementation under test performs a given sequene of ations, then it mustexhibit a behavior re�eted in the invariant. Authors propose a more ative approah topassive testing where the minimum set of (ritial) properties required to a orret imple-mentation may be expliitly indiated. In short, an invariant expresses that eah time thatthe implementation under test performs a given sequene of input/output ations, then itmust show a behavior respeted in the invariant. This approah was able to test the data�ow, but not in a very satisfatory way. This was the reason for a seond approah seekingto apply a set of onstraints to the trae. In order to perform this phase authors presenttwo algorithms based, respetively, on left-to-right and right-to-left pattern mathing algo-rithms. In this approah information was extrated from the spei�ation and then used toproess the trae. However, one of the drawbaks of this approah was the limitation on thegrammar used to express invariants.Another approah an be seen in [ACN03℄. There, it was proposed that invariants shouldbe supplied by the expert/tester. In this ase the �rst step is to hek that the invariant isin fat orret with respet to the spei�ation. An algorithm to hek this orretness wasprovided. The omplexity, in the worst ase, of the algorithm was linear, with respet to thenumber of transitions in the spei�ation. One a set of (orret) invariants was generatedthe seond step onsists in heking whether the trae produed by the IUT respets theinvariants. In order to do so a simple adaptation of the lassial algorithms for patternmathing on strings (see e.g. [BM77, KMP77℄) was implemented. In [ACN03℄ was alsopresented a test arhiteture for WAP as well as the experimental results obtained fromthe appliation of their passive testing with invariants approah. Another experiment withinvariant were presented simulating Simple Connetion Protool (SCP) and the results ofpreliminary experiments are presented in [CGP03℄.To improve the fault detetion apabilities, [ACC+04℄ proposes a bakward hekingmethod that analyzes in a bakward fashion the input/output trae from passive testingand its past. It e�etively heks both the ontrol and data portion of a protool system,ompliments the forward heking approahes, and detets more errors. Authors presentedtheir algorithm, studied its termination and omplexity, and reported experiment results onthe protool SCP.In [BCNZ05℄, authors performed two types of property veri�ation: one on the spei�a-tion and another one on the implementation. For the �rst type of veri�ation was developed



3. State-of-the-Art: Passive Testing and Monitoring 37algorithms whose omplexity were better than lassial algorithms for model heking, sinethese ones were usually exponential on the number of transitions. For the seond type ofveri�ation authors developed new algorithms that hek the properties on the real imple-mentation traes. These algorithms were adaptations of lassial algorithms for patternmathing. Let us remark that this kind of veri�ation is not performed at all by modelheking. Thus, their tehniques are indeed loser to onformane testing or system mon-itoring than to model heking. In [BCNZ05℄ was also studied WAP. This protool is anopen global spei�ation that empowers mobile users with wireless devies to easily aessand interat with Internet information and servies instantly. It is worth to point out thatthis protool represents a typial example where ative testing annot be applied sine, ingeneral, there is no diret aess to the interfaes between the di�erent layers. Thus, testersannot ontrol how internal ommuniations were established.In [SL06℄ was studied testing of message on�dentiality and essential seurity property.The authors formally model protool systems with an intruder using Dolev-Yao model.The well-known Needham-Shroeder-Lowe protool is used to illustrate their approahes.In [LCH+06℄ authors studied network protool system monitoring for fault detetion usinga formal tehnique of passive testing that is a proess of deteting system faults by passivelyobserving its input/output behaviors without interrupting its normal operations. After de-sribing a formal model of event-driven EFSMs, authors present two algorithms for passivetesting of protool system ontrol and data portions. Experimental results on OSPF andTCP were reported.In [WSW+07℄ authors applied a passive testing algorithm to the TCP protool. Ex-perimental results show that the protool has a high transition overage ompared withinterpretability testing experiments. Detailed analysis of the experiments is present andshows a possible way of ombining passive testing and ative testing.In addition to the theoretial framework some authors have developed some software tool.The OnLine Test System (OLTS) [ZYW01℄. The prototypes of the OLTS were implementedon both a Sun Ultra 1 Solaris platform and a x86-Linux platform separately to promote theusability. Tl/TK was exploited to plot a friendly GUI. Besides, they ombined both theative testing and the passive testing together. E�etive test on routing protools has beenperformed.Another software tool is TestTInv. This tool failitates the automation of the passivetesting approah proposed in [BCNZ05℄. In order to test the usefulness of their approah,the tool was exerised in a real-life ase study: The Wireless Appliation Protool (WAP).



38The authors present a test arhiteture as well as the most relevant results obtained fromthe appliation of their approah to the WAP.



Chapter 4
Passive Testing of Timed Systems

The sale and heterogeneity of urrent systems make impossible for developers to have anoverall view of the system. Thus, it is di�ult to foresee those errors that are either ritialor more probable. Sine the onstrution of a system requires to use several omponents,developed by di�erent teams, reliability of these omponents is a must. This is a requirementnot only for �nal ustomers but also for developers. In this ontext, formal testing tehniquesprovide systemati proedures to hek implementations in suh a way that the overage ofritial parts/aspets of the system depends less on the intuition of the tester.The appliation of formal testing tehniques to hek the orretness of a system requiresto identify its ritial aspets, that is, those aspets that will make the di�erene betweenorret and inorret behavior. In this line, the time onsumed by eah operation shouldbe onsidered ritial in a real-time system. There has been several proposals for timedtesting (e.g. [MMM95, CL97, HNTC99, SVD01, EDK02, ED03, NR06, MNR08℄). In theseworks, time is onsidered to be deterministi, that is, time requirements follow the form�after/before t time units...�. In fat, in most of the ases, time is introdued by means ofloks following [AD94℄. Even though the inlusion of time allows the spei�er to give amore preise desription of the system to be implemented, there are frequent situations thatannot be aurately desribed by using this notion of deterministi time. For example, wemay desire to speify a system where a message is expeted to be reeived with probability
1
2 in the interval (0, 1], with probability 1

4 in (1, 2], and so on. In our framework we proposetwo di�erent ways to take into aount time issues represented in spei�ations. On theone hand, we onsider time expressed with �xed values. This approah is lose to hardwaresystems sine time is usually onsidered to have �xed values (i.e, it an be determined by theinternal wath, MIPS, and time per yles of the CPU). On the other hand, in our seond39



40 4.1. Preliminariesapproah we onsider that time will be expressed by using probability distribution funtions.This approah is loser to software systems where the time to exeute some input/output islose to a �x number, with probability p, but it would not be redible to give a �xed timevalue sine this time may depend on several unontrollable e�ets.Along this hapter we present two formal passive testing frameworks where the temporalbehaviour of systems is onsidered. Two extensions of the lassial onept of Finite StateMahine will allow a spei�er to expliitly denote temporal requirements for eah ation ofa system. Intuitively, transitions in �nite state mahines indiate that if the mahine is ina state s and reeives and input i then it will produe and output o and it will hange itsstate to s′. An appropriate notation for suh a transition ould be s
i/o
−−→ s′. In ontrastif we onsider an extension of �nite state mahines to onsider �x time, transitions suh as

s
i/o
−−→ t s′ indiate that the time between reeiving the input i and returning the output o isgiven by t.However, these are some similarities. We will separately present the two testing method-ologies sine the treatment of time in both settings is very di�erent, an spei� approaheshave to be used in eah ase. In both ases, we onsider a set of observations olletedby means of the interation with the implementation (i.e, logs of the system) and establishdi�erent temporal properties assoiated with the invariants.As we have already explained in the �rst hapter of this Master Thesis, in this workwe represent time properties with invariants. In addition we provide algorithms to deidethe orretness of the invariants with respet to the spei�ations and algorithms to deideif an invariant detet faults with respet to the traes generated by the implementation.Let us remark that, due to the fat that we onsider a blak-box testing framework, testersannot ompare in a diret way timed requirements of the real implementation with thoseestablished in the spei�ation.The rest of the hapter is organized as follows. In Setion 4.1 we introdue additionalnotation used along the hapter suh as the notion of time interval, TFSMst,and TFSMft. InSetion 4.2 we present our �rst novel approah framework in passive testing where time isexpressed by �x values. In Setion 4.3 we present our seond novel approah framework,where time is given by probability distribution funtions.4.1 PreliminariesAlong this work, we onsider that time values belong to a generi domain T . Mostonepts will be parameterized with respet to this domain. However, some of the notions



4. Passive Testing of Timed Systems 41and de�nitions will depend on the spei� instane of the generi time domain. Spei�ally,we will onsider three di�erent possibilities to represent time: Time values, stohasti time,and time intervals.Event though spei�ations will use either �x time values of probability distributionfuntions, we will use time intervals within the de�nition of some invariants.De�nition 4.1 We say that any value t ∈ IR+ is a �xed time value. We say that â = [a1, a2]is a time interval if a1 ∈ IR+, a2 ∈ IR+ ∪ {∞}, and a1 ≤ a2. We assume that for all t ∈ IR+we have t <∞ and t +∞ =∞. We onsider that IR denotes the set of time intervals. Let
â = [a1, a2] and b̂ = [b1, b2] be time intervals. We onsider the following funtions:
• ⊕ : IR× IR+ → IR de�ned as ⊕(â, t) = [a1 + t, a2 + t].
• ⊟ : IR × IR → IR de�ned as ⊟(â, b̂) = [min(a1, b1),max(a2, b2)], where min and

max denote the minimum and maximum value respetively.
• + : IR× IR → IR de�ned as [a1, a2] + [b1, b2] = [a1 + b1, a2 + b2].
• ⊆: IR× IR → {true, false} de�ned as [a1, a2] ⊆ [b1, b2] = (a1 ≥ b1 ∧ a2 ≤ b2).
• ⊙ : IR× IR+ → {true, false} de�ned as [a1, a2]⊙ t = (t ≤ a2).

⊓⊔Fixed time values are used to express preise moments where a signal is proessed bya system. For example, if we assoiate t time units with a transition, then always thistransition is performed in t time units. This representation is very useful, for example inseurity protools, where some signals must be sent exatly every 2 seonds. Time intervalswill be used to express time onstraints assoiated with the exeution of ations. The ideais that if we assoiate a time interval [t1, t2] ∈ IR with a task we indiate that this taskshould take at least t1 time units and at most t2 time units to be performed. Intervals like
[0, t], [t,∞), or [0,∞) denote the absene of a temporal lower/upper bound and the abseneof any bound, respetively.Next we introdue the onepts of probability distribution funtion and on�dene.De�nition 4.2 A probability distribution funtion is a funtion F : IR+ −→ [0, 1] havingthe following properties:
• limt→+∞ F (t) = 1.
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• F is monotonially inreasing, that is, for all t1 and t2 ∈ IR+ suh that t1 ≤ t2 we have

F (t1) ≤ F (t2).
• F is a right-ontinuous funtion at any point, that is, for all t ∈ IR+ we have:

lim
t′→t+

F (t′) = F (t).We denote the set of probability distribution funtions by F (F,F1, F2 to range over F).Let F1 and F2 be two probability distribution funtions. We write F1 = F2 if for all t ∈ IR+we have F1(t) = F2(t). We will all sample to any multiset of positive real numbers. Wedenote the set of multisets in IR+ by ℘(IR+). Let F be a probability distribution funtionand J be a sample. We denote the on�dene of F on J by γ(F, J). ⊓⊔In our setting, samples will be assoiated with time values that implementations needto perform sequenes of ations. We have that γ(F, J) takes values in the interval [0, 1].Intuitively, bigger values of γ(F, J) indiate that the observed sample J is more likely tobe produed by the probability distributed funtion F . That is, γ deides how similar theprobability distribution funtion generated by J and the one orresponding to F are.Next, we introdue one of the standard ways to measure the on�dene degree that aprobability distribution funtion F has on a sample. In order to do so, we will present amethodology to perform hypothesis ontrasts. The underlying idea is that a sample will berejeted if the probability of observing that sample from a natural sample extrated from Fis low. In pratie, we will hek whether the probability to observe a disrepany lower thanor equal to the one we have observed is low enough. We will present Pearson's χ2 ontrast.De�nition 4.3 The Pearson's χ2 ontrast an be applied both to ontinuous and disreteprobability distribution funtions. One we have olleted a sample of size n we perform thefollowing steps:
• We split the sample into k lasses whih over all the possible range of values. Wedenote by oi the observed frequeny at lass i (i.e. the number of elements belongingto the lass i).
• We alulate the probability pi of eah lass, aording to the proposed probabilitydistribution funtion. We denote by ei the expeted frequeny, whih is given by theequation ei = n · pi.
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• We alulate the disrepany between observed frequenies and expeted frequeniesas X2 =

∑k
i=1

(oi−ei)2

ei
. When the model is orret, this disrepany is approximatelydistributed as the distribution χ2.

• We estimate the number of freedom degrees of χ2 as k − r − 1. In this ase, r is thenumber of parameters of the model whih have been estimated by maximal likelihoodover the sample to estimate the values of pi (i.e. r = 0 if the model ompletely spei�esthe values of pi before the samples are observed).
• We will aept that the sample follows the proposed random variable if the probabilityto obtain a disrepany greater or equal to the disrepany observed is high enough,that is, if X2 < χ2

α(k − r − 1) for some α low enough. Atually, as suh margin toaept the sample dereases as α dereases, we an obtain a measure of the validity ofthe sample as max{α |X2 < χ2
α(k − r − 1)}.

⊓⊔Example 4.1 Let us illustrate the previous de�nitions of probability distribution funtion,sample, on�dene and Person χ2 ontrast in the following example. Let us suppose we havea die, having its six sides the same probability. We represent this probability funtion inFigure 4.1. For example, the probability of obtaining 1 or less is 1
6 , and the probability ofobtaining a number less than or equal to 4 is 4

6 .Suppose we toss this die three hundred times. We store the observed results in a sampledenoted by ℓ. We have that ℓ is in ℘({1, 2, 3, 4, 5, 6}). In order to represent the number ofobserved values assoiated whih eah side of the die, let us suppose that in ℓ the observedfrequenies are o1 = 43, o2 = 49, o3 = 56, o4 = 45, o5 = 66, and o6 = 41.Now we show how an we deide the on�dene of ℓ with respet to the funtion rep-resented in Figure 4.1. We will use for this task the hi square goodness of �t test. Thistest is partiularly useful to determine how well a model �ts observed data sine it allows usto evaluate how lose the observed values are to those whih would be expeted given themodel in question.We denote the expeted frequeny of value i by ei. Sine we expeted that the die isregular, we have ei = 50 with 1 ≤ i ≤ 6.The level of signi�ane α ∈ [0, 1] allows us to let some disrepanies in the values withrespet to the expeted ones. We de�ne the null hypothesis, denoted by H0, and we mustshow that H0 does not hold. The meaning of the null hypothesis in this example is �the dieis not regular�, meaning that F (x) 6= x
6 , for some x ∈ {1, . . . , 6}.
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Figure 4.1: Probability distribution funtion of a regular die.
H0 =

6
∑

i=1

(oi − ei)
2

ei
> χ2

5;αIf we use α = 0.05 the we are saying �H0 does not hold the with probability 1 − α�, inother words that with probability 1− α, ℓ was obtained from F . In our ase, we an aeptthat the die is regular beause H0 does not hold. ⊓⊔Next we introdue our two timed extensions of the lassial �nite state mahine model.The main di�erenes with respet to usual FSMs onsists in the addition of time to indiatethe lapse between o�ering an input and reeiving an output.De�nition 4.4 A Fixed Timed Finite State Mahine, in the following TFSMft, is a tuple
M = (S,I,O, T r, sin) where S is a �nite set of states, I is the set of input ations, O is theset of output ations, Tr is the set of transitions, and sin is the initial state.A transition belonging to Tr is a tuple (s, s′, i, o, t) where s, s′ ∈ S are the initial and�nal states of the transition, i ∈ I and o ∈ O are the input and output ations, respetively,and t ∈ IR+ denotes the time that the transition needs to be ompleted. We say that M isinput-enabled if for all state s ∈ S and input i ∈ I, there exist s′ ∈ S, o ∈ O, and t ∈ IR+suh that (s, s′, i, o, t) ∈ Tr. ⊓⊔



4. Passive Testing of Timed Systems 45Intuitively, a transition (s, s′, i, o, t) of a TFSMft indiates that if the mahine is in state sand reeives the input i then, after t time units, the mahine emits the output o and movesto s′. We denote this transition by s
i/o
−−→ t s′.De�nition 4.5 A Stohasti Timed Finite State Mahine, in the following TFSMst, is a tuple

M = (S, I,O, Tr, sin) where S is a �nite set of states, I is the set of input ations, O is theset of output ations, Tr is the set of transitions, and sin is the initial state.A transition belonging to Tr is a tuple (s, s′, i, o, F ) where s, s′ ∈ S are the initial and�nal states of the transition, i ∈ I and o ∈ O are the input and output ations, respetively,and F ∈ F denotes the time, in probability terms, that the transition needs to be ompleted.We say that M is input-enabled if for all state s ∈ S and input i ∈ I, there exist s′ ∈ S,
o ∈ O, and F ∈ F suh that (s, s′, i, o, F ) ∈ Tr. We say that M has regular stohastiinformation, if there do not exist two di�erent transitions (s, s′, i, o, F1) and (s1, s2, i, o, F2)with F1 6= F2. ⊓⊔Intuitively, a transition (s, s′, i, o, F ) of a TFSMft indiates that if the mahine is in state
s and reeives the input i then, after a lapse of t time units generated from the probabilitydistribution funtion F , the mahine emits the output o and moves to s′. We usually denotesuh transition by s

i/o
−−→ F s′. Along the rest of the work we assume that all the mahinesare observable non-deterministi and in the ase of TFSMst we assume that all mahines haveregular stohasti information.Example 4.2 In this example we brie�y desribe the behaviour of the TFSMft representedin Figure 4.2 and of the TFSMst represented in Figure 4.3. In Figure 4.2 we give a graphialrepresentation of a TFSM where s1 is the initial state. We an observe di�erent transitionsuh as s1

i0/o1

−−−−→ 4 s2. Let us note that, aording to the de�nition, all time values are inIR+ but, in ontrast with the TFSMst model time values are not uniquely assoiated with aninput/output pair. For example, we have two transitions s1
i1/o1

−−−−→ 5 s4 and s2
i1/o1

−−−−→ 6 s4having the same assoiated input/output pair but di�erent time values.Let us onsider the TFSMst depited in Figure 4.3. We are modelling the timed behavior,with the probability distribution funtions F1, F2, F3 assoiated with eah transition (InFigure 4.4 we show a graphial representation of these three funtions). In this example weshow three possible, often used, probability distribution funtions. For instane, we mayonsider that the all values generated by the F1 funtion are uniformly distributed in theinterval [0, 2]. Uniform distributions allow us to keep ompatibility with time intervals in(non-stohasti) timed models in the sense that the same weight is assigned to all the times
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Figure 4.2: Example of TFSMft.in the interval. We onsider that F2 follows a Dira distribution in 4. The Dira distributiononentrates all the probability in a single point. Thus a Dira distribution in n givesprobability 1 to n and probability 0 to the rest of values. In timed terms, the idea is that theorresponding delay will be equal to n time units. Dira distributions allow us to simulatedeterministi delays appearing in timed models. Finally, F3 is exponentially distributed withparameter 3.For instane, let us onsider the transition t23. Intuitively, if the mahine is in state 2and reeives the input i0 then it will produe the output o1 after a time given by F1 andwill move to state 3. The time assoiated with the transition is a value 0 ≤ t ≤ 2, that anbe drawn with the same probability. ⊓⊔During the rest of this Master Thesis, in de�nitions where the introdued onepts arethe same for TFSMft or TFSMst we will use the generi name TFSM. Next, we introdue thenotion of trae of a TFSM. As usual, a trae is a sequene of input/output pairs. In addition,we have to reord the time that the trae needs to be performed.Traes are essential in passive testing. Let us remember that, in our setting, testersannot interat with the IUT. They are only provided with reorder traes, alled logs, formaking testing. In a log we an observe several signals (inputs/output) and the time where
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{
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I = {i0, i1, i2}

O = {o1, o2, o3}Figure 4.3: Example of TFSMst.they were performane. A log is a �nite sequene and it will look like
i1/o1/t1, i2/o2/t2, i3/o3/t3, . . . , in/on/tnDepending on the notion of time represented in the onsidered mahines, testers will onsiderone approah or the other to deide the validity of the trae reorded form the IUT.4.2 Fixed Time ApproahIn this setion we introdue the notion of timed invariant for mahines representing timeas �x values. For example, we an express that the time the system takes to perform atransition always belongs to a spei� interval. Thus, timed invariants are used to expressthe temporal restritions of a trae. In our formalism, we assume that timed invariants aregiven by the tester, possibly derived from the original requirements. Another approah isto onsider that they are extrated from the spei�ation. In fat, we an do this easilyby adapting the method given in [CGP03℄ to our timed framework. However, this leads toa huge set of invariants, being most of them irrelevant. In our approah we need to hekthat the timed invariants proposed by the tester are orret with respet to the spei�ation.One we have a olletion of orret timed invariants, we will have to hek if these invariants
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Figure 4.4: Representation of probability distribution funtions F1, F2, F3.are satis�ed by the traes produed by the implementation. We will provide an algorithmto verify the orretness of the log, reorded from the implementation, with respet to aninvariant.In order to express traes in a onise way, we will use the wild-ard haraters ? and ⋆.The wild-ar ? represents any value in the sets I and O, while ⋆ represents a sequene ofinput/output pairs.De�nition 4.6 Let M = (S,I,O, T r, sin) be a TFSMft. We say that the sequene I is a �xtime invariant for M if the following two onditions hold:1. I is de�ned aording to the following EBNF:
I ::= a/z/p̂, I | ⋆ /p̂, I ′ | i 7→ O/p̂ ⊲ t̂

I ′ ::= i/z/p̂, I | i 7→ O/p̂ ⊲ t̂In this expression we onsider p̂, t̂ ∈ IR, i ∈ I, a ∈ I ∪ {?}, z ∈ O ∪ {?}, and O ⊆ O.2. I is orret with respet to M .We denote the set of �xed timed invariants by FixedTimeInv. ⊓⊔



4. Passive Testing of Timed Systems 49Let us remark that time onditions established in invariants are given by intervals. How-ever, mahines in our formalism present time information expressed as �x amounts of time.This fat is due to onsider that it an be admissible that the exeution of a task sometimeslasts more than expeted: If most of the times the task is performed on time, a small numberof delays an be tolerated. Moreover, another reason for the tester to allow impreisions isthat the artifats measuring time while testing a system might not be as preise as desirable.In this ase, an apparent wrong behavior due to bad timing an be in fat orret sine itmay happen that the wathes are not working properly. A longer explanation on the use oftime intervals to deal with impreisions an be found in [MNR07b℄.Intuitively, the previous EBNF expresses that an invariant is either a sequene of symbolswhere eah omponent, but the last one, is either an expression a/z/p̂, with a being an inputation or the wild-ard harater ?, z being an output ation or the wild-ard harater ?,and p̂ being a timed interval, or an expression ⋆/p̂. There are two restritions to this rule.First, an invariant annot ontain two onseutive expressions ⋆/p̂1 and ⋆/p̂2. In the asethat suh situation was needed to represent a property, the tester ould simulate it by meansof the expression ∗, (p̂1 + p̂2). The seond restrition is that an invariant annot present aomponent of the form ⋆/p̂ followed by an expression beginning with the wildard harater
?, that is, the input of the next omponent must be a real input ation i ∈ I. In fat, ⋆represents any sequene of input/output pairs suh that the input is not equal to i, being ithe next input appearing in the invariant.The last omponent, orresponding to the expression i 7→ O/p̂ ⊲ t̂, is an input ationfollowed by a set of output ations and two timed restritions, denoted by means of twointervals p̂ and t̂. The �rst one is assoiated to the last expression of the sequene. Theseond one is related to the sum of time values assoiated to all input/output pairs performedbefore. For example, the meaning of an invariant as i/o/p̂, ⋆/p̂⋆, i

′ 7→ O/p̂′ ⊲ t̂ is that if weobserve the transition i/o in a time belonging to the interval p̂, then the �rst ourrene ofthe input symbol i′ after a lapse of time belonging to the interval p̂⋆, must be followed by anoutput belonging to the set O, in a time belonging to p̂′. The interval t̂ makes referene to thetotal time that the system must spend to perform the whole trae. This notion of invariantallows us to express several properties of the system under study. Next, we introdue someexamples in order to present how invariants work.Example 4.3 The simplest invariant we an de�ne within our framework follows the sheme
i 7→ {o}/[2, 3] ⊲ [2, 3]. The idea is that eah ourrene of the symbol i is followed by theoutput symbol o and this transition is performed between 2 and 3 time units.



50 4.2. Fixed Time ApproahWe an speify a more omplex property by taking into aount that we are interestedin observing the output o after the input i only if the input i0 was previously observed. Inaddition, we inlude intervals orresponding to the amount of time the system takes for eahof the transitions and the total time it spends in the whole trae. We ould express thisproperty by means of the invariant i0/?/[1, 4], ⋆/[0, 5], i 7→ {o}/[2, 3] ⊲ [2, 12]. An observedtrae will be orret with respet to this invariant if eah time that we �nd a (sub)sequenestarting with the input i0 and any output symbol whih has been performed in an amountof time belonging to the interval [1, 4], then if there is an ourrene of the input symbol ibefore 5 time units pass then the input i must be paired with the output symbol o and thelapse between i and o must be in the interval [2, 3]. In addition, the whole sequene musttake a time belonging to the interval [2, 12].We an re�ne the previous invariant if we onsider only the ases where the pair i0/o0 wasobserved. The invariant for denoting this property is the following i0/o0/[1, 4], ⋆/[0, 5], i 7→

{o}/[2, 3] ⊲ [2, 12]. Let us remark that we ould not dedue that we have found an error ifthe pair i0/o0 appears in the observed trae but the input i is not deteted afterwards inthe orresponding trae. In suh a situation we annot onlude that the implementationfails. Similarly, if we �nd the pair i0/o1 we annot onlude anything sine the premise ofthe invariant, that is, the whole sequene but the last pair was not found. An invariant as
i 7→ {o1, o2}/[1, 4] ⊲ [1, 4] indiates that after input i we observe either o1 or o2 in a timebelonging to [1,4℄. ⊓⊔Sine we assume that invariants an be de�ned by a tester, we must ensure that theyare orret with respet to the spei�ation. Next we explain the most relevant aspetsof our algorithm to deide whether an invariant is orret with respet to a spei�ation.We separate the algorithm into three di�erent parts. The �rst part of the algorithm (seeFigure 4.5) is responsible for treating the prefae of the invariant, that is, to determine thestates that an be reahed in the spei�ation after the �rst n− 1 input/output/time tupleshave been traversed. The seond phase (see Figure 4.6) is used to hek that the last pairof the invariant is orret for the spei�ation. In other words, to detet that for all thestates omputed in the previous step, if the last input of the invariant an be performedthen the obtained output belongs to the set of outputs appearing in this last expression ofthe invariant. In addition we also hek that these transitions are performed in the timeinterval appearing in the invariant. Finally, the third part of the algorithm (see Figure 4.7)veri�es the last part of the invariant: The sequene is always performed in a time belongingto the orresponding interval. Next we introdue additional notation.



4. Passive Testing of Timed Systems 51De�nition 4.7 Let M = (S,I,O, T r, sin) be a TFSMft, s ∈ S, a ∈ I ∪ {?}, z ∈ O ∪ {?},and t̂ ∈ IR. We de�ne the set afterCond(s, a, z, t̂) as the set of transitions belonging to
Tr having as initial state s, as input a, as output z, and suh that its time belongs to theinterval t̂.afterCond(s, i, o, t̂) = {(s, s′, i, o, t)|∃s′ ∈ S, t ∈ IR+(s, s′, i, o, t) ∈ Tr ∧ t ∈ t̂}afterCond(s, ?, o, t̂) =

⋃

i∈I
afterCond(s, i, o, t̂)afterCond(s, i, ?, t̂) =

⋃

o∈O
afterCond(s, i, o, t̂)afterCond(s, ?, ?, t̂) =

⋃

i∈I,o∈O
afterCond(s, i, o, t̂)We de�ne the funtion afterInt(s, t̂, i) as the funtion that omputes the set of pairs

(s′, t) of states s′ ∈ S that an be reahed from state s after t time units, belonging t to theinterval t̂, and suh that the input i is not performed.We will use an auxiliary funtion so that afterIntAux(s, t̂, i) = afterIntAux(s, t̂, i, 0),being this funtion de�ned as follows:afterIntAux(s, t̂, i, tot) = {(s, tot)|tot ∈ t̂}

⋃

⋃

(s, s′′, i′, o, t) ∈ Tr

t̂⊙ (tot + t)

i 6= i′

afterIntAux(s′′, t̂, i, tot + t)

⊓⊔In the �rst phase of the algorithm we have to initially obtain the set of states that anperform the �rst input/output pair of the invariant. We ompute the states that an bereahed from that initial set after performing that transition and suh that the time valueassoiated with the transition falls within the range marked by the invariant. We iteratethis proess until we reah the last expression of the invariant. It is worth to point out thatinstead of implementing the traversal of the invariant by inrementing a ounter, we onsidertwo auxiliary funtions: head() returns the �rst element of the invariant and tail() removesit. Let us remark that we distinguish between input/output pairs, possibly inluding the



52 4.2. Fixed Time Approahin : M = (S,I,O, T r, sin).
I = {a1/p̂1, . . . , an−1/ ˆpn−1, in 7→ O/p̂n ⊲ p̂}// where for all 1 ≤ k ≤ n− 1 we have that p̂k ∈ IR,// and either ak = ik/ok, with ik ∈ I ∪ {?} and ok ∈ O ∪ {?}, or ak = ⋆;// in ∈ I, O ⊆ O, and p̂n, p̂ ∈ IR.out: Bool.

b :: array of IR[|S|] ;// an array ontaining time intervals, having size |S|,// and being ⊥ the initial value of all positions
I ′ = I; S′ ← S; j ← 1; S′′ ← ∅;while (j < n) do

b′ :: array of IR[|S|];if (head(I ′) = (⋆/t̂)) thenwhile (S′ 6= ∅) doChoose sα ∈ S′; S′ ← S′ \ {sα}; ST ← afterInt(sα, t̂, ij+1);while (ST 6= ∅) doChoose (sp, t) ∈ ST ; ST ← ST \ {(sp, t)}; S′′ ← S′′ ∪ {sp};if (b′p =⊥) then
b′p ← ⊕(bα, t);else
b′p ← ⊟(⊕(bα, t), bp

′);elsewhile (S′ 6= ∅) doChoose sa ∈ S′; S′ ← S′ \ {sa}; Tr′ ← afterCond(sa, ij , oj , p̂j);while (Tr′ 6= ∅) doChoose (sa, sb, ij , oj , t) ∈ Tr′; Tr′ ← Tr′ − {(sa, sb, ij , oj , t)};if (b′b =⊥) then
b′b ← ⊕(ba, t);else
b′b ← ⊟(⊕(ba, t), bb

′);
S′′ ← S′′ ∪ {sb};

I ′ = tail(I ′); b← b′; S′ ← S′′; S′′ ← ∅; j ← j + 1;Figure 4.5: Corretness of an invariant in FixedTimeInv with respet to a spei�ation(1/3).
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error ← false;if (S′ = ∅) then

error← true;end
b′ :: array of IR[|S|];while (S′ 6= ∅) doChoose sa ∈ S′;

S′ ← S′ \ {sa};
Tr′ ← afterCond(sa, in, ?, [0,∞]);while (Tr′ 6= ∅) doChoose (sa, sb, in, o, t) ∈ Tr′;

Tr′ ← Tr′ \ {(sa, sb, in, o, t)};if ((o ∈ O) ∧ (t ∈ p̂n)) thenif (b′b =⊥) then
b′b ← ⊕(ba, t);else
b′b ← ⊟(⊕(ba, t), b

′

b);
S′′ ← S′′ ∪ {sb};else
error ← trueFigure 4.6: Corretness of an invariant in FixedTimeInv with respet to a spei�ation(2/3).wild-harater ?, and ourrenes of ⋆. In the latter ase we will use the previously de�nedafterInt() funtion to ompute the orresponding reahed states.The input of the seond phase of the algorithm (see Figure 4.6) is the set of states thatan be reahed after the prefae of the invariant is performed. In addition, we also reordthe time that it took to reah eah of these states. If this set is empty then the invariantis not orret. The idea is that we should not use an invariant suh that its sequene ofinput/output/interval annot be performed in the spei�ation. If this set is not empty, wewill hek that for all reahed states if they an perform the last input of the invariant thenthe obtained output must belong to the set of outputs appearing in this last expression ofthe invariant. In addition, time values have to belong to the time interval of the invariant.The third step of the algorithm (Figure 4.7) will be devoted to hek that the timebehavior of the whole invariant is orret with respet to the spei�ation. In order to do



54 4.2. Fixed Time Approahif (S′′ = ∅) then
error← true;endwhile (S′′ 6= ∅) doChoose si ∈ S′′;
S′′ ← S′′ \ {si};if (¬(b ′i ⊆ p̂)) then

error ← true;return (¬error );Figure 4.7: Corretness of an invariant in FixedTimeInv with respet to a spei�ation(3/3).this, in the previous stages we reorded all the time values assoiated with the performaneof input/output pairs. We use the funtions ⊕ and ⊟ to operate with the reorded timevalues and onstrut an interval. Thus, in the position k of the array b we store an intervalthat has as bounds the minimal/maximal times that are needed to reah the state k afterperforming the whole invariant. If a state is not reahable after the sequene assoiated withthe invariant then b[k] = ⊥. Next, we onentrate only in states of the spei�ation that anbe reahed, that is, b[k] 6= ⊥ and hek that all those intervals are ontained in the intervalappearing at the very last position of the invariant.Lemma 4.1 Let M = (S,I,O, T r, sin) be a TFSMft. The worst ase of the algorithm givenin Figures 4.5, 4.6 and 4.7 heks the orretness of a given invariant in FixedTimeInv
I = i1/o1/p̂1, . . . , in−1/on−1/p̂n−1, in 7→ O/p̂n ⊲ t̂ with respet to M :
• In time O(n · |Tr| · |S|) and spae O(|Tr|+ |S|) if I does not present ourrenes of ⋆.
• In time O(k · |Tr|2 +(n−k) · |Tr| · |S|) and spae O(|Tr|+ |S|) if I presents ourrenesof ⋆, being k the number of ⋆'s in I.

⊓⊔Conformane of traes with respet to invariantsIn this setion we proeed to determine whether the trae obtained from the implemen-tation satis�es the properties indiated by the timed invariants that we are interested in.Let us omment a very important di�erene with respet to previous proposals for passive



4. Passive Testing of Timed Systems 55testing: A homing state phase (that is, to identify when the sequene was passing by theinitial state) is not needed for this kind of invariants. This is so beause invariants haveto be ful�lled at any point of the implementation. Thus, it is not relevant the state wherethe mahine was plaed when we started to observe the trae. In order to test the traewe perform a pattern mathing strategy. We have implemented an adaption of the lassialalgorithms for pattern mathing on strings, (i,e. [BM77, KMP77℄). We have to onsider, foran invariant of length n, all the ourrenes of the �rst n − 1 elements in the trae. In ad-dition to math the pairs of input/output ations presented in the invariant, the times thatare reorded in the trae must belong to the orresponding time intervals in the invariant.Then, if we �nd a pair i/o suh that in = i then we have to hek that o ∈ O. Finally, wemust hek the timed restritions for the last pair of ations and the whole trae. We ansay that we have found a mismath (that is, a fault) if this last ondition does not hold.Next, we explain the main features of the algorithm that we use to establish the on-formane of a trae obtained from the IUT with respet to an invariant. We present theore of the algorithm in Figure 4.8 where we use the auxiliary funtion treated presentedin Figure 4.9.The algorithm visits all the elements of the trae, omparing eah of them with the �rstomponent of the invariant. If the urrent element of the trae mathes the input/outputpair presented in the invariant, the algorithm heks if the assoiated time value falls in theinterval marked in the invariant. If this holds, then the part of the invariant that has notbeen heked and the time registered in the urrent position of the trae are stored in a stak.In this way, we will have a bu�er with all the pending situations that must be heked whenthe algorithm reahes the next position of the trae. Thus, for eah step of the algorithmwe will push a new element in the stak, if the new position reahed in the trae ful�llsthe requirements of the invariant. In addition, we will hek all the pending situations inthe stak against the new element of the trae. If it does not hold, the element is removedfrom the stak. On the ontrary, if it holds, then the pending situation is updated with theremaining part of the invariant and the time of the element in the trae. Let us remark thatthe fat that the algorithm �nds no math of the reorded log with the invariant when weare heking the �rst n−1 elements of the invariant does not indiate that the trae does notful�ll the invariant. In that ase, we have not found the preonditions established by it. It isonly when we reah the last omponent of the invariant for eah of the pending situations,when a verdit an be emitted. If we �nd an error then the algorithm stops; otherwise, itontinues reviewing the rest of the trae and the elements remaining in the stak.



56 4.2. Fixed Time Approahinput : s :: sequence,
I = {a1/p̂1, . . . , an−1/ ˆpn−1, in 7→ O/p̂n ⊲ p̂}// where for all 1 ≤ k ≤ n− 1 we have that p̂k ∈ IR,// and either ak = ik/ok, with ik ∈ I ∪ {?} and ok ∈ O ∪ {?}, or ak = ⋆;// in ∈ I, O ⊆ O, and p̂n, p̂ ∈ IR.output: Bool.Strut A { tt :: IR+;
te :: IR;
ta :: IR+;
wild :: Bool;
Iaux :: FixedTimeInv}

b :: Stack[A℄;
baux :: Stack[A℄;
token :: A;
error ← false;
j ← 1;while (j 6= length(s) ∧ ¬error) do(i / o / t)←s[ j ℄;

j ← j + 1;
token.tt ← 0;
token.te ← [0, 0];
token.ta ← 0;
token.wild← false;
token.Iaux ← I;
aux← treated((i / o / t), token, error);if (aux 6= null) thenpush(baux, aux);while ¬(isEmpty(b)) do

token← top(b);
aux← treated((i / o / t), token, error);if (aux 6= null) thenpush(baux, aux);

b← baux;return(¬error);Figure 4.8: Corretness of a log with respet to an invariant in FixedTimeInv.
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input : (i / o / t),

token::A,
&error :: Bool.output: A.swith (head(token.Iaux)) doCase : (im / om/ p̂m)if ((i = im) thenif [(token.wild ∧ token.ta ∈ token.te) ∨ ¬ token.wild] ∧ o = om ∧ t ∈ p̂m then
token.tt ← token.tt + t;
token.te ← [0, 0]; token.ta ← 0; token.wild← false;
token.Iaux ← tail(token.Iaux); return(token);elsereturn(null);else

token.ta ← token.ta + t;if (token.wild ∧ (te ⊙ (token.ta)) then
token.tt ← token.tt + t; token.Iaux ← tail(token.Iaux); return(token);elsereturn(null);Case :(in 7→ O/p̂n ⊲ p̂)if (i = in) ∧ ((¬token.wild) ∨ (token.wild ∧ (te ⊙ (token.ta + t)))) then

token.tt ← token.tt + t;if ((o ∈ O) ∧ (t ∈ p̂n) ∧ (token.tt ∈ p̂)) thenreturn(null);else
error← true; return(null);elsereturn(null);Case :(⋆m, p̂m)

token.tt ← token.tt + t; token.te ← p̂m; token.ta ← t;
token.wild← true; token.Iaux ← tail(token.Iaux); return(token);Figure 4.9: treated funtion.



58 4.3. Stohasti Time ApproahThe funtion treated heks if an element of the trae and a omponent of the invariantmath. In this funtion, the treatment is di�erent depending on the kind of omponentof the invariant being heked. The �rst one orresponds to elements of the form (in-put/output/time); the seond one deals with the very last part of the invariant. Finally, thethird one manages those elements that ontain a ⋆ symbol. Let us remark that in the seondase we are at the end of the invariant and we have to hek all the restritions imposed byit. It is the only plae of the funtion where an error an be found.Regarding the omplexity of our pattern mathing strategy, in the worst ase we obtain
O(m · n) (n is the length of the invariant and m is the length of the observed trae). Let usremark that even though good algorithms for pattern mathing on strings perform in O(m)(after the pre-proessing phase) we annot ahieve this omplexity beause we must hekall the ourrenes of the pattern in the trae. However, as we ommented before, if weonsider that the length of the invariant is muh smaller than the length of the trae, as itis usually the ase, we have that this omplexity is almost linear with respet to the lengthof the trae.4.3 Stohasti Time ApproahNext we present the seond approah for making passive testing using stohasti infor-mation. The rest of this setion is organized follows. We start this setion with a smallmotivation about the use of stohasti information in omputational systems. Next, we willpropose our framework based on the use of invariants in environments with stohasti infor-mation. After that, following the shema used in the �x time approah invariants, we willprovide two algorithms: One of them will be used to deide the orretness of an invariantwith respet a spei�ation and the other one to deide the orretness with respet to atrae.In probability theory, a stohasti proess is the ounterpart to a deterministi proess.Instead of dealing with only one possible reality of how the proess might evolve undertime, in a stohasti or random proess there is some indeterminay in its future evolutiondesribed by probability distributions. This means that even if the initial ondition (orstarting point) is known, there are many possibilities the proess might go to, but somepaths are more probable and others are less. A basi type of stohasti proess is the onethat an amount to a sequene of random variables known as a time series (for exampleMarkov hain).In this Master Thesis we propose that it an be possible that in a spei�ation, the time



4. Passive Testing of Timed Systems 59an be represented with stohasti information. In order to desribe time properties withstohasti information assoiated with time, we introdue stohasti time invariants. Theinvariants are similar to �x time invariants, but their behaviour is not equivalent. Withstohasti time invariants we are able to express new situations suh as�After pressing the red button we reeive a oke before 4 seonds with probability0.95�.De�nition 4.8 Let M = (S,I,O, T r, sin) be a TFSMst. We say that the sequene I is astohasti time invariant for M if the following two onditions hold:1. I is de�ned aording to the following EBNF:
I ::= a/z/F, I | ⋆, I ′ | i 7→ O/G

I ′ ::= i/z/F, I | i 7→ O/GIn this expression we onsider F ∈ F , i ∈ I, a ∈ I ∪ {?}, z ∈ O ∪ {?}, G ⊆ F , and
O ⊆ O.2. I is orret with respet to M .We denote the set of stohasti time invariants by StohastiTimeInv. ⊓⊔Let us remark that, in this setting, invariants do not hek the total time. Alternatively,we ould have onsidered an interval to do this task, but let us note that a probabilitydistribution funtion ould not play this role. In order to desribe more real systems weassume that implementations have regular stohasti information. Let us show some usualsituations to illustrate this assumption. Let us suppose that we are implementing a softwareprogram P . In P we de�ne a funtion having only one input parameter, belonging to IN,and returning a result in Bool. It is a good assumption to assume that in all states of thespei�ation where the implementer needs to perform an ation similar to P she will all

P . Let us suppose that this funtion has assoiated a probability distribution funtion Fto ompute the amount of time that the omputation of the boolean takes. If there is anerror assoiated with the implementation of this probability distribution funtion, suh as itis wrongly implemented, or the dependeny modules perform bad requests, will be produeda di�erent funtion F ′ assoiated with this transition. This means that all omparisonsrelative to this funtion will not behave orretly.Example 4.4 Next we illustrate the idea of stohasti invariant and give some examples toillustrate their behaviour. Let us onsider the following invariant i 7→ {o}/{F}. The idea is



60 4.3. Stohasti Time Approahthat eah ourrene of the symbol i is followed by the output symbol o and this transitionis performed in an amount of time that an be generated by the funtion F .We an speify a more omplex property by taking into aount that we are interestedin observing the outputs o1 or o2 after the input i only if the input i0 was previouslyobserved. In addition, we want to indiate that always that i0 is observed in any part ofthe trae, then the amount of time to reeive any request is generated by F0. Furthermore,we an express that along the length of the trae, always that we �nd i and it is followsby o1 or o2 the funtion assoiated with them are F or F ′. This last property denotes forsome �exibility about the trae. We ould express this property by means of the invariant
i0/?/F0, ⋆, i 7→ {o1, o2}/{Fn, F ′

n}. An observed trae will be orret with respet to thisinvariant if eah time that we �nd a (sub)sequene starting with the input i0 paired withany output symbol, then if there is an ourrene of any trae of inputs/outputs withoutshowing the input=i, then when we obtain the input symbol i then it must be paired withthe output symbol o1 or o2. In addition we ollet all time values of any ourrene of i0followed by any output, and with i followed by o1 or o2. An observed set of reorder timeobservation will be orret with respet the invariant, by using the hi-square goodness test,these sets an be generated from F0 and from F or F ′ respetively.We an re�ne the previous invariant if we onsider only the ases where the pair i0/o0was observed. The invariant for denoting this property is i0/o0/F0, ⋆, i 7→ {o}/{F,F ′}. Letus remark that we ould not dedue that we have found an error if the pair i0/o0 appears inthe observed trae but the input i is not deteted afterwards in the orresponding trae. Insuh a situation we annot onlude that the implementation fails. Similarly, if we �nd thepair i0/o1 we annot onlude anything sine the premise of the invariant, that is, the wholesequene but the last pair was not found. An invariant as i 7→ {o1, o2}/{F,F ′} indiatesthat after input i we observe either the output o1 or o2; in addition, if we ollet togetherall the time values assoiated with the performane of i/o1 and i/o2 then this sample �tseither F or F ′. ⊓⊔

De�nition 4.9 Let M = (S,I,O, T r, sin) be a TFSMft, s ∈ S, a ∈ I ∪{?}, z ∈ O∪{?}. Wede�ne the set afterCond(s, i, z) as the set of transitions belonging to Tr having as initialstate s and performing the input i before the output z.
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afterCond(s, i, o) = {(s, s′, i, o, F )|(s, s′, i, o, F ) ∈ Tr}afterCond(s, ?, o) =

⋃

i∈I
afterCond(s, i, o)afterCond(s, i, ?) =

⋃

o∈O
afterCond(s, i, o)afterCond(s, ?, ?) =

⋃

i∈I,o∈O
afterCond(s, i, o)We de�ne the funtion afterInp(s, i) as the funtion that omputes the set of statesthat an be reahed from state s without performing the input i. Formally we de�neafterInp(s, i) as: afterInp(s, i) = {s′|(s, s′, i′, o, F ) ∈ Tr ∧ i 6= i′}

⊓⊔Next we present the algorithm to determine the orretness of an invariant in Stohas-tiTimeInv with respet a spei�ation. This algorithm is desribed in Figure 4.10 and inFigure 4.11. In this algorithm we distinguish two di�erent parts. In the �rst part of thealgorithm, see Figure 4.10 we generate all possible set of states where the invariant an bestarted. After that, it applies a loop along the length of the invariant to determine the setof possible states at the end (one the head of the invariant is reahed). In the �rst part ofthe algorithm we return false if there is no state at the end of the loop, meaning that theinvariant is useless for this spei�ation.In the seond part of the algorithm, we determine whether there is an error due to outputsor the probability funtions error. We have a set of reahed states, and we are in the headof the invariant. Let us remember that the head of the invariant is i 7→ O/G. Now thealgorithm determines that after the last input of the invariant, that is i, we have an outputin O and a probability distribution funtion in G. If any of the restritions do not hold, thenwe return that the invariant is not orret with respet to the spei�ation.Lemma 4.2 Let M = (S,I,O, T r, sin) be a TFSMst. The worst ase of the algorithm given inFigure 4.10 and in Figure 4.11 heks the orretness of an invariant belonging to Stohas-tiTimeInv I = i1/o1/F1, . . . , in−1/on−1/Fn−1, in 7→ O/G with respet to M :
• In time O(n · |Tr|) and spae O(|Tr|) if I does not present ourrenes of ⋆.
• In time O(k · |Tr|2 + (n− k) · |Tr|) and spae O(|Tr|) if I presents k ourrenes of ⋆in I.

⊓⊔
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in : M = (S,I,O, T r, sin)// M is a TFSMst

I = {a1, . . . , an−1, in 7→ O/G}// and either ak = ik/ok/Fk, with ik ∈ I ∪ {?}, ok ∈ O ∪ {?}// and Fk ∈ F , or ak = ⋆; in ∈ I, O ⊆ O, and G ⊆ F .out: Bool.
I ′ = I; S′ ← S; j ← 1; S′′ ← ∅;while (j < n) doif (head(I ′) = ⋆) thenwhile (S′ 6= ∅) doChoose s ∈ S′;

S′ ← S′ \ {s};
S′′ ← S′′ ∪ afterInp(s, ij+1);elsewhile (S′ 6= ∅) doChoose sa ∈ S′;
S′ ← S′ \ {sa};
Tr′ ← afterCond(sa, ij , oj);while (Tr′ 6= ∅) doChoose (sa, sb, ij , oj , F

′) ∈ Tr′;
Tr′ ← Tr′ \ {(sa, sb, ij , oj , F

′)};if F ′ = Fj then
S′′ ← S′′ ∪ {sb};

I ′ = tail(I ′);
j ← j + 1; S′ ← S′′; S′′ ← ∅;

error ← false;if (S′ = ∅) then
error← true;Figure 4.10: Corretness of an invariant in StohastiTimeInv with respet to a spei�-ation (1/2).



4. Passive Testing of Timed Systems 63while (S′ 6= ∅) doChoose sa ∈ S′;
S′ ← S′ \ {sa};
Tr′ ← afterCond(sa, in, ?);while (Tr′ 6= ∅) doChoose (sa, sb, in, o, F ′) ∈ Tr′;

Tr′ ← Tr′ \ {(sa, sb, in, o, F ′)};if ((o ∈ O) ∧ (F ′ ∈ G)) then
S′′ ← S′′ ∪ {sb};else
error ← trueif (S′′ = ∅) then

error ← true;Return (¬error );Figure 4.11: Corretness of an invariant in StohastiTimeInv with respet to a spei�-ation (2/2).Conformane of traes with respet to invariantsNext, we desribe how an we use stohasti time invariants in order to detet wrongbehavior of an IUT. First, we need to obtain a log from the IUT. Let us remember that a logis a reorder trae of all observable interations with the implementation. For making it, weonsider the inputs, the outputs and the time the system takes to perform the output.In Figure 4.12 we desribe the algorithm that we use to establish the onformane of atrae obtained from the IUT with respet to an invariant. We present the ore of the algorithmin Figure 4.12, where we use the auxiliary funtion treated presented in Figure 4.13.The algorithm for heking the onformane of a trae has two di�erene stages. The�rst one inludes the orretion with respet the input/output pairs while the seond one isrelative to the time restritions expressed in the invariant.In the �rst stage we run along the trae, looking for any errorneus behaviour expressedin the invariant. For having a good performane in this task, we only traverse the traeone. To help in this idea we use a stak where we are saving and updating data withregarding the explorer setion of the log. The funtion treated heks whether an elementof the trae and a omponent of the invariant math. In this funtion, the treatment isdi�erent depending on the kind of omponent of the invariant being heked. The �rst one
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I = {a1, . . . , an−1, in 7→ O/G}

δ ∈ [0, 1]level of confidenceoutput: Bool.
times :: ℘(T ) :: [|I| × |O|];//Set of multisets of T with length |I| × |O|Strut A { wild :: Bool;

Iaux :: StohastiTimeInv}
b :: Stack[A℄; baux :: Stack[A℄; token :: A; j ← 1; error ← false; I ′ ← I;while (j 6= length(s) ∧ ¬error) do(i / o / t)←s[ j ℄; j ← j + 1; timesio ← timesio ∪ {t};

token.wild← false; token.Iaux ← I; aux← treated((i / o / t), token, error);if (aux 6= null) thenpush(baux, aux);while ¬(isEmpty(b)) do
token← top(b); aux← treated((i / o / t), token, error);if (aux 6= null) thenpush(baux, aux);

b← baux;while (I ′ 6= ∧ ¬error) doif (head(I ′) = (i / o / F )) thenif (γ(F, timesio) < δ) then
error← true ;elseif (head(I ′) = (i / O / G)) then
find← false;while (O 6= ∅ ∧ ¬find) doChoose o ∈ O; O ← O \ {o}; G′ ← G;while (G′ 6= ∅ ∧ ¬find) doChoose F ∈ G′; G′ ← G′ \ {F};if (γ(F, timesio) ≥ δ) then

find← true;if (¬find) then
error← true;

I ′ ← tail(I ′);return(¬error);Figure 4.12: Corretness of a log with respet to an invariant in StohastiTimeInv.
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input : (i / o / t)

token::A
&error :: Booloutput: A.swith (head(token.Iaux)) doCase : (im / om/ tm)if ((i = im) thenif o = om then
token.wild← false; token.Iaux ← tail(token.Iaux);return(token);elsereturn(null);elseif (token.wild) thenreturn(token);elsereturn(null);Case :(in 7→ O/G)if (i = in) thenif ((o ∈ O)) thenreturn(null);else
error← true;return(null);elsereturn(null);Case :(⋆)

token.wild← true; token.Iaux ← tail(token.Iaux); return(token);Figure 4.13: treated funtion.



66 4.3. Stohasti Time Approahorresponds to elements of the form input/output/time while the seond one deals with thevery last part of the invariant. Finally, the third one manages those elements that ontaina ⋆ symbol. Let us remark that in the seond ase we are at the end of the invariant andwe have to hek the output restritions imposed by it. It is the only plae of the funtionwhere an error an be found.After that, we start with the seond stage. For this task we would need to go along thetrae, saving the time values assoiated with this input/output. But, in order to improve theperformane of the algorithm we inlude this task in the previous stage. The data struturethat we use for saving all those values is a set of multisets. After having all those storedvalues, we need to hek all time restritions imposed by the invariant. We need to go alongthis, in order to hek the orretness of time values. We use the input parameter λ todenote the minimum on�dene that we an let to the data of the trae. An error happensif any sample assoiated with a time restrition does not pass the �tness test.Regarding the omplexity of our pattern mathing strategy, in the worst ase we obtain
O(m · n) (n is the length of the invariant and m is the length of the observed trae) again.



Chapter 5
PasTe: a PASssive TEsting toolIn addition to the theoretial framework we have developed a tool alled PasTe thathelps in the automation of our passive testing approahes. In partiular, all algorithmspresented in this Master Thesis are fully implemented. Throughout this hapter we willshow some of the most relevant aspets of PasTe and we will analyze some experiments andtheir results. Next we brie�y explain how this hapter is organized.In Setion 5.1 we will go into details of the (input) data representation, by using theExtensible Markup Language (XML), in PasTe. First, we will speify how spei�ationsmust be represented both by using TFSMft and TFSMst models. Seond, we will desribe howtraes from an IUT are represented, or if we are not provided with them we will show howPasTe an automatially generate them from a mahine representing a possible IUT. Afterthat, we will desribe how the the probability distribution funtions are represented and to�nish this setion we will show the invariants representation.As we have just mentioned, PasTe allows two di�erent ways to introdue traes. Onthe one hand testers an have a set of traes produed by an IUT and introdue them intothe system by using the XML format. On the other hand, in some situations, we do nothave these traes and we need to know how good a set of de�ned invariants with respet toa set of traes is. In order to overome them the lak of traes, PasTe implements a based-mutant-spei�ation approah for generating them. In Setion 5.2 we will show details ofour approah.Next, in Setion 5.3 we will present the internal ore of PasTe and we will mention themost relevant onformane funtions and algorithms inluded in it.In order to onlude this hapter, in Setion 5.4 we will show some experiments performedwith PasTe and we will present some relevant empirial results obtained from the evaluation67



68 5.1. Representation of input dataof the two methodologies desribed in this Master Thesis.5.1 Representation of input dataNext we present the struture of the main XML TAGS that we use within our tool.1. Speifiation by using TFSM formalism.
• SPECIFICATION: This tag is the �rst one in order to desribe a spei�ation.
• TYPE: Represents the nature of the spei�ation. The permitted values are:FIXED_TIME (TFSMft) and STOCHASTIC_TIME (TFSMst).
• INITIAL_STATES: Set of initial states of the TFSM.
• TRANSITIONS: Set of transitions.
• TRANSITION: Tag for the transition.
• INPUT: Tag for input.
• OUTPUT: Tag for output.
• TIME: Tag for �xed time value.
• STATE_I: Tag for initial state.
• STATE_F: Tag for �nal state.
• FUNCTION_NICK: Tag for the Nik of a probability distribution funtion. Thede�nition of the urrent funtion is provided in the funtion de�nition setion ofthe XMLdoument.Next we show how we ould represent, by using these tags, the spei�ations givenin 4.2. In Figure 5.1 we provide the XML that represents two transition with �xedtime values, whih orrespond with the t22 = s2

i0/o0

−−−−→ 4 s2 and t12 = s1
i0/o1

−−−−→ 4 s2respetively, extrated from the Figure 4.2.2. Probability distribution funtions.
• FUNCTIONS: Tag for the set of probability distribution funtion.
• FUNCTION: Tag for a probability distribution funtion.
• NAME: Tag for representing the nature of the funtion. Currently allowed valuesare UNIFORM, DISCRETE, BINOMIAL, DIRAC, EXPONENTIAL.
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<SPECIFICATION>

<TYPE>FIX-TIME</TYPE>

<INITIAL_STATES>

<STATE>s1</STATE>

</INITIAL_STATES>

<TRANSTIONS>

<TRANSITION>

<STATE-I>s2</STATE-I>
<STATE-F>s2</STATE-F>

<INPUT>i0</INPUT>

<OUTPUT>o0</OUTPUT>

<TIME>4.0</TIME>

</TRANSITION>

<TRANSITION>

<STATE-I>s1</STATE-I>
<STATE-F>s2</STATE-F>

<INPUT>i0</INPUT>

<OUTPUT>o1</OUTPUT>

<TIME>4.0</TIME>

</TRANSITION>

</TRANSITIONS>

</SPECIFICATION>Figure 5.1: Representation of two transitions t22 and t12 from Figure 4.2 in XML format.� UNIFORM: It uses two parameters to denote the interval [α, β]. Tags namesare ALFA and BETA, respetively.� DISCRETE: It uses 2 ·n parameters, being n the number of elements that areneeded for de�ning the funtion. We provide a tuple onformed by a value vand the probability assoiated with it p. In this ase, the tags are: PAIRSfor denoting the set of pairs, PAIR for denoting a pair <v,p>, VALUE todenote v and PROBABILITY that orresponds to p.� BINOMIAL: The two parameters needed for de�ning a binomial distributionare p and n. The tags are P and N .� DIRAC: This is a partiular ase of disrete probability distribution fun-tion. Only one parameter is needed in the DIRAC tag, the only value withprobability 1. The tag for this value is VALUE.� EXPONENTIAL: For de�ning the exponential funtion only one parametermust be provided. The tag is VALUE.
• NICK: The Nik representation for this funtion. This tag will be used in transi-tion and in invariant de�nitions.Next in Figure 5.2 we show the same proess for the t34 = s3

i2/o3

−−−−→ F2
s4 from theTFSMft de�ned in Figure 4.3. Let us note that we need �rst to de�ne the funtion F2in it. F2 was de�ned as
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<FUNCTIONS>

<FUNCTION>

<NAME> DIRAC </NAME>

<VALUE> 4.0 </VALUE>

<NICK> F2 </NICK>

</FUNCTION>

</FUNCTIONS>

<SPECIFICATION>

<TYPE>STOCHASTIC_TIME</TYPE>

<INITIAL_STATES>

<STATE>s1</STATE>

</INITIAL_STATES>

<TRANSITIONS>

<TRANSITION>

<STATE_I>s3</STATE_I>
<STATE_F>s4</STATE_F>

<INPUT>i1</INPUT>

<OUTPUT>o3</OUTPUT>

<FUNCTION_NICK>F2</FUNCTION_NICK>

</TRANSITION>

</TRANSITIONS>

</SPECIFICATION>Figure 5.2: Representation of transitions t34 from Figure 4.3 in XML format.
F2(t) =

{

0 if t < 4

1 if t ≥ 43. Traes. Let us remember that a trae is a sequene of terms of <input/output/time>.
• TRACES: Set of traes.
• TRACE: Tag for denoting a trae.
• INPUT: Tag for input.
• OUTPUT: Tag for output.
• VALUE: Tag for timed values.4. Invariants. We divide the desription of an invariant in two parts: The tail and thehead. Let us remember that, depending on the approah, the tail an be omposedby sequenes <input/output/interval> or <input/output/Funtion>. In the ase ofusing wild-har-like ? or ⋆, they will be inserted in the input/output tags respetively.If either input or an output tag is ⋆ then this sequene will be onsider like ⋆.
• SEQUENCES: Set of sequenes.
• SEQUENCE: Tag for a sequene.
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• INPUT: Tag for inputs.
• OUTPUT: Tag for outputs.
• INTERVAL: Tags for the interval [α, β]. This tag will inlude two tags for thebounds: ALFA and BETA.
• FUNCTION_NICK: Nik assoiated with the funtion.
• HEAD: Tag for denoting the head of the invariant.
• SET_OUTPUTS: Set of outputs in the head of the invariant.
• SET_FUNCTIONS Set of probability distribution funtions de�ned in the headof the invariant.
• LAST_INTERVAL Tags for denoting the last interval [α, β] of the invariant. Wedenote by ALFA and BETA the tags for the values α and β respetively.
• GENERAL_INTERVAL Tag for denoting the interval for the total time restri-tion of the invariant. ALFA and BETA are that tags that will be used to expressit.In Figure 5.3 we represent an invariant in FixedTimeInv. The represented invariantis I = i2/o1[10, 13], i2 7→ {o2, o3, o4}[7, 20] ⊲ [14, 40].Let I = i1 7→ {o1, o2, o4}{F} be a StohastiTimeInv with

F (t) =



























0 if t < 1

0.1 if 1 ≤ t < 2

0.6 if 2 ≤ t < 3

1 if 3 ≤ tWe show the representation of I in XML in Figure 5.4.5.2 Aquiring implementationsLet us suppose that we are provided with a spei�ation and a set of invariants, but wedo not have real traes from an IUT. PasTe provides a tehnique to automatially generatetraes from an IUTrepresented as a TFSM. This approah is based on mutants. With a mutantwe would like to simulate a possible implementation. In partiular, PasTe reates a set ofmutants by making some small hanges in the transitions of the spei�ation. For examplethese hanges an be wrong outputs, hanging the �nal state from a transition or providinga di�erent assoiated time. In this last ase, the hange of time an be done in our �rst
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<INVARIANTS>

<INVARIANT>

<SEQUENCE>

<INPUT>i2</INPUT>

<OUTPUT>o1</OUTPUT>

<INTERVAL>

<ALFA>10</ALFA>

<BETA>13</BETA>

< /INTERVAL>

</SEQUENCE>

<HEAD>

<INPUT>i2</INPUT>

<SET_OUTPUTS>

<OUTPUT>o2</OUTPUT>

<OUTPUT>o3</OUTPUT>

<OUTPUT>o4</OUTPUT>

</SET_OUTPUTS>

<LAST_INTERVAL>

<ALFA>7</ALFA>

<BETA>20</BETA>

< /LAST_INTERVAL>

<GENERAL_INTERVAL>

<ALFA>14</ALFA>

<BETA>40</BETA>

< /GENERAL_INTERVAL>

</HEAD>

</INVARIANT>

</INVARIANTS>Figure 5.3: Representation of an invariant in FixedTimeInv in XML format.setting by hanging the value assoiated to that transition, and in the seond approah byhanging the de�nition of the funtion.We will use the following notation to denote the mutant operators: Let M be a spei-�ation, we say that Mo is an output mutant denoted by M  o Mo, if Mo is equal to Mbut the hange of an output of one transition is produed. We onsider that Ms is a statemutant denoted by M  s Ms if Ms is onstruted from M by hanging the goal state of atransition. We onsider that Mt is a time mutant denoted by M  t Mt if a hange in onetime parameter has been produed. The mutants will have an additional ondition dependson the formalism that we are using. If we have TFSMft then we just need to hange a �xtime value assoiated with a transition by another new value. However if we are using aTFSMst model then we have to hange the de�nition of a funtion in F assoiated with a setof transitions.One we have a set of mutants, we generate random traes from these mutants to obtaina big sample where we are able to test the proposed invariants. Let us suppose that M ′

α =

(S,I,O, T r, sin), is a mutant. The loop for generating traes is desribed as follows:1. We start in the initial state, s′ ← sin.
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<FUNCTIONS>

<FUNCTION>

<NAME> DISCRETE </NAME>

<PAIRS>

<PAIR><VALUE>1</VALUE><PROBABILITY>0.1</PROBABILITY></PAIR>

<PAIR><VALUE>2</VALUE><PROBABILITY>0.5</PROBABILITY></PAIR>

<PAIR><VALUE>3</VALUE><PROBABILITY>0.4</PROBABILITY></PAIR>

</PAIRS>

<NICK>F</NICK>

</FUNCTION>

</FUNCTIONS>

<INVARIANTS>

<INVARIANT>

<HEAD>

<INPUT>i1</INPUT>

<SET_OUTPUTS>

<OUTPUT>o1</OUTPUT>

<OUTPUT>o2</OUTPUT>

<OUTPUT>o4</OUTPUT>

</SET_OUTPUTS>

<SET_FUNCTIONS>

<FUNCTION>

<FUNCTION_NICK>F</FUNCTION_NICK>

</FUNCTION>

</SET_FUNCTIONS>

</HEAD>

</INVARIANT>

</INVARIANTS>Figure 5.4: Representation of an invariant in StohastiTimeInv in XML format.2. Then we alulate all possible inputs I ′ ⊆ I that an be applied in that state.3. Randomly we hoose an input, i′ ∈ I ′.4. Then we alulate the set of transitions Tr′ ⊆ Tr suh that s′
i′/o
−−−−→α s .5. Randomly we hoose a transition s′

i′/o
−−−−→α s and PasTe performs it.6. We hange the goal state s′ ← s and we jump to step 2 as long as we want to inreasethe length of the trae3.5.3 Core of PasTeIn this setion we omment the ore of the tool PasTe. Initially, we assume that wehave the following input data to manage:

• A spei�ation (inluding the probability distribution funtion de�nitions).
• A set of invariants.
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InvariantsCorretnessspe?Spe

Mutants
Traes

ioo? XML Corretnesstrae?
generate

extrat
Figure 5.5: Core of deision algorithms of PasTe.

• Traes generated either by a IUT or by using mutants.In Figure 5.5 we desribe the sheme of PasTe Core. In the �rst plae we have thenode XML. This node represents the input �le of our system. From this �le we extrat thespei�ation and the invariants of a world. It an also ontain traes from a IUT. If thistraes are not in it, they will be generated by PasTe.As we observe in the sheme, we have the blok Corretness spe?. This blue boxrepresents the two algorithms proposed in the previous hapter. These algorithms are usedto hek the orretness of the set of invariants (Invariants blok) with respet the spe-i�ation (Spe blok). If an invariant is not orret then the set of all invariants is notorret.If no traes are inserted from the XML �le, then PasTe automatially generate mu-tants(Mutants blok) from the spei�ation. As we have seen, these mutants representpossible implementations extrated from the spei�ation. Next, from this set of mutantsPasTe extrats a set of traes (Traes blok) whih will be used to hek the orretnesswith respet the invariants.A new blue blok, alled ioo, is introdued in the ore of PasTe. This algorithm isapplied to a spei�ation and a mutant. The idea is that we need to disard those mutants
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b

b

b

b

b

b

b

bFigure 5.6: Spei�ation with a multi-branh design.that are not real mutants, that is, that they do not introdue a fault [Tre96, Tre99, Tre08℄.This will be used to provide a way to deide if a mutant is onforming to a spei�ation.5.4 ResultsIn this setion we present some results obtained from using PasTe. The goal of theseexperiments is to evaluate the performane of the methodologies proposed in this MasterThesis. First we will omment about a lassi�ation of possible spei�ations provided bytesters. We will show that the performane in general of passive testing, and our methodologyis in partiular, strongly depends of the struture of the onsidered mahines. Then, we willexpose some results about ioo relationship. After that we will present and performaneseveral experiments.We start by desribing our lassi�ation of spei�ations. On the one hand, we onsiderthe lass of spei�ations desribed in Figure 5.6. We will refer to this kind of spei�ationas tree-like. This lass an be used to speify systems deiding their behavour tree along.These systems usually do not have a way to return to a previous state. As we will observeduring this setion, this lass is the one where our proposals badly perform. On the otherhand, we have a lass of spei�ations as the one represented in Figure 5.6. We will refer tothis lass as onneted. Systems belonging to this lass usually inlude ways to return to theinitial state and to jump from one branh to another one.As we ommented in the previous setion, we have implemented the ioo onformane
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b

b

b

b

b

b

b

bFigure 5.7: Spei�ation with a onneted design.relation between mutants and the spei�ation. The �rst experiment reported in Figure 5.8onsists in generate a set of mutants from a spei�ation and observe the perentage to errorsfound by a set of invariants. In priniple these mutants an or annot be ioo onformanewith respet the spei�ation.If we do not remove onforming mutants, the proportion of deteted errors is 65.66%.The seond value that we obtain is omputed by removing this subset of mutants from theinitial set. Then the proportion of deteted errors inreases to 73.50%. This experiment hasbeen performed �fty times, by using a onneted spei�ation. In eah simulation we use 25mutants of eah type. The number of traes generated are ten for eah length. We onsiderthe length of the trae taking into aount the number of transitions of the mutant. Forexample, if the mutant has 25 transitions, then the trae 2x means that the length of thetrae is 50. In these simulations we use traes of 1x, 2x, 3x, 4x, 5x, 6x, 7x, 8x, 9x length.During the rest of experiments we will not remove onforming mutants. The reason isthat we are working within a blak box, so we are not able to detet if the mutant is iooonforming or not.We onsider two di�erent spei�ations. One of this spei�ations bellows to the tree-like lass and the other one to the onneted one. Sine we are not provided with a set oftraes, we let PasTe to generate mutants in order to perform a redible set of them. Wegenerate 20 di�erent mutants of eah kind. Eah mutant generates 10 traes with di�erentlengths. In addition we are provided with two sets of orrets invariants. Eah set ontains
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Figure 5.8: Proportion of errors found with/without removing onforming mutants .
40 invariants.In Figures 5.9 and 5.10 we show the proportion of traes that have been deteted ashaving errors from the set of all traes by eah individual invariant. Let us note thatthe information in this �gures does not re�et the probability of killing a mutant but theprobability of �nding an error in a given trae. For example Figure 5.9 we annot infer thatinvariant 31 an �nd more error than 27. The experiment shows whih invariant �nd morewrong traes but, eah mutant generates 10 traes. So if invariant 31 an the 13% of thestudied traes the max bound of error mutants that an �nd is 100%, he would �nd oneprodued wrong trae from eah mutant, but the lower bound is 15%, it means all wrongdeteted traes are from 3 mutants. On the other hand, with 27 that an with the 7.72% ofthe studied traes, we have that the lower bound is 10% but the upper bound may be 75%too. For example, following the same reasoning, in Figure 5.10 we observe that invariants
29, 11, 16 an have the same power of mutant error detetion.For the next stage of the experiment, we will extrat the more powerful invariants fromthe sets that we had. These invariants are, on the one hand {31, 37, 11, 1, 5, 10, 13, 19, 26, 30}and on the other hand {29, 11, 6, 8, 34, 28, 35, 7, 32, 31}. For eah spei�ation, we also willprodue 25 new di�erent mutants of eah lass, and eah mutant will produe 10 traes ofeah length. The possible lengths in this experiment are 1x, 2x, 3x, 4x, 5x, 6x, 7x, 8x,
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Figure 5.9: Proportion of erroneous traes deteted in a generi onneted spei�ation bya set of 40 invariants.

Figure 5.10: Proportion of erroneous traes deteted in a generi tree-like spei�ation by aset of 40 invariants.
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Figure 5.11: Relation between invariants, length of the log, and proportion of errors detetedin a onneted spei�ation.



80 5.4. Resultsand 9x, being x the number of transitions in our spei�ations: 25 transitions in eah set oftransitions. In Figure 5.11 we observe the obtained results from the spei�ation belongingto the onneted lass. We stress that invariants are a very powerful tool to �nd errorsamong faulty implementations belonging to this lass. Some of them an detet almost 10%of wrong mutants (see, numbers 31 and 37). Let us note that the perentage hanges withrespet the previous experiment beause we have generated a bigger number of mutants. InFigure 5.11 we observe that the overage of �nding an error with a big set of invariants inthis onrete spei�ation is loser to 65%. Another result is diret and extrated that thepower to detet faulty implementations depends on the length of the trae.In Figure 5.12 we perform the experiment with the same setting as in the previous stagebut hanging the spei�ation. In this ase, we onsider a onneted spei�ation while theset of the invariants is the one used to generate Figure 5.10. In this lass of spei�ationsthe power of our approah is muh lower than in the previous. The reason is that invariantsonly detet a subset of all traes that an be generated by the spei�ation beause one apath is hosen, it is impossible that the mahines goes bak to a previous state.The last experiment is about the on�dene that we an guarantee, in our approah whentime is onsidered stohasti, with respet to length of the traes. This experiment has beenperformed by using only a lass of mutants: Time mutants. The idea of this experimentis to dedue the degree of on�dene that we an ask for a given trae. Let us note thatlow values of length in trae make the hi square goodness of �t test not to work properly.In Figure 5.13 we an observe the results. The values approximately follow a logarithmfuntion. The di�erenes between them are produed by the generator of numbers from theprobability funtion. These values are the average of more than 1000 traes of lengths in
{1x, 2x, 3x, 4x, 5x, 6x, 7x, 8x, 9x, 10x, 11x, 12x, 13x, 14x, 15x, 16x, 17x, 18x, 19x, 20x}being x = 25.To summarize, in this hapter we have presented PasTe. PasTe helps us in the evalua-tion of the two approahes presented in this Master Thesis. We have presented the input dataformalism for PasTe and the mutant approah in order to obtain possible traes from a spe-i�ation. Finally we present some interesting experiments onluding that the approah has agood performane for making temporal passive testing what we all spei�ations onneted.The omplete API of PasTe an be founded in http://kimba.mat.um.es/esar/paste/api/.
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Figure 5.12: Relation between invariants, length of the log, and proportion of errors detetedin a tree-like spei�ation.



82 5.4. Results

Figure 5.13: Values of on�dene using stohasti time passive testing approah.



Chapter 6
Conlusions and Future WorkIn this hapter we review the more important aspets of the work presented in Chapters 4and 5. We also sketh the main researh studies we plan to undertake in the future. Shownthe signi�ant role that formal methods an play in the timed testing area. We have seen howdi�erent formal representations of systems allow us to test their orretness with respet toa spei�ation. Depending on the haraterization of the systems we are treating, partiularapproahes an be more adequate.In this work we have onentrated on two quantitative extensions to perform formaltesting of timed systems. These approahes are based in the idea of invariants. The mainontribution of our novel frameworks is the integration of di�erent time domains in a sin-gle formalism. Spei�ally, we use a uniform formalism to desribe systems where timerequirements an be expressed either by using �x time values or by using stohasti timevalues. This is the purpose of Chapter 4. These formalisms use an extension of Finite StateMahines. We use TFSMft and TFSMst, instead of FSMs, beause we onsider the time thatan event needs to be performed. We have de�ned algorithms to detet the orretness ofan invariant with respet to a spei�ation and algorithms to detet the orretness withrespet to invariants and traes. These algorithms take into aount the speial features ofeah time domain that we have studied. While the �rst setting, using �x time values, isrelatively standard, if time onditions are expressed like in the seond setting, by means ofstohasti funtions, we need to apply a method based on a set of observations obtainedfrom the interation with the implementation. We applied a hypothesis ontrast for �xingthe similarity level of the random variable extrated from the spei�ation and the observedtime values.In addition to the theoretial framework we have developed a tool alled PasTe that83



84helps in the automation of our passive testing approahes. In partiular, all algorithmspresented in this Master Thesis are fully implemented, and we present some interestingexperiments.As future theoretial work we plan to improve the apability of our frameworks by addingnew lasses of invariants. We also would like to inrease the lassi�ation of spei�ationsthat we have mentioned while presenting PasTe. In addition, by using real implementa-tions to test, we plan to formally study a real seurity protool by keeping an adequateset of invariants. Another researh line is to adequate some other approahes investigatedduring this year to inreasing the power of error detetion (applying it to a real time spam�lter [AN08℄ and to a theoretial user-implementer model framework [ALR08℄).
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