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A B S T R A C T   

Shell companies work in financial interaction with other companies to commit several crimes such as concealing 
resources of illicit origin (money laundering), tax fraud (tax evasion), corruption, bribery, and drug trafficking, 
among others. This interaction can be represented by a set of nodes and connections that show the multiple 
relationships between entities over time. The current article proposes to detect transactions related to shell 
companies in financial systems, using legal person attributes and incorporating self and group comparisons into 
dynamic social networks. The months of June 2019, September 2020, and November 2021 are taken as evalu-
ation periods to test the proposed methodology. Our methodology performs better than the traditional rules 
method, yielding balanced accuracies and true positive rates above 0.9 and 0.85, respectively. The false-positive 
rate was also lower in the proposed model than in the rule system for most evaluation periods. The latter 
translates into a reduction in costs by compliance investigations.   

1. Introduction 

In October 2021, the International Consortium of Investigative 
Journalists (ICIJ) launched a global investigation called the “Pandora 
Papers”, seeking to know the veiled world of offshore finance, a system 
often used to hide wealth from tax authorities, creditors, and criminal 
investigations. The 2016 “Panama papers” also revealed hidden wealth 
using shell companies in several countries. Thousands of shell com-
panies have been recently discovered for tax avoidance purposes 
worldwide1. To the best of our knowledge, this paper is the first to detect 
transactions related to shell companies in financial systems using dy-
namic social networks. 

A shell company is any legal person that can be legitimately incor-
porated but with no independent operations, significant assets, ongoing 
business activities, or employees (Aggarwal & Dharni, 2020; Force, 

2018). The OECD defines it as a firm formally registered, incorporated, 
or otherwise legally organized in an economy but does not conduct any 
operations other than in a pass-through capacity. Some shell companies 
are created for legal purposes, for example, financing foreign operations, 
investing in overseas capital markets, or easing transfers of assets. 
Despite lawful purposes, criminals use them to commit different crimes 
taking advantage of the lack of beneficial ownership disclosure. The 
beneficial owner is the individual who benefits from the activity of the 
shell company. In most countries, the regulation does not need to reveal 
the identity of the beneficial owners to create a company. Still, only a 
legal representative and a physical address are required. In a shell 
company, the chosen legal representative rarely has a relationship with 
the beneficial owner and the company and may even act as a repre-
sentative of other shell companies (Vail, 2018). This company’s envi-
ronment makes them the ideal structure to commit crimes such as tax 
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fraud, bribery, corruption, drug trafficking, money laundering, mort-
gage, bankruptcy fraud, terrorist financing, and prohibited nuclear 
technology movement (Allred, Findley, Nielson & Sharman, 2017; 
Cooley, Heathershaw & Sharman, 2018; Jancsics, 2017; Tiwari, Gepp & 
Kumar, 2020). 

The criminal actions of shell companies represent a problem for the 
countries’ economies and governments. Some of their adverse effects are 
control loss of the country’s economic policies, economic distortion, 
investment instability and less collection of taxes (Rocha-Salazar, 
Segovia-Vargas & Camacho-Miñano, 2021). For this reason, their 
detection and elimination have entered the agenda of the G20 member 
countries and intensified since the well-known case of “Panama Papers” 
(Schuknecht & Siegerink, 2021). The Panama Papers leak in 2016 gave 
rise to evidence of its use for tax evasion and concealment of assets of 
doubtful origin where politicians, entertainment celebrities, corporate 
leaders, and heads of state were involved. Some examples of notorious 
cases are the senior adviser of the Canadian prime minister, Justin 
Trudeau, who was engaged in millions of dollars to the Cayman Islands 
through his family business and a trust fund in the mentioned country 
(The Guardian, 2017a). Also, the case of a British former Treasury 
minister sheltered a millionaire family fortune from taxes using a trust 
fund in the Bahamas in which he was the beneficiary (The Guardian, 
2017b). And the case of Nicaraguan President, Arnoldo Alemán used 
shell companies to divert public resources to personal accounts (Janc-
sics, 2018). Furthermore, the “Pandora Papers” investigation has many 
similarities with the “Panama papers” but more information related to 
tax avoidance. Thus, it is shown that the existence of shell companies is 
not a national but a global problem. 

In the financial sector, institutions have strengthened their internal 
regulation to comply with a more complete “Know Your Customer” 
(KYC) policy on their legal persons. This aim is to track the beneficial 
ownership and source of resources of any transaction. Unfortunately, 
despite the best efforts, the intellectual actors of shell companies use 
different intermediaries and third parties who carry out paperwork and 
transactions on their behalf, hampering the detection task. Adding to 
this, the detection problem increases when the resources are distributed 
into different internal and external accounts in the financial systems 
through a complex network of connections among legal persons. 

The financial resources managed or moved by the shell companies, in 
most cases, are inserted into financial institutions through transactions 
characterized by a set of attributes. These attributes, when combined, 
can show patterns seen in shell companies’ crimes. Our article takes 
advantage of transactional features and the natural interaction among 
shell companies to propose using self and group comparisons into dy-
namic social networks to detect their criminal activity. Data from a 
Mexican institution is used to test this methodology. Mexico is a member 
of the G20 countries and has a well-documented history of illegal acts 
with shell companies involved. On one side, it has the apocryphal in-
voice market inserted in the formal economy, usually operated by shell 
companies (Cruz-Pérez, 2020). On the other hand, there is plenty of 
evidence of acts of corruption committed between state rulers, govern-
ment institutions, organized crime, and shell companies to divert public 
funds and launder money (Secretariat of Finance and Public Credit, 
2019). 

After this introduction, the article is structured as follows. Section 2 
reviews the relevant literature, exposes gaps and shows the contribu-
tions. Section 3 explains the proposed methodology. Section 4 includes 
the sample and variables used in the study. The main model results from 
testing our idea appear in Section 5. The general conclusions appear in 
Section 6. 

2. Literature review, limitations, and contribution 

2.1. Shell companies’ detection 

The detection of shell companies and their beneficiaries represents a 

challenge for OECD countries and their governments that have estab-
lished increasingly rigorous multilateral tax transparency standards and 
more comprehensive Know Your Customer (KYC) policies in the finan-
cial institutions (Allred et al., 2017). Despite this, the globalization of 
trade and technological advances seem to have favoured the creation 
and operation of shell companies. An example of this is observed in 
Mexico, which took advantage of technology to implement a digital 
billing scheme to improve the security of the authenticity of tax receipts. 
However, the same technology allowed the increase of deductions 
through false invoices where shell companies were involved (Barajas, 
Campos, Sobarzo & Zamudio, 2011; Cruz-Pérez, 2020). The literature 
related to the detection of shell companies is scarce. A first study is by 
Pawde, Apte, Palshikar and Attar (2018), which used synthetic data to 
simulate the collusion-based malpractices of shell companies. They 
incorporate this proposal into Banking Transaction Simulator (BTS) to 
generate data sets and tackle the problem of shell-set detection. Then, 
Luna, Palshikar, Apte and Bhattacharya (2018) simulate banking 
transactions to detect shell companies using an anomaly detection al-
gorithm. A third study is Joaristi, Serra and Spezzano (2019), which 
developed an innovative algorithm called “Suspiciousness Rank Back 
and Forth” (SRBF) that computes a suspiciousness score for each person/ 
company based on their connections in a targeted social network. They 
apply the algorithm to ICIJ2 Offshore Leaks Database to detect offshore 
leak networks. Later, Aggarwal and Dharni (2020) prove the validity of 
Benford’s Law to discriminate between the shell and non-sell companies 
using financial statement information. Finally, Tiwari, Gepp and Kumar 
(2021) propose using a hybrid statistical approach to detect money 
laundering shell companies. They analyze data of 208 limited companies 
from open sources in the UK, along with 205 cases of other companies 
that may be involved in illicit activities. After applying distinct classi-
fication models for the combination of graph algorithms, they achieve 
an accuracy of prediction that ranges from 0.8817 to 0.9785. 

Despite the efforts, some limitations are observed in these in-
vestigations regarding the scope of our study. The first and second 
studies have a weak point: their applications use simulated data instead 
of real. The third article is applied explicitly to the ICIJ Offshore Leaks 
Database. Although it is an environment where shell companies interact, 
it is not applicable and specialized to the financial institution setting. 
The next one is entirely based on financial statements whose informa-
tion can fluctuate out the normal pattern in economic crisis, and market 
variations without being necessarily a shell company. It also leans on the 
reliability of calculated metrics from financial statements provided by 
the company, leaving aside other mechanisms such as having the same 
shareholders, duplicate addresses, virtual offices, etc. The last one tests 
the proposed methodology usefulness using a sample of 205 entities that 
are not confirmed to be money laundering shell companies. Further-
more, it takes data from open sources that are not necessarily related to 
the financial sector. 

2.2. Action mechanisms of shell companies. 

The use of shell companies to commit crimes is based on specific 
techniques and methodologies. In this section, we explain the main ac-
tion mechanisms implemented by shell companies to execute crimes in 
financial systems. These mechanisms serve as elements that allow 
tracking transactions related to these structures. 

2.2.1. Money laundering 
Criminals use a variety of mechanisms and techniques to conceal the 

origin and ownership of illicitly obtained resources. According to 
Financial Action Task, Force (2014, 2018), this overshadowing is done 

2 The International Consortium of Investigative Journalists is a global 
network of more than 190 investigative journalists in more than 65 countries 
who collaborate on in-depth investigative stories. 
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mainly through shell companies in financial systems. Money laundering 
in financial systems has 3 phases: placement, layering and integration. 
In the placement phase, money is introduced into financial systems 
mainly in cash through a series of deposits to shell companies. Then, the 
money is transferred to other accounts in the layering stage, usually 
interconnected. These accounts can correspond to shell companies with 
directors and shareholders in common, low-key young shareholders or 
being one the provider of another (Luna et al., 2018). This complex 
network of companies created by a money-laundering agent is aimed to 
hide the source and beneficiary identity. In the layering process, the 
resources deposited in the origin accounts have a short duration. Finally, 
in the integration phase, the money is legitimately used in activities 
characteristic of money laundering agents, such as real estate in-
vestments, donations to charities, leasing of real estate, investment in 
metals, jewellery, and watches, and allocation of resources to public 
projects (Secretariat of Finance and Public Credit, 2016). 

2.2.2. Tax evasion 
Shell companies are often used for tax evasion. An example of this is 

seen in the ICIJ Offshore Leaks Database, which shows a complex 
network of companies, people and governmental organizations involved 
with offshore companies in tax havens. This database is formed for the 
four networks known as Panama Papers, Paradise Papers, Offshore 
Leaks, and Bahamas Leaks. The pattern observed in these documents for 
tax evasion is the establishment of shell companies in bank accounts 
assigning several legal representatives. These legal representatives 
manage the accounts for the benefit of the main owner (Joaristi et al., 
2019). In a complex network, the money is moved to tax havens through 
bank transactions between national and international shell companies. 

Another tax evasion scheme used by shell companies is the apocry-
phal invoice market. In countries like Mexico, this market has a well- 
defined supply and demand and is inserted in the real economy. Apoc-
ryphal invoices arise from simulated financial transactions, that is, op-
erations that do not involve the real exchange of goods and services. The 
interaction unfolds as follows. A shell company simulates the sale of an 
asset to another shell or formal company using an invoice. The latter 
pays the provider for the transaction mentioned in the invoice through a 
bank transaction. Later, the supplier shell company returns an amount of 
money equal to the invoice amount minus a discount percentage. This 
discount percentage is the profit of the shell company that generates 
simulated operations. The formal company uses the apocryphal invoice 
to deduct taxes. In addition to deducting taxes, the receiving shell 
company can be involved in another interaction where it acts as a 
generator of apocryphal invoices to generate more profit. For formal 
companies, the cycle ends when they can deduct taxes on each purchase. 
In the case of shell companies, these can be related through endless 
cycles of buying and selling false invoices (Barajas et al., 2011; Cruz- 
Pérez, 2020). When the authority manages to realize their existence, 
they have already disappeared. An essential characteristic of shell 
companies emerges, which is their short duration, two years on average 
for Mexico. Another feature is that they tend to pay little taxes and have 
high profits compared to other companies with similar assets. 

2.2.3. Corruption and bribery 
Approximately 70% of large-scale corruption cases are related to 

shell companies for identity concealment (Pacini, Hopwood, Young & 
Crain, 2018; Nielson & Sharman, 2022). The use of shell companies in 
acts of corruption and bribery is closely related to the government. 
Politicians and state authorities tend to use shell companies as vehicles 
to divert public resources to personal accounts. They negotiate diverse 
contracts for public and social projects with a complex network of shell 
companies, making them appear legal (Jancsics, 2018). Afterward, the 
diversion of resources is executed through bank transfers between the 
government entity and the network of shell companies that conceal the 
identity of the primary beneficiary. 

An alarming example of the conspiracy between the government and 

shell companies occurred in Mexico in 2015. The government of the 
state of Yucatán transferred 158 million Mexican pesos (approx. 7.9 
million USD) to shell companies that apparently provided study services 
on severe diseases and other services in the health sector (Avendaño & 
Chávez, 2019; Secretariat of Finance and Public Credit, 2019). Another 
example of complicity is that which occurs in electoral campaigns where 
candidates make a series of shell companies available to receive dona-
tions. A recent example of this happened in the United States with the 
shell company named “Essential Consultants LLC” established by Pres-
ident Trump’s lawyer Michael Cohen to receive donations in return for 
insights about the new president (Jancsics, 2018). These transfers be-
tween government and shell companies are frequently carried out 
through bank transactions that allow their tracking and detection. 

2.2.4. Drug trafficking and cartels 
The criminal groups dedicated to the drug trade find in the shell 

companies adequate vehicles to move and conceal the resources from 
drug trafficking. Drug trafficking cartels in Mexico usually create shell 
companies with the same addresses and the same legal representative to 
carry out million-dollar transactions that do not coincide with the tax 
return to the treasury. In Mexico, these companies are mostly related to 
the real estate sector, buying/selling jewellery, and electronic items. 
Their addresses do not coincide with these declared economic activities, 
putting in their place private home addresses or using virtual offices. 
Once the cartels carry out the corresponding transactions, the shell 
companies disappear shortly before the tax authority realizes the illicit 
origin of the resources (Secretariat of Finance and Public Credit, 2016). 

2.2.5. Financial crimes 
Shell companies are perfect means to carry out some financial crimes 

such as loan fraud and identity theft (Nielson & Sharman, 2022). The 
complex network that can be formed with multiple legal representatives 
and the lack of knowledge of the identity of the principal beneficiary 
ease these crimes. When a legal person wants to acquire a loan (such as a 
mortgage loan or business loan), the financial institution asks for certain 
documents to confirm the capacity to pay and reliability in fulfilling the 
contract. Usually, these documents are the balance sheet, income 
statement, and records of incorporation to verify the tenure of the 
company and its economic activity. In many cases, when these re-
quirements are not met, legal entities resort to creating shell companies 
that satisfy the credit conditions. Once the credit is granted, the shell 
company disappears shortly before the financial institution discovers the 
falsification of the financial statements (FFIEC, 2009; Singh, 2010). In 
the same way that financial statements are falsified for a shell company, 
the legal representative’s identity can also be subject to forgery to 
obscure their identity. 

2.2.6. Proliferation financing 
In some cases, shell companies are used in conjunction with shipping 

companies to finance prohibited nuclear technology and the develop-
ment of suspect nuclear programs. Complex networks of shell companies 
are formed to exchange dual-use goods (for example, pressure trans-
ducers) that serve both civil and military purposes. Transactions are 
formalized in financial institutions and the network is adequate to 
conceal the identity of the end user. In these cases, the revision of the 
economic activity of the legal entities, countries under sanctions and the 
type of goods traded are vital elements for detecting this activity 
(Ruehsen & Spector, 2015). 

2.3. Contributions 

From the literature review described in section 2.1, the following 
gaps are identified: 
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a. There is a lack of studies applied to financial systems to detect shell 
companies. The few ones that exist use simulated data rather than 
real. 

b. The proposed methodologies have been limited to analysing trans-
actions or financial statement information. There is no exploration of 
other action mechanisms implemented by shell companies, such as 
false declared addresses, operations with the government, share-
holders in common, virtual office possession and other means 
described in section 2.2.  

c. The interaction of shell companies with others in financial systems 
shows patterns that have not been analyzed. Addresses, shareholders 
and legal representatives in common with other companies are 
mechanisms observed in their activity. Also, a low sense of financial 
relation is present in the interaction. In other words, why does a legal 
person dedicated to real estate sales make frequent transactions with 
another dedicated to the jewellery and metals market?  

d. The previous studies that implemented network or graphs techniques 
for detecting shell companies did not contemplate the dynamic/ 
variations of interactions over time. Analyzing these variations may 
allow better discrimination between suspicious and non-suspicious 
behaviors. 

With the aim of fulfilling these gaps, we propose an innovative 
methodology with the following contributions:  

a. The proposed technique is tested using real transaction attributes of 
legal persons from a financial institution in Mexico.  

b. The model incorporates not only variables related to transactions 
amounts or metrics from financial statements, but also other action 
mechanisms observed in shell companies’ crimes described in sec-
tion 2.2. These are the economic activity, whether the clients are 
politically exposed, whether the legal person’s operability is ac-
cording to their assets, operations with the government, share-
holders’ age, whether the declared address coincides with the 
economic activity, virtual offices possession, tenure, and perma-
nence of deposited resources.  

c. It also includes a mechanism that emerges from the interaction of 
two legal persons, such as having addresses, shareholders and legal 
representatives in common, and whether the financial relation 
makes sense.  

d. The current study contributes to incorporating the self and group 
comparison on dynamic social networks to consider the interaction 
variations over time. As mentioned in Rocha-Salazar et al. (2021), 
financial abnormal behavior can be detected through these two types 
of comparisons. The self-comparison is incorporated by contrasting 
the current connection intensities of the legal person pairs with the 
dynamics of their past intensities. The group-comparison is imple-
mented within the connection intensity calculations and through an 
optimal risk threshold. 

3. Methodology 

3.1. Social networks and applications 

The act of shell companies in financial institutions implies the 
interaction of people and companies through financial transactions at 
the national or international level. This interaction makes social net-
works ideal for detecting suspicious activities and links. 

A social network is a finite set of vertices and defined connections 
between them. Vertices can represent people, companies, products, and 
any group of entities on which relationships can be defined. Connec-
tions, also known as edges, represent the type of relationships between 
vertices. In the case of financial institutions, these relationships can be 
the amount and frequency of transactions between clients, the number 
of features in common between two natural or legal entities, and the 
direction of the flow of transactions between two accounts. Formally a 

social network (SN) consists of a finite nonempty set of vertices V = {v1,

v2, ..., vn} joined by a finite nonempty set of edges E = {e1, e2, ..., em}

being defined as SN = (V,E) (Tabassum, Pereira, Fernandes & Gama, 
2018). Thus, the order and the size of a social network are defined 
analogously to that of a graph as the number of vertices |V| = n and the 
number of edges |E| = m, respectively (Diestel, 1990). The maximum 
number of edges/connections for an undirected social network will be 
n(n− 1)

2 and n(n − 1) for the directed one. 
In prior literature, the application of social networks to detect 

financial crimes with positive results is observed in a few studies. 
Fronzetti and Remondi (2016) implement social networks in the 
factoring business and their traditional centrality metrics such as in- 
degree, out-degree, all-degree, closeness, and betweenness centrality 
to detect money laundering cases. Tang, Barbier, Liu, and Zhang (2010) 
incorporate social networks to detect online financial crime through the 
flow of transactions between accounts. The aim is to focus on an unusual 
number of links/transactions to certain nodes/accounts. Later, Singh 
and Best (2019) incorporate visualization techniques like directed social 
networks to detect banking transactions related to money laundering. 
They represent the transaction flows between bank accounts through 
nodes and edges intending to find unusual patterns visually. A 
comprehensive and vast literature review of social network applications 
in crimes that are not necessarily financial can be found in Bright, 
Brewer and Morselli (2021). 

3.2. Proposed methodology 

The clients of a financial institution can be classified into two large 
groups: natural persons and legal persons. Natural persons are in-
dividuals with the capacity to assume obligations and exercise rights. 
Legal persons are entities with legal representatives commonly called 
“corporations”. Although natural persons can relate to shell companies 
through financial transactions, they cannot be shell companies them-
selves. The possibility of being a shell company is present only in legal 
persons (Quintana-Adriano, 2015). This article proposes to take the 
legal persons of the financial institution as vertices of the social network. 
Most social network applications establish vertices and edges that define 
relationships in cross-sectional data. The relationships between many 
vertices (individuals, companies, products, etc.) are defined without 
considering the social variations that may exist over time. Little studies 
consider certain variations. Morselli and Petit (2007) analyze the evo-
lution of the drug importation network and observe how the centrali-
zation of the network and node status change according to the law- 
enforcement targeting over time. Morselli (2009) explains how the 
variation in different centrality measures can be incorporated to better 
analyze important patterns in organized crime. The changing/dynamic 
aspect of criminal networks is an intrinsic feature that cannot be 
ignored. Criminals are intelligent entities that adapt to new laws and 
seek new methods of committing crimes. Their risk factors such as age, 
source of income, and economic activity are constantly changing. For 
example, in financial systems, we can define a directed connection be-
tween two legal entities A and B, if there are financial transactions from 
A to B. In a certain period, the transaction amount from person A to 
person B may be more significant than from B to A. Later, the transaction 
amount may be more significant from B to A than from A to B or simply 
the relationship between A and B disappears because there are no more 
transactions between them. As another example, a connection between 
two legal entities can be considered suspicious because their legal rep-
resentatives are currently politically exposed, but later, they may cease 
to be political or become just natural persons. 

The proposed methodology in this study considers the social varia-
tions over time introducing the concept of dynamic social network that 
we represent as {(Vt ,Et)}

T
t=1, where Vt =

{
vt,1, vt,2, ..., vt,n

}
and Et =

{
et,1,

et,2, ..., et,n
}

for t = 1, 2, ..., T. In this way, the result is a set of social 
networks from its application in longitudinal data, this is, repeated ob-
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servations of the same variables over a period. The number of vertices, 
edges and nature of the relationships will change from one network to 
another. Most of the social network’s applications mentioned in section 
3.1 have used the centrality measures to detect suspicious activity. These 
centrality measures provide information on which elements are essential 
and central in the spatial distribution of the network (Das, Samanta & 
Pal, 2018). In the context of shell company activity, the nature of the 
interaction between peers that own a set of risk factors is more relevant 
than its spatial distribution characteristics. Experience has shown that 
there are legal entities with large flows of incoming and outgoing 
transactions without being confirmed as shell companies. Often, this 
volume of transactions is related to the nature of the economic activity 
that enables one to be the provider of goods to the other. It is also 
possible to have a high number of transactions between a defined group 
of legal entities perceived in the network as dense zones without con-
firming any shell company activity. These dense areas indicate high 
transnationality due to being in the same geographic areas or related 
economic activities. Cases have also been observed of legal entities that 
have only had a single interaction over time, with a usual number of 
incoming and outgoing transactions, and they turn out to be shell 
companies with addresses and legal representatives in common. 
Therefore, the proposed methodology and considering social variations 
over time focus on the risk of peer interaction. The interaction risk is 
determined by incorporating self-comparison and group-comparison 
into the social network dynamic. 

3.2.1. Methodology process 
Legal persons possess “k” mutable attributes that under specific 

values make them more likely to be a shell company. The set of attri-
butes for a certain legal person “i” in the period “t” will be denoted as 

Ai
t =

{
ai

t,1, ai
t,2, ..., ai

t,k

}
. An undirected connection between two legal 

entities “i”, “j” will be defined if there is at least one transaction from “i” 
to “j” or from “j” to “i”. Thus, the final network structure will be made up 
of unique pairs of legal entities connected by the presence of at least one 
transaction between them. 

Once the vertices and edges are defined, we propose the following 
methodology that can be programmed as an expert system: 

1. Risk metrics assignation: Risk metrics are assigned to the legal 
person’s attributes according to the expert judgment of compliance and 
risk committees of the institution. Expert judgment is based on years of 
experience in financial crime analysis, the report Secretariat of Finance 
and Public Credit (2016), and study cases explained in Force (2014) and 
Force (2018). Thus, the assigned risk metrics will be consistent with the 
action mechanisms described in section 2.2. The assigned risk metrics 
for a legal person “i” in time “t” would be denoted as the vector: 

(ri
t,1, ri

t,2, ..., r
i
t,k) ∈ Rk for the attributes 1, 2, ..., k (1) 

2. Connection intensity calculation: In this study, the connection in-
tensity is the crucial element in identifying suspicious activity. For its 
calculation, the risk metrics of two connected legal entities “i”, “j” in the 
period “t” are added as it is shown below. 

(ri
t,1 + rj

t,1, ri
t,2 + rj

t,2, ..., r
i
t,k + rj

t,k) (2) 

The sum is chosen intuitively, assuming that the total risk of the 
connection will be the aggregate risk of the legal persons involved. For 
example, the interaction of two legal persons with politically exposed 
representatives, virtual offices and addresses in common will be riskier 
than an interaction where these characteristics are not met, keeping 
constant the rest of the attributes. 

Once the sum vector has been obtained, its elements are subjected to 
a function G : Rk→R that generate a real number. Where this real 
number is the connection intensity between two legal persons “i”, “j” in 
the period “t”, 

Ii,j
t = G(ri

t,1 + rj
t,1, ri

t,2 + rj
t,2, ..., ri

t,k + rj
t,k) (3) 

The function can have any structure and give any treatment to the 
arguments. The only condition is that resulting intensities are increasing 
concerning the attributes risk sums. 

Rocha-Salazar et al. (2021) establish that financial crime is a form of 
abnormal pattern in comparison to the common group behavior. Larik 
and Haider (2011) define an abnormality indicator that incorporates the 
deviation (Euclidean distance) of transaction amount and the frequency 
of similar types of transactions from the cluster centroid to the client 
belongs. The greater the deviation from the centroid, the greater the 
abnormality indicator. Following a similar logic, we can define a func-
tion that considers the deviation of the sum risks of the connections with 
respect to the group’s mean by attribute. These standard deviations will 
represent the weights of the sum risks of the attributes to calculate the 
connection intensities in time “t”. For legal persons “i”, “j” the connec-
tion intensity will be: 

Ii,j
t =

σt,1(ri
t,1 + rj

t,1) + σt,2(ri
t,2 + rj

t,2) + ...+ σt,k(ri
t,k + rj

t,k)
∑k

a=1σt,a
(4) 

Where σt,1 is the standard deviation of the risk sums for attribute 1, 
σt,2 for attribute 2 and so on until attribute k in time “t”. In this way, the 
more dispersed the risk sums respect to the group mean, the greater their 
contribution to the resulting connection intensity. Defining the 
connection intensity as mentioned above allows the group-comparison 
to implicitly represent the interaction of all the risk attributes in a sin-
gle number. 

3. Setting of the self-comparison: Here is where past social networks 
dynamics are considered. For the self-comparison we introduce the 
concept of “evaluation period”. The evaluation period “T” is the most 
recent month, quarter, semester, or any other period where the model is 
run for task detection. The individual comparison is carried out by 
contrasting the intensities of the evaluation period and the intensities of 
the past social networks. In this way, for each pair of legal entities “i”, “j” 
connected in the evaluation period “T” there will be a time series of 
intensities in the following way: 

{Ii,j
T − p, I

i,j
T − (p− 1), ..., Ii,j

T − 1} (5) 

Where “p” is the number of periods used to define the normal/ex-
pected behaviour of the legal persons. The weighted moving average of 
the time series above will be calculated to define the expected intensities 
in period “T”. The weights will be increasing probabilities such that the 
old intensities have lower weights, and the newer ones have higher 
weights. This configuration is established following the logic that the 
most recent interactions are more likely to remain in the evaluation 
period. 

Ii,j
Texpected

= wpIi,j
T − p + wp− 1Ii,j

T− (p− 1), ...,w1Ii,j
T− 1 (6) 

Where wp +wp− 1 +...+w1 = 1 and w1 > w2 > ... > wp. 
4. Calculation of optimal risk threshold: An optimal risk threshold is 

applied to the evaluation period. The threshold is obtained from the last 
data observations and execution of the methodology. 

The optimal risk threshold is defined as the real number αlast ∈ R that 
maximizes the balanced accuracy (BACC). Balanced accuracy is defined 
as the average of the true positive and negative rates, BACC = TPR+TNR

2 . 
The balanced accuracy is recommended when the data set is signi-
ficatively imbalanced (Rocha-Salazar et al., 2021) as is commonly 
observed in financial crimes data sets. The following optimization 
problem is solved. 

Max{αlast}
TPR(αlast)+TNR(αlast )

2 for αlast ∈ R (7) 
5. Detection of suspicious cases: From the previous steps, it is observed 

that the suspicious activities detection falls on the monitoring of the 
connection intensities between two legal persons and their dynamics. 
Given the connection intensity between two legal persons “i”, “j” in time 
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“T”, it is first verified if said intensity is greater than the expected in-
tensity (self-comparison). Then it is examined whether the same in-
tensity (with implicit group-comparison) is greater than the optimal risk 
threshold αlast. If these two conditions are met, the connection is clas-
sified as suspicious.  

If Ii,j
T > αlast and Ii,j

T > I
i,j
Texpected

then classify the connection as suspicious 
The optimal risk threshold will define the normal and abnormal 

behaviour in the group. Connections whose intensities exceed the 
mentioned threshold will be considered abnormal concerning the group 
and normal otherwise. It will be a second group-comparison. 

3.2.2. Methodology flow and computational algorithm 
Financial institutions are subject to specific national and interna-

tional regulations regarding the detection of financial crime. The 
treatment and analysis of transactions in search of suspicious activity 
have two stages: the objective and subjective stages. In the objective 
stage, the institution implements an automated system, an expert system 
that generates a set of suspicious cases without human intervention. In 
the subjective stage, the suspicious cases generated from the objective 
part are sent to the compliance department where they are thoroughly 
investigated by crime analysts. The analysts use their experience in past 
financial crimes, systems and applications to check the geolocation of 
the transactions. Moreover, they also analyze the people’s financial 
statements, among other documents. Afterwards, the cases filtered by 
the subjective stage are sent to a risk and communication and control 
committee which decide what cases to send to the Financial Intelligence 
Unit (FIU). When the objective detection system has good accuracy, 
most of the resulting suspected cases successfully pass the subjective and 
filter stage of the committees. Once in the FIU, the cases are investigated 
again but now with criminal and legal resources. When a case is 
confirmed as a real crime by the FIU, the financial institution is notified 
to proceed with account blocking and the corresponding legal punish-
ment. Notification of confirmed cases from the FIU to the financial 
institution is not done regularly since the investigation process varies 
from one transaction to another. 

Taking the above insights, the flow of the proposed methodology in 
the objective component is shown in Fig. 1. 

The raw data is extracted from the data warehouse, and it is pro-
cessed in code through the following algorithm, as shown in Table 1: 

The above algorithm is automated as an expert system and has been 
updated every month since June 2018. The compliance team sends the 
final report through an automated email sending process. 

4. Data 

Data from a financial institution in Mexico will be used to show the 
working of the proposed methodology. The variables extracted from the 
data warehouse are in line with the action mechanisms described in 
section 2.2, the experience of the compliance team in dealing with shell 
companies, and typologies observed in Secretariat of Finance and Public 
Credit (2016) and Force (2018) reports. The description is provided in 
Table 2: 

Usually, a financial institution has thousands of legal entities that 
transact with each other and with legal entities of other institutions. This 
environment forms a complex network with millions of internal and 

Fig. 1. Flow process. Source: Own elaboration.  

Table 1 
Computational algorithm.  

1. Raw data extraction from Data Warehouse through SQL queries and cleaning 
2. Identification of all the active legal persons in the evaluation period “T” 
3. Creation of a database with the ClientID and the 14 risk attributes 
4. Construction of a set with all the unique pairs of legal persons 
5. Calculate n = number of unique pairs of legal persons in the institution 
6. While u<=n do:  

6.1 Take the pair of legal persons “i” and “j” of the observation u  
6.2 If the legal persons have at least one transaction in common   

6.2.1 Then define a connection in the social network  

6.3 Otherwise   
6.3.1 Leave aside the pair 

7. Assign risk metrics by attribute to all the connected legal persons in the network 
8. Sum the risk metrics of connected legal persons to have an aggregated risk vector 
9. Compute the standard deviation of the aggregated risks by attribute from the whole 

network 
10. Determine the connection intensity following the equation (4) 
11. Compute the expected intensity for each connection in the evaluation period “T” 
12. Take the optimal risk threshold from the last execution, αlast 
13. Calculate s=number of unique pairs of legal persons in the social network 
14. While v<=s do:  

14.1 Take the connection intensity of legal persons “i” and “j” of the observation v  

14.2 If Ii,jT > αlast and Ii,jT > I
i,j
Texpected   

14.2.1 Then classify the connection as suspicious  
14.3 Otherwise   

14.3.1 Classify the connection as no suspicious 
15. Make the final report and send it to compliance team for expert judgment 

investigations 

Source: Compiled by the author. Clients are legal persons. 

Table 2 
Description of the variables used in this study.  

Variable Description 
⃒
⃒
⃒
⃒
out − in

out

⃒
⃒
⃒
⃒

This variable is incorporated to track transactions 
related to the false invoice market 

Economic activity Legal person economic activity 
PEP Indicates whether the legal representative is politically 

exposed 
Operations with the 

government 
Indicates whether the legal person has operations with 
the government 

Sense of address Indicates whether the physical address coincides with 
the economic activity 

Virtual offices Indicates whether the legal person has virtual offices 
Shareholders in common Denotes whether the legal person has in common 

shareholders with other legal persons 
Legal representatives in 

common 
Denotes whether the legal person has in common legal 
representatives with the other connected legal person 

Addresses in common Indicates whether the legal person has a in common the 
address with the other connected legal person 

Operability sense Indicates whether the legal person transactions amounts 
coincide with its assets 

Logic of financial relation Refers whether the economic activity of linked legal 
persons makes sense 

Deposited resources 
permanence 

Average time between consecutive deposits and 
withdrawals 

Shareholder’s age Average age of shareholders 
Tenure Time of relationship with the financial institution 

Source: Own elaboration. 
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external connections. To show how the proposed methodology works, 
three random samples of 3,284, 2,550 and 3,148 connections of legal 
persons active in June 2019, September 2020, and November 2021 
(evaluation periods) in the financial institution were taken, respectively. 
52, 41 and 49 from the 3,284, 2,550, and 3,148 relationships are 
confirmed as shell companies’ activities, respectively. As historical, so-
cial networks, those created monthly from June 2018 to May 2019, 
September 2019 to August 2020, and November 2020 to October 2021 
were considered to set the expected/normal behaviour. 

As mentioned, once the unique pairs of connected legal persons are 
defined for the evaluation period, the next step is the assignment of risk 
metrics for getting the intensity of the connections. The risk metrics for 
the institution in this study are defined as values from 0 to 100 without 
including 0. The elimination of zero is based on the logic that a legal 
entity will always have the latent risk of making transactions related to 
shell companies. Below we explain the criteria for the risk metrics 
assignment set by the compliance department and risk committee. 

4.1. Measure 
⃒
⃒
⃒
⃒
outt − int

outt

⃒
⃒
⃒
⃒

The risk assignation for this measure in the month “t” is as shown in 
Table 3: 

When a shell company is made with the goal of trading fake invoices, 
a well-defined pattern is observed according to Barajas et al. (2011) and 
Cruz-Pérez (2020). The shell company offers a fictitious product “g” at 
an “out” price to another company (recipient) that wishes to deduct the 
tax rate “δ”. The receiving company pays “out” and almost immediately 
receives back the amount “in” less than “out” from the shell company by 
electronic transfer. The difference out − in represents the profit of the 
shell company and δ⋅out the amount deducted by the receiving company 
before the tax authority. The benefit for the recipient company is ob-

tained when 
⃒
⃒
⃒
⃒
outt − int

outt

⃒
⃒
⃒
⃒ < δ. Experience in Mexico shows that this pro-

portion is commonly<10% and between 10% and 16% in a few cases. 

16% is the value-added tax in Mexico. For this reason, the metric 
⃒
⃒
⃒
⃒
outt − int

outt

⃒
⃒
⃒
⃒

is created and it is assigned a higher risk in values<0.16 and greater than 
0. The absolute value is applied to contemplate that any of the two 
connected legal entities can be a buyer or a seller of fictitious invoices. 

4.2. Economic activity 

The institution has over 1000 types of economic activities. These are 
classified into three levels of risk according to their relationship with the 
action mechanisms of shell companies. The high risk is assigned the 
metric 100, the medium 60 and the low 20. In this way, legal entities 
with economic activities such as real estate investments and charity will 
have a metric of 100, and those with agricultural activities will have a 
metric of 20, as an example. 

4.3. Politically exposed people, operations with the government, address 
sense and virtual offices 

These are binary variables classified as high risk if the attribute is 

present and low otherwise. If the legal representative of the legal entity 
is politically exposed, it is assigned a metric 100 and 3.33 otherwise. If 
the legal entities have at least one operation with the government in the 
month of analysis, it is assigned the value of 80 for high risk and 20 for 
the low one. When the economic activity of the legal entity does not 
coincide with what is observed in the physical address, it is assigned a 
risk value of 90 and 15 otherwise. An example of non-coincidence is 
observed when the legal entity declares that his economic activity is the 
sale of jewellery, but in his physical address, it turns out to be a common 
home. The presence of virtual offices makes it more challenging to verify 
the real existence of a company’s operations. It is one of the mechanisms 
used by shell companies to hide their identity. For this reason, operation 
through virtual offices assigns a value of 100 for high risk and 10 for low. 

4.4. Economic shareholders, legal representatives, and addresses in 
common 

For these variables, two levels of risk are defined, low and high. If the 
connected legal entities have legal representatives in common, a value of 
100 is assigned for high risk and 10 for low risk. In the same way for 
addresseses in common, the high risk is assigned metric 70 and 10 for 
the low one. If the legal entities have shareholders in common with other 
legal entities even though they are not connected, a value of 85 is 
assigned for high risk and 15 for low risk. 

4.5. Operability sense 

The return on assets (ROA) is a financial ratio used to measure the 
ability of the company to generate income with its assets under man-
agement. It is calculated for a certain period “t”, for example, monthly, 
and is mathematically expressed as ROAt = Net incomet

Total assetst
. Banks usually use 

this ratio to measure the profitability of a company when granting it a 
loan. Values of this ratio between 0.05 and 0.5 are considered acceptable 
and greater than 0.5 more than acceptable. Shell companies by their part 
tend to have much greater returns than other similar licit entities due to 
the lack of systematic risks and assets (Floros & Sapp, 2011). 

To determine if the operation of a legal entity coincides with its 
managed assets, the RTt reason is defined for the period “t”. This mea-
sure expresses the proportion that the transactions made by the legal 
entity represent of the total assets, mathematically it is calculated as: 

RTt =
Sum of transactions amountst

Total assetst
(8) 

It is assumed that the sum of transaction amounts made in period “t” 
is positively correlated with the income received in the same period “t”. 
Under this pattern, it is decided to make a classification into three risk 
levels for the RTt measure. It is assigned a value of 100 for high risk 
when RTt >= 1, 55 for medium risk when 0.5 <= RTt < 1 and 10 for 
low risk when 0 <= RTt < 0.5 . 

4.6. Logic of financial relation 

This variable has three levels of risk created based on the sense of the 
business relationship between two legal persons. For example, a legal 
person dedicated to producing livestock feed will have a close and 
meaningful relationship with a legal person dedicated to the breeder and 
sale of livestock. A legal person devoted to the specific sale of laptops 
and cell phones will have an average relationship with a legal person 
dedicated to producing household electrical appliances. The relation-
ship between a jewellery store makes little sense with a legal person 
involved in footwear production. For a sense of commercial relationship, 
a high-risk value of 90 is assigned, 50 for medium sense and 10 for low 
sense. 

Table 3 
Assigned metrics.  

Value Risk Metric 
⃒
⃒
⃒
⃒
outt − int

outt

⃒
⃒
⃒
⃒<=0.1 - {0} 

100 

0.1<
⃒
⃒
⃒
⃒
outt − int

outt

⃒
⃒
⃒
⃒ < 0.16 

80 

Other 10 

Source: Own elaboration. 
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4.7. Permanence of deposited resources 

As described in section 2, two of the stages of money laundering in 
financial systems are the introduction of resources (placement) and their 
distribution in other accounts (layering). A suspicious pattern observed 
in money laundering and fraud cases is that the deposited resources have 
little permanence in the initial account. The criminal tries to move the 
resources to other accounts as soon as possible to blur their origin. Under 
this behaviour, the following risk metrics are assigned according to 
Table 4: 

4.8. Shareholders’ age 

Having young shareholders, including minors age, are common 
patterns observed in the action mechanisms of shell companies. It is 
intended to divert attention from the primary beneficiary. Since a legal 
person can have more than one shareholder, their average age is 
calculated, and the risk metric is assigned according to Table 5. 

4.9. Tenure 

The short lifespan of shell companies is an important feature and why 
they are sometimes called “ghost companies”. They appear to serve as a 
vehicle to commit various crimes and then disappear in a short time 
before being discovered. Based on this mechanism of action, the risk 
metrics assigned to the different tenure levels are shown in Table 6. 

4.10. Network and intensities creation 

In a particular evaluation month, the raw data of active customers is 
extracted from the data warehouse with all their attributes in the form of 
columns. Subsequently, a risk value is assigned according to the value of 
the attributes. Table 7 shows the attributes as extracted and risk metrics 
assigned for two connected legal persons in June 2019 (two legal per-
sons with transactions in at least one direction). 

If the legal entity has virtual offices, “YES” is assigned, otherwise 
“NO”. If the economic relationship between two legal entities makes 
sense, “YES” is given, otherwise “NO”. If companies have operations 
with the government, “YES” is assigned, otherwise “NO”. If the financial 
operation of the entities makes sense with their assets, “YES” is given, 
otherwise “NO”. If two legal entities have addresseses, legal represen-
tatives, or shareholders in common, “YES” is assigned, otherwise “NO”. 
If the physical address of the legal entity makes sense with its economic 
activity, “YES” is set, otherwise “NO”. Fig. 2 shows how the connection 
of the two legal persons “C8270” and ”C9676” are represented in the 
social network. 

The connection intensity is obtained using equation (4), whose 
weights are the standard deviations of the attributes in the data set. 

IC8270,C9676
June 2019 =

64.36(100 + 100) + 39.99(100 + 40) + ...+ 54.57(80 + 100)
64.36 + 39.99 + ...+ 54.57

= 164.08
(9) 

Regarding the 12-month history for this connection, Table 8 shows 
the intensities recorded. 

Table 8 shows the expected connection intensity for the given couple 
of nodes taking as weights the increasing probabilities. It is observed 
that the connection intensity of the evaluation period (164.08) is greater 
than the expected connection intensity (150.5811). If, in addition to 
this, the connection intensity in the evaluation period is greater than the 
optimal risk threshold, the connection will be classified as suspicious. 

5. Results and discussion 

Currently the methodology is implemented in a financial institution 
and executed monthly automatically. To show the results obtained from 
its application, 3 different evaluation periods were considered, June 
2019, September 2020, and November 2021. Fig. 3 shows the social 
networks resulting from the random samples taken. 

If we zoom one of them, we can observe the connection intensities 
between nodes, the number in the middle of the link. See Fig. 4. 

From Fig. 4 it can be observed that because the sum of the weights in 
the intensity function is equal to 1 and the individual risk metrics are in 
the range (0,100], the value of the connection intensity fluctuates in the 
range (0, 200]. At first glance, it seems tempting to think that suspicious 
connections would be in the densest part of the network. In those legal 
entities that make a greater number of transactions with other entities in 

Table 4 
Assigned metrics.  

Average permanence of deposited resources Risk metric 

One day 100 
One week 80 
Two weeks 60 
One month 40 
More than one month 20 

Source: Own elaboration. 

Table 5 
Assigned metrics for shareholders’ age.  

Shareholder average age Risk metric 

No identified 100 
Average age < 18 100 
18 <= Average age < 65 33.33333333 
Average age >=65 66.66666667 

Source: Own elaboration. 

Table 6 
Assigned metrics for tenure.  

Tenure Risk metric 

Tenure < 1 years 100 
1 year <=Tenure < 3 years 75 
3 years <=Tenure < 5 years 50 
Tenure >=5 years 25 

Source: Own elaboration. 

Table 7 
Raw data.   

Attribute Values Risk Metric 

Client ID C8270 C9676   
Virtual offices YES YES 100 100 
Resource permanence One day One month 100 40 
Financial relationship NO NO 90 90 
Tenure Tenure < 1 

years 
3 years <=Tenure 
< 5 years 

100 50 

Operations with 
government 

YES YES 80 80 

Operability sense NO NO 100 100 
Economic activity LOW HIGH 20 100 
PEP YES YES 100 100 
Addresses in common YES YES 70 70 
Legal representatives 

in common 
YES YES 100 100 

Average shareholders 
age 

18 <= Average 
age < 65 

18 <= Average 
age < 65 

33.33 33.33 

Shareholders in 
common 

YES YES 85 85 

Address sense NO YES 90 15 
False invoice criterium MEDIUM HIGH 80 100 
Source: Own 

elaboration.      
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a certain period. But as is explained in sections 3.1 and 3.2, this does not 
always suggest suspicious activity. For the financial institution of this 
article, high-density areas of the network correspond to transactions 
between legal persons belonging to the same geographical location and 
similar economic activities rather than suspicious behaviour. Therefore, 
focusing on connection intensities rather than high-density areas is more 
relevant. 

For the self-comparison, the compliance committee decides to give 
an initial weight of 0.0628 for the intensities of the oldest network with 
successive increases of 5% for the intensities of more recent networks. 
The initial weight is the initial term of a geometric progression with ratio 
1.05 (so that the terms grow 5%) and whose sum of 12 terms is 1 (12 
terms because we have 12 months of history). Part of the dynamic 
structure of the historical networks is shown in Fig. 5. 

Once the last optimal risk threshold and expected intensities are 
determined, the rule defined in section 3.2 is implemented. 

If Ii,j
T > αlast and Ii,j

T > I
i,j
Texpected

then classify the connection 
as suspicious 

In other words, if the connection intensity between the legal entities 
“i”, “j” is greater than a predetermined risk threshold and in turn greater 
than the expected intensity, the connection is classified as suspicious, 
and an alert is generated. Due to the connection intensity takes values in 
the range (0,200], the predetermined threshold αlast can vary in the same 

interval. Historically, the last optimal risk threshold αlast for the com-
pany has fluctuated from 130 to 140 obtained in the different evaluation 
months. It is important to mention that this is not a typical supervised or 
unsupervised machine learning methodology where training and test 
sets are usually defined. The proposed method takes the last optimal risk 
threshold available from the last evaluation and incorporates it into 
dynamic social networks to classify future connections as “suspicious” or 
“not suspicious”. This optimal threshold is not obtained from month to 
month regularly since it depends on the existence of confirmed real 
cases. In some months, the number of confirmed cases can be zero, 1 or 
2, not enough for a recalibration. The availability of confirmed cases 
depends on the joint investigation times of the compliance, risk and 
intelligence unit areas that do not generate results on a regular basis. 
Despite this, experience has shown excellent results in the evaluation 
period, even when an optimal threshold obtained up to one year ago is 
used. The reason is that from the 14 variables proposed in Table 2, only 
permanence of deposited resources, operations with the government, 

operability sense and 
⃒
⃒
⃒
⃒
outt − int

outt

⃒
⃒
⃒
⃒ change significantly from one month to 

another, while the rest of the variables suffer minimal variations. 
Fig. 6 shows the different balanced accuracies, and thresholds for the 

three evaluation periods tested. The optimal risk thresholds are 137 and 
138, achieving a balanced accuracy above 0.90. This shows the exis-
tence of an optimal threshold for which the proposed methodology 
performs very well. 

Table 9 shows the balanced accuracy from the application of the 
methodology using the 137 and 138 as the values of αlast. The results of 
the proposed methodology were compared with those ones of the pre-
vious system. The financial institution implemented a rule-based system 
with the problem of low accuracy and high false positive rates. The rules 
are made up of a set of conditions that portray a suspicious profile of 
transactions. Conditions are joined by logical operators such as “AND” 
or “OR”. For example, a suspicious transaction profile can be defined if 
the customer is a politically exposed person (PEP), and the transaction 
amount exceeds 10,000 USD. It may be noted that this suspicious profile 
has 2 conditions that must be fulfilled at the same time. Condition (1) is 
“The client is PEP”, condition (2) is “Transaction amount exceeds 10,000 
USD”, and the need for both conditions to be met at the same time is 
resolved by joining them with “AND”. Usually a rule-based system has 
tens or hundreds of rules for various risk profiles. The comparison is 
shown below. 

It is observed that the proposed methodology has significantly better 
detection accuracy than the previous rule system in the three evaluation 
periods. The accuracy is stable over time in the first method (proposed), 

Fig. 2. Nodes connection. Source: Own elaboration.  

Table 8 
Historical social networks.  

Month Connection 
Intensity 

Group Comparison Probabilities 
(Weights) 

June 2018  150.2421339  0.0628 
July 2018  145.549936  0.0659 
August 2018  149.8475475  0.0692 
September 

2018  
152.9631814  0.0726 

October 2018  141.2373594  0.0763 
November 

2018  
155.8850222  0.0801 

December 
2018  

156.3391216  0.0841 

January 2019  149.5647064  0.0883 
February 2019  147.909981  0.0927 
March 2019  141.7581894  0.0974 
April 2019  163.0857826  0.1022 
May 2019  150.1494249  0.1084 
Expected Connection Intensity  150.5811 

Source: Own elaboration. 
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while in the second one (rule system) is more fluctuating. In fact, a 
decrease in the accuracy is noted for the rule system in September 2020 
that the pandemic emergence might cause. The proposed model 
remained stable in the same period, even with an increase in the accu-
racy. Stability is a characteristic that is sought in every detection model 
that avoids recalibrations and profound changes in its design in the short 
term. Rule models tend to be unstable, requiring constant recalibration 
of their conditions, thresholds, and logic. A disadvantage that implies 
more time invested by the development team and more extra costs. 
Turning to specific metrics, the true positive rate is also notoriously 
higher in the proposed methodology than in the rules system. It is also 
more stable in the three evaluation periods. Although the false positive 
rate does not look high in both models, the rules methodology doubles 

the rate of the proposed methodology in September 2020 and November 
2021. This difference becomes important when the number of daily 
transactions is counted in the millions. The cases classified as suspicious 
are investigated by the risk and compliance committees involving 
human resources, time, and monetary costs. If the false-positive rate is as 
low as possible, the mentioned demands are also reduced. What is 
observed as a relevant problem is the false negative rate, which is 
markedly great in the rules methodology in the three evaluation periods. 
A high rate of false negatives implies many suspected cases not suc-
cessfully detected. 

The high level of accuracy of the proposed methodology shows that 
the detection of shell companies in the financial systems strongly de-
pends on the interaction of various attributes in the flow of transactions. 

Fig. 3. Description of social networks. Source: Own elaboration.  

Fig. 4. Zoom description of connection intensities. Source: Own elaboration.  
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Centrality metrics as those implemented by Joaristi et al. (2019) and 
Tiwari et al. (2021) can be biased by flows between companies with 
related economic activities (economic relations that make sense) and 
financial operations in the same geographic areas. Mechanism and 
techniques of shell companies’ action as those reported by FATF are also 
of great importance. Although studies as Pawde et al. (2018) and Luna 
et al. (2018) have considered the industrial sector, number of employees 
and revenues, in simulated data, the reality in financial systems makes 
necessary to incorporate more mechanisms present in the interaction 
between legal entities such as the nature of business relations, 
addresseses in common, virtual offices, etc. The same applies when 
metrics obtained from financial statements are considered as the main 
criteria of detection, as in Aggarwal and Dharni (2020). There are many 
reasons why a company’s transactionality does not match its revenues or 
recorded assets. In the financial system it is common to see legal entities 
with peak sales periods (with atypical revenue increase) maintaining the 

same level of assets without necessarily being shell companies. The 
latter originated by the sudden launch of temporary campaigns and 
promotions or beneficial macroeconomic conditions. Also, it is observed 
legal entities with revenues that match their assets, stable trans-
actionality and healthy financial ratios, but a deeper look reveals that 
they are in a stable market of fake invoices through a virtual office with 
other companies with the same legal representatives and shareholders. 

The detection of shell companies in financial institutions must be a 
task with methodologies adapted to their particular mechanisms of ac-
tion. Its detection should not be considered as implicit in methodologies 
to detect money laundering, corruption, fraud or other financial crimes. 
This would vanish the chances of successful detections. 

6. Conclusions 

This study proposed an innovative methodology that incorporates 

Fig. 5. Historical social networks. Source: own elaboration.  
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group and self-comparisons into dynamic social networks for the 
detection of shell companies. The existence of an optimal risk threshold 
that maximizes the balanced accuracy prediction is shown. Also, with 
the mentioned threshold, it is possible to obtain a low acceptable rate of 
false positives that contribute to reducing time, human resources, and 

financial costs in suspicious cases investigations of shell companies. 
Currently the technique is implemented in an important Mexican 

financial company with positive results. Inspired by this, any institution 
is motivated to make full or partial use of the proposal presented ac-
cording to its need. The mass application of the proposed methodology 
by financial institutions would allow the timely identification of shell 
companies and the implementation of sanctions by the financial intel-
ligence units. This would give the governments of the countries greater 
control over shell companies’ activities and therefore, a reduction in 
their main crimes of tax avoidance and money laundering cases. 

However, this article is not free of limitations. In the implementa-
tion, it is also recommended to consider the fact of not regularly owning 
with confirmed cases of shell companies to obtain the optimal risk 
threshold. This can cause a particular bias in predicting cases when the 
period between the last optimal threshold obtaining, and the evaluation 
period is very long (for example, more than one year). Another limita-
tion is not considering connections with clients in other financial in-
stitutions. From the latter, future investigation lines will be focused on 
modelling suspicious internal connections and connections between an 
internal legal person and an external one belonging to another financial 
institution. 
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Avendaño, F., & Chávez, I. (2019). El arte de la simulación: casos emblemáticos de 
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