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Chapter 1

In tro duction

In Computer Science, formal metho ds refer to the area that is concerned with the applica-

tion of mathematical tec hniques to the sp eci�cation, design, implemen tation and v eri�cation

of computer hardw are and (more usually) soft w are. The use of formal metho ds in Computer

Science is increasing b ecause of the follo wing t w o main reasons:

The correctness problem pro ducing soft w are that is �correct� is famously di�cult but,

b y using rigorous mathematical tec hniques, it is p ossible to mak e pro v ably correct

soft w are.

Programs are mathematical ob jects and they are expressed in a formal language, they

ha v e a formal seman tics, and programs can b e treated as mathematical theories.

The use of formal metho ds is esp ecially relev an t in reliable systems where, due to safet y

and securit y reasons, it is imp ortan t to ensure that errors are not included during the dev elop-

men t pro cess. F ormal metho ds are particularly e�ectiv e when used early in the dev elopmen t

pro cess, at the requiremen ts and sp eci�cation lev els, but can b e used for a completely formal

dev elopmen t of a system.

The formal represen tation of real systems allo ws to rigorously analyze their prop erties. In

particular, it allo ws to establish the c orr e ctness of the system with resp ect to a sp eci�cation

or the ful�llmen t of a sp eci�c set of required conditions, to c hec k the seman tic e quivalenc e

of t w o systems, to analyze the pr efer enc e of a system to another one with resp ect to a giv en

criterion, to predict the p ossibilit y of inc orr e ct b ehaviors , to establish the p erformanc e lev el

of a system, etc.

In this w a y , formal testing tec hniques [BU91a , L Y96 , Lai02 , RMN08, HBB

+
08] allo w to

test the correctness of a system with resp ect to a sp eci�cation. F ormal testing originally
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targeted the functional b eha vior of systems, suc h as determining whether the tested system

can, on the one hand, p erform certain actions and, on the other hand, do es not p erform

some unexp ected ones. The application of formal testing tec hniques to c hec k the correctness

of a system requires to iden tify the critic al asp ects of the system, that is, those asp ects

that will mak e the di�erence b et w een correct and incorrect b eha viors. While the relev an t

asp ects of some systems only concern what they do, in some other systems it is equally

relev an t how they do what they do. In the last y ears formal testing tec hniques also deal with

non-functional prop erties. F or instance, the probabilit y of an ev en t to happ en or the time

that it tak es to p erform a certain action ma y b e considered critical in a real-time system.

The activit y of conformance testing is essen tially fo cused on v erifying the conformit y of a

giv en implemen tation to its sp eci�cation. In most cases testing is based on the abilit y of a

tester that stim ulates the implemen tation under test and c hec ks the correction of the answ ers

pro vided b y the implemen tation. The application of formal testing tec hniques to c hec k the

correctness of a system requires to iden tify the critic al asp ects of the system, that is, those

asp ects that will mak e the di�erence b et w een correct and incorrect b eha vior. In this line,

the time consumed b y eac h op eration should b e considered critical in a real-time system.

The testing comm unit y has sho wn a gro wing in terest in extending these framew orks so that

not only functional prop erties but also quan titativ e ones could b e tested. Th us, during

the last y ears there ha v e b een sev eral prop osals for timed testing (e.g. [MMM95, CL97 ,

HNTC99 , SVD01 , EDK02 , KT05 , HW05, BB05 , NR06 , MNR08b, MNR08c ]). Ho w ev er, in

some situations this activit y b ecomes di�cult and ev en imp ossible to p erform. F or example,

this is the case if the tester is not pro vided with a direct in terface to in teract with the

implemen tation under test ( IUT ).

Most formal testing approac hes consist in the generation of a set of tests that are applied

to the implemen tation in order to c hec k its correctness with resp ect to a sp eci�cation. Th us,

testing is based on the abilit y of a tester to stim ulate the IUT and c hec k the correction of the

answ ers pro vided b y the implemen tation. Ho w ev er, in some situations this activit y b ecomes

di�cult and ev en imp ossible to p erform. F or example, this is the case if the tester is not

pro vided with a direct in terface to in teract with the IUT or the implemen tation is built from

comp onen ts that are running in their en vironmen t and cannot b e sh utdo wn or in terrupted

for a long p erio d of time. The activit y of testing could b e sp ecially di�cult if the tester m ust

c hec k temp oral restrictions. In these situations, the instrumen ts of measuremen t could b e not

so precise as required or the results could b e distorted due to mistak es during the observ ation.

As a result, undisco v ered faults ma y result in failures at run time, where the system ma y
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p erform un tested traces. In these situations, there is a particular in terest in using other t yp es

of testing tec hniques suc h as p assive testing . In passiv e testing the tester do es not need to

in teract with the IUT . On the con trary , execution traces are observ ed and analyzed without

in terfering with the b eha vior of the IUT . P assiv e testing has v ery large application domains.

F or instance, it can b e used as a monitoring tec hnique to detect and rep ort errors (this is the

use that w e consider in this Master Thesis), in net w ork managemen t to detect con�guration

problems, fault iden ti�cation, or resource pro visioning, it can b e also used to study the

feasibilit y of new features as classes of services, net w ork securit y , and congestion con trol.

Usually , execution traces of the implemen tation are compared with the sp eci�cation to detect

faults in the implemen tation. commonly the sp eci�cation has the form of a �nite state

mac hine ( FSM ) and the studies consist in v erifying that the executed trace is accepted b y the

FSM sp eci�cation. A dra wbac k of the �rst approac hes is the lo w p erformance of the prop osed

algorithms (in terms of complexit y in the w orst case) if non-deterministic sp eci�cations are

considered. In passiv e testing w e remark an approac h prop osed in [CGP01 ]. There, a set of

prop erties, called invariants , w ere extracted from the sp eci�cation and c hec k ed on the traces

observ ed from the implemen tation to test their correctness. One of the dra wbac ks of this

w ork w as the limitation on the grammar used to express in v arian ts. A new formalism that

o v ercomes this restriction for expressing in v arian ts w as presen ted in [A CN03 ]. It allo ws to

sp ecify wild-card c haracters in in v arian ts and to include a set of outputs as termination of

the in v arian t. This approac h w as extended and revised in [BCNZ05]. There, a new kind of

in v arian ts w as in tro duced: Obligation in v arian ts.

The w ork rep orted in this Master Thesis extends the approac h prop osed in [BCNZ05 ] in

order to deal with timed restrictions. Next, w e informally in tro duce the formalism to express

temp oral conditions in the in v arian ts: Timed in v arian ts. In tuitiv ely , an in v arian t expresses

the fact that eac h time the implemen tation under test p erforms a giv en sequence of actions,

then it m ust exhibit a b eha vior in a lapse of time re�ected in the in v arian t. W e distinguish

b et w een timed restrictions related to eac h action in the trace represen ted in the in v arian t

and the one corresp onding to the whole trace. F or example w e could represen t prop erties as

�Each time that a user applies �a� and observes �y� the amount of time the system

sp ends to p erform the action �y� is b etwe en 3 and 5 time units; if after p erforming

some op er ations the user applies �b� then he must observe �z� b efor e 2 time units

and the p erformanc e of al l these actions must not exc e e d 10 time units� .

�Each time that a user asks for c onne ction and the c onne ction is gr ante d, if after

p erforming some op er ations the user asks for disc onne ction then he is disc on-
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ne cte d, and the amount of time the system sp ends to p erform the disc onne ction

is b etwe en 1 and 4 time units.�

�Each time that a user asks for a r esour c e (e.g. a web p age) either the r esour c e

is obtaine d or an err or is pr o duc e d, it do es not matter the amount of time that

has p asse d.�

In this w ork w e study t w o formal testing metho dologies where the temp oral b eha vior of

systems is tak en in to accoun t. A simple extension of the classical concept of T emp or al Finite

State Machine ( TFSM ) will allo w a sp eci�er to explicitly denote temp oral requiremen ts. In

one metho dology w e consider that the notion of time is represen ted b y using �xed timed

v alues and in terv als. In the second metho dology time is represen ted b y using sto c hastic

time. With these approac hes, p erformance v alues ma y c hange after eac h transition. In fact

it ma y happ en that if w e p erform t w o (or more) times the same transition, eac h p erformance

tak es a di�eren t amoun t of time. A transition suc h as s
i=o

��! t s0
indicates that if the mac hine

is in state s and receiv es the input i , it will p erform the output o and reac h the state s0
after

t units of time. A transition as s
i=o

��! F s0
indicates that if the mac hine is in state s and

receiv es the input i , it will p erform the output o and reac h the state s0
after a certain time

t according to the probabilit y distribution function F .

In our approac h, w e p erform t w o t yp es of prop ert y v eri�cation: One on the sp eci�cation

and another one on the traces generated b y the implemen tation. Due to the fact that w e

assume that timed in v arian ts can b e supplied b y the tester, the �rst step m ust b e to c hec k

that the in v arian t is in fact correct with resp ect to the sp eci�cation. T w o new extensions

of the algorithm prop osed in [BCNZ05] to c hec k this correctness are pro vided, taking in to

accoun t the timed conditions that app ear in timed in v arian ts. The next step is to c hec k

whether the trace pro duced b y the IUT resp ects timed in v arian ts. In this case, w e prop ose

new algorithms that are adaption of the classical algorithms for string matc hing. They

w ork, in the w orst case, in time O(m � n) where m and n are the length of the trace and the

in v arian t, resp ectiv ely . Let us remark that w e cannot ac hiev e complexities as go o d as the

ones in classical algorithms b ecause w e ha v e to �nd all the o ccurrences of the pattern.

The rest of this Master Thesis is structured as follo ws. In Chapters 2 and 3 w e review

the state-of-the-art on formal testing of timed systems and on passiv e testing and monitor-

ing tec hniques, resp ectiv ely . In Chapter 4 w e presen t t w o new metho dologies to p erform

passiv e testing based on in v arian ts for systems that presen t temp oral restrictions. In b oth

framew orks, w e presen t algorithms to decide the correctness of the prop osed in v arian ts with

resp ect to a giv en sp eci�cation. Once w e kno w that an in v arian t is correct, w e c hec k whether
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the execution traces observ ed from the implemen tation resp ect the in v arian t. In Chapter 5,

w e presen t the main features of a new to ol, called P asTe , that helps in the automation of

our passiv e testing approac h. In particular, all of the algorithms presen ted in this w ork are

fully implemen ted. Finally , in Chapter 6 w e giv e our conclusions and sk etc h some lines for

future w ork.

Some of the con ten ts of this Master Thesis ha v e already b een published in the A TV A 2008

Conference [AMN08].
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Chapter 2

State-of-the-Art: T esting and Timed

Extensions

With the gro wing signi�cance of computer systems, tec hniques that assist in the pro-

duction of reliable soft w are are b ecoming increasingly imp ortan t. The complexit y of man y

computer systems requires the application of a battery of suc h tec hniques. T w o of the

most promising approac hes are formal metho ds and testing . T raditionally formal meth-

o ds and testing ha v e b een seen as riv als. Th us, there w as v ery little in teraction b et w een

the t w o comm unities. In recen t y ears, ho w ev er, these approac hes are seen as complemen-

tary [Hoa96 , BBC

+
02]. The links b et w een testing and formal metho ds go w ell b ey ond

generating tests from a formal sp eci�cation. The presence of a formal sp eci�cation or mo del

mak es it p ossible for the tester to b etter understand what it means for a system to pass a

test. This ma y b e ac hiev ed through the use of test hyp otheses [Gau95 ] or design for test

c onditions [IH97, HI98]. Similar ideas can b e found in the generation of tests from �nite

state mac hines in whic h some fault mo del is assumed (see, for example, [IT97 ]). Using these

approac hes it is p ossible to generate tests that determine correctness under certain w ell un-

dersto o d conditions, circum v en ting Dijkstra's famous aphorism that testing can sho w the

presence of bugs, but nev er their absence [Dij72].

As w e observ e, since there is plen t y of w ork in the area of formal testing metho dologies, w e

ha v e review ed the �eld b y concen trating on general ideas, without pa ying to o m uc h atten tion

to sp eci�c pap ers on the area. In this c hapter w e will restrict the scop e to deal only with

formal testing tec hniques for analyzing the temp or al b eha vior of systems. First, w e will

brie�y consider some formalisms that ha v e b een prop osed for represen ting real-time systems

and systems where time pla ys a relev an t role in terms of temp oral constrain ts, p erformance,

7
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etc. Next, w e will describ e tec hniques that ha v e b een prop osed to test the correctness of

implemen tations with resp ect to sp eci�cations de�ned b y means of the previous formalisms.

2.1 F ormalisms to represen t Time

Though time a�ects an y system, the in terest of researc hers to explicitly include it in

formal mo dels is relativ ely recen t. The dev elopmen t of net w ork ed and distributed systems,

m ultimedia systems, and real-time systems led to a new scenario where p erformance asp ects

and temp oral requiremen ts b ecame relev an t topics of in terest. Essen tially , the b eha vior of a

system ma y dep end on the passage of time in the follo wing t w o w a ys:

� After a user request a computation, the system ma y need a p erceptible time to com-

plete it. This amoun t of time ma y mak e the di�erence b et w een an acceptable and an

unacceptable p erformance, that is, b et w een a system that is considered either correct

or incorrect.

� Sometimes the passage of time is not a dra wbac k but a requiremen t. That is, a system

ma y b e required to w ait a giv en amoun t of time b efore a certain op eration is p erformed,

while p erforming it b efore this time could b e incorrect.

Explicitly including this information in sp eci�cation formalisms is not straigh tforw ard.

On the one hand, the syn tax of the language m ust allo w the represen tation of these require-

men ts in an expressiv e w a y . On the other hand, the op erational seman tics m ust b e able to

denote the passing of time in a handleable fashion. F or instance, if a system ma y idle 3

seconds then it can also sta y idle 2 seconds. In general, giv en a system con�guration, the

di�eren t time amoun ts that are relev an t for the description of the system represen t a v ery

high n um b er (they could b e ev en uncoun table!). Let us note that, ev en if w e consider that

time is discrete, making the language seman tics to denote arbitrary dela ys b y successiv ely

iterating the pass of a giv en atomic unit of time is unfeasible. Hence, a suitable represen ta-

tion of arbitrary dela ys is required. Similarly , if the sp eci�cation allo ws to w ait an y amoun t

of time b et w een 4 and 12, then it is unfeasible to mak e the sp eci�cation to explicitly denote

all the allo w ed time v alues one after another (i.e., 4, 5, . . . , 12 if time is discrete). Instead,

a prop er compact represen tation is required.

Moreo v er, there are sev eral w a ys to in terpret temp oral requiremen ts. On the one hand,

w e ma y consider that temp oral requiremen ts are strict . F or example, w e ma y require that

some ev en t o ccurs after exactly 3 seconds. On the other hand, w e ma y relax this requiremen t
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b y considering temp oral intervals . Moreo v er, w e ma y consider that temp oral requiremen ts

are de�ned in pr ob abilistic terms , that is, w e require that something o ccurs b efore t units of

time with a giv en probabilit y p. These di�erences a�ect b oth the de�nition of sp eci�cations

and the b eha viors extracted from them.

F ormalisms to describ e timed systems are usually extensions or adaptations of other

formalisms previously prop osed to denote systems where time is not explicitly considered.

Next w e brie�y sk etc h some of these formalisms. First, w e will consider formalisms where

time is not de�ned in probabilistic terms. This do es not necessarily mean that w e ha v e to

express time requiremen ts b y using �x v alues. As w e will sho w later, sp eci�cations ma y

denote that any time that ful�lls a giv en constrain t (e.g., b elonging to a giv en in terv al) is

allo w ed. Next, systems allo wing to denote sto chastic time will b e review ed.

2.1.1 Represen tation of non-probabilistic time

Next w e consider sp eci�cation formalisms where time is not de�ned in probabilistic

terms. Sev eral mo dels for the analysis and sp eci�cation of timed systems ha v e b een de-

vised, including timed P etri nets [Sif77 , Zub80 ], the duration calculus [CHR91], and a

v ariet y of extensions of automata with time information (e.g., [L V96 , SGSL98 , VPC02 ,

LSV03 , PCVM04, BV C05 ]). Ho w ev er, the mo del that has b een widely accepted is time d

automata [AD90, AD94, HNSY94 ]). Inheren tly , if w e wish to represen t dense time then

a timed system induces an in�nite b eha vior. Timed automata prop ose a sym b olic w a y to

describ e this in�nite b eha vior. In so doing, they enable a full state space exploration b y

tra v ersing a symb olic al ly �nite state space. This is mainly the reason for the p opularit y of

this mo del.

A timed automata represen ts the b eha vior of a system in terms of a �xed set of clo c ks.

During the execution of the automaton, eac h clo c k has an asso ciated time v alue. When the

automaton so journs in a state, clo c k time v alues increase in a sync hronous manner. The

transitions of the automaton are instan taneously executed, ma y dep end on some condition

on clo c ks, and ma y cause some clo c k to b e set to a giv en v alue. More precisely , timed

automata transitions are of three kinds:

� A ctions , used to express the o ccurrence of ev en ts and to sync hronize system comp o-

nen ts (when comp osing in parallel sev eral timed automata),

� guar ds , expressing conditions on clo c ks, and

� clo ck setting ev en ts.
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Let us note that the represen tation of time passage in a timed automata is symb olic in

the sense that the temp oral b eha vior of the system is expressed b y means of ev en ts lik e

clo c k setting and clo c k constrain ts instead of c oncr ete (real-v alued) time transitions. This

mak es it p ossible ha v e a �nite represen tation of the system b eha vior, hence the c hance of

analyzing some of its prop erties in a computable w a y , ev en if the time domain is assumed

to b e (con tin uously) in�nite. On the other hand, the seman tics of timed automata (the

meaning of the sym b olic represen tation) is usually de�ned in terms of an inheren tly in�nite

c oncr ete seman tic mo del whic h mak es use of real-v alued timed transitions.

Timed automata ha v e serv ed as a mo del for man y mo del c hec king algorithms, see for

example [A CD93 , HNSY94, YPD95 , A CH94, DO Y95 , D Y95 ], and to ols that implemen t these

algorithms suc h as Kronos ([DOTY96 , BDM

+
98]), UPP AAL ([BLL

+
96 , LPY97 , BLL

+
98])

and HyT ec h ([HHWT95]). These to ols w ere used in a div ersit y of case studies (e.g., [HWT95,

D Y95 , BGK

+
96 , MY96, DKR T97 , LPY98 ]).

A pro cess algebraic approac h for timed systems has also b een pursued. Originally , time

w as included in a discrete fashion (e.g. [MT90 , NS91, Gro91 , Han91, QF A93 , BB96]), that

is, time is represen ted as a tick action that describ es the passage of a single time unit. These

pro cess algebras are adequate to mo del digital systems but it could b e argued that they

cannot describ e real-time systems in a natural w a y .

1

F or this reason, dense time pro cess

algebras w ere dev elop ed (e.g., [Yi90, BB91, SDJ

+
92 , LL97 ]). Some of these pro cess algebras

ha v e b een formally related to timed automata (e.g., [NSY92, BHKR95]). Ho w ev er, these

relations only pro vide a seman tic connection and none of them is complete in the sense that

suc h a connection is bijectiv e. Languages that completely represen t timed automata ha v e

b een also de�ned in [AH94, YPD95 , L V96 ].

2.1.2 Represen tation of sto c hastic time

The represen tation of time in probabilistic terms has also b een considered in the liter-

ature. The analysis of sto c hastic systems has receiv ed a lot of atten tion but, traditionally ,

1

The topic of the (un-)suitabilit y of discrete time to denote timed systems (vs dense time) has t ypically

yielded a big con tro v ersy . On the one hand, the time in electronic and computational timed systems uses

to b e digital indeed. Since no h uman-designed system will ev er b e able to ha v e in�nite temp oral precision,

w e ma y argue that w e cannot design/construct systems in suc h a w a y that dense time is actually tak en in to

accoun t. Moreo v er, no observ ation or testing device has suc h a precision. On the other hand, supp osing the

existence of a minimal time tic k ma y lead to the wrong assumption that analysis tec hniques can b e based

on systematically considering al l a v ailable times. Let us note that the amoun t of times to b e considered is

astronomic in general. A w a y to a v oid the temptation to mak e suc h an assumption is using dense time in

mo dels.
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outside the comm unit y of formal metho ds. First, mathematicians de�ned mo dels for the

analysis of sto c hastic pro cesses. These mo dels, whic h include the so-called c ontinuous time

Markov chains , in the follo wing CTMC , w ere used to analyze the p erformance of systems. But

systems started to b ecome more complex and there w as a need for a more sophisticated no-

tation to sp ecify p erformance mo dels. This led to the de�nitions of mo dels suc h as queueing

networks [Kle75 , HP92 ] and a div ersit y of sto chastic Petri nets [A CB84 , ABC

+
95].

Mo dels based on CTMCs represen t the timing of ev en ts as sto c hastic v ariables follo wing

an exp onen tial distribution. This restriction is the k ey for the v ast analytical and n umerical

theory that supp orts CTMCs . Restricting to exp onen tially distributed durations giv es the

adv an tage of ha ving activities for whic h the memoryless prop ert y holds. This prop ert y

basically sa ys that at eac h p oin t of time in whic h an activit y has started but not terminated

y et, the residual duration of the activit y is still distributed as the en tire duration of the

activit y . Suc h a prop ert y mak es it p ossible to represen t time d b eha vior of systems b y using

a CTMC , that is, a simple con tin uous pro cess where in eac h time p oin t the future b eha vior

of the pro cess is completely indep enden t of its past b eha vior and dep ends on its curren t

state only (Mark o v prop ert y). In fact, the memoryless nature of time in the Mark o vian

approac h mak es it p ossible to a v oid the explicit represen tation of time passage in system

descriptions. F or instance, consider a simple example of t w o exp onen tially timed activities

with rates (the parameters of the exp onen tial distribution) � and � executed in parallel.

The resulting CTMC is the one in Figure 2.1. T ransitions in a CTMC represen t exp onen tially

distributed dela ys and c hoices in a state of a CTMC are resolv ed via a r ac e p olicy , that is, the

dela ys represen ted b y the outgoing transitions are executed in parallel and the �rst dela y

that terminates determines the transition to b e p erformed. Therefore, in the example, b oth

dela ys sync hronously coun t from the initial state and when one of them terminates, the

corresp onding transition is executed. Suc h a transition leads to a state where the other

dela y coun ts its residual duration un til it terminates as w ell. Note that, b ecause of the

memoryless prop ert y , the residual duration of the dela y is also exp onen tially distributed and

with the same rate. Hence the CTMC of Figure 2.1 is an adequate represen tation of the parallel

execution of the t w o considered activities.

Unfortunately , restricting to exp onen tial distributions is often not realistic and ma y lead

to results that are not su�cien tly accurate. F or instance, in the analysis of high-sp eed com-

m unication systems or m ulti-media applications the correlation b et w een successiv e pac k et

arriv als tends to ha v e a constan t length; therefore, the usual P oisson arriv als and exp onen tial

pac k et lengths are no longer v alid assumptions [BKLL95 ]. More general mo dels, suc h as gen-
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� �

� �

Figure 2.1: P arallel of exp onen tial dela ys: � k� .

er alise d semi-Markov pr o c esses ([Whi80 , Gly89, Cas93 , She93 ]), allo w for the description of

timings that ma y dep end on an y distribution. Unfortunately , none of these mo dels pro vides

a suitable framew ork for the comp osition of distributed and comm unicating systems.

The formal metho ds comm unit y tac kled the description and analysis of sto c hastic sys-

tems b y means of pr ob abilistic pr o c ess algebr as (e.g., [GJS90 , Han91, GSS95 , BBS95 , NFL95,

Lo w95 , NF95, CCVP01 , Núñ03 , CCV

+
03]), although they w ere initially in tended for v eri�-

cation purp oses rather than p erformance analysis. In addition, they only deal with discrete

probabilit y distributions, and most of them do not include a notion of time. It is the seminal

w ork of Ulric h Herzog [Her90 ] w ere pro cess algebras and p erformance mo dels w ere com-

bined. Sto c hastic pro cess algebras w ere th us in tro duced. T aking adv an tage of the analytical

framew ork pro vided b y con tin uous time Mark o v c hains, so-called Mark o vian pro cess algebras

w ere devised. They include TIPP [HR94], PEP A [Hil96], EMP A [BG98 ], MP A [Buc94 ], and

IMC [Her98 ]. The general approac h, including an y con tin uous distribution function, has also

b een addressed (e.g., [GHR93, HS95, BKLL95 , Pri96 , BBG98, LN00 , BG02, LNR04 , DK05 ]).

Eac h approac h deals with parallel comp osition in a di�eren t manner. When no in teraction

is in v olv ed, parallel comp osition can b e easily de�ned in Mark o vian pro cess algebras. If

arbitrary distributions are allo w ed, this de�nition pro v ed to b e more complicated yielding

complex or in�nite seman tic ob jects. A comparison of, on the one hand, mo dels restricted

to exp onen tial distributions and, on the other hand, mo dels allo wing general distributions is

pro vided in [BD04 ].

Sync hronization leads to more complicated decisions. In fact, not all the prop osed

sto c hastic pro cess algebras pro vide a symmetric in teraction. F or instance, EMP A requires

that at most one of the sync hronizing comp onen ts is time dep enden t while the others m ust

b e p assive . In [Hil94] sync hronization tak es place b y means of a p atient comm unication,

that is, it tak es place when all the comp onen ts that in tend to sync hronize are ready to do

it. This approac h is adopted also b y [HS95, BKLL95 , Her98]. The pro cess algebra PEP A

also uses this approac h but needs to appro ximate the distribution of time in order to sta y

in the domain of exp onen tial distributions. Let us note that patien t comm unication can
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mo del the aforemen tioned asymmetric sync hronization: A passiv e pro cess is alw a ys ready to

sync hronize. Another issue that arises as a consequence of considering parallel comp osition

in in terlea ving mo dels (suc h as automata-based mo dels) is non-determinism.

2.2 T esting temp oral systems

In this section w e presen t the most relev an t approac hes to test timed systems that can b e

found in the literature. Let us note that time do es exist in an y system, regardless of whether

w e explicitly represen t it in a mo del. A ctually , w e ma y consider that a non-timed system is

a particular case of timed system where the future b eha vior at an y p oin t dep ends only on

the past se quenc e of inputs and outputs (i.e., time nev er induces a c hange of state) and the

only w a y to assess the system p erformance is to coun t the numb er of op erations p erformed

b efore a result is pro vided.

T esting a non-time d system is not an easy task. In general, there are in�nite w a ys to

in teract with a system. Hence, the correctness of a IUT can only b e claimed after w e c hec k

that it answ ers the exp ected v alue for al l of them. If the in teraction with the IUT consists

in successiv ely pro viding inputs and observing outputs, then new a v ailable in teraction cases

are found b y simply considering longer sequences of inputs and outputs. Let us note that

the time w e can sp end testing a IUT is �nite. Th us, the amoun t of tests to b e applied (as

w ell as the size of eac h of them) m ust b e �nite as w ell. As a result, the di�cult y to testing

systems lies on the imp ossibilit y to mak e tests to reac h and c hec k any future p oin t in the

IUT . Still, w e can partially test the IUT up to a giv en future p oin t. F or instance, w e can

consider a set of tests where any sequence of less that n inputs is prop osed and w e can apply

it to the IUT .

Unfortunately , the previous considerations migh t not b e true for timed systems. If time

do es a�ect the b eha vior of system, then tests do not only consist in the sequence of inputs

that is applied to the IUT but also ha v e to tak e in to accoun t when they will b e applied.

Hence, the n um b er of c hoices to de�ne a test dramatically increases. On the one hand, if

time is assumed to b e discrete then all time v alues allo w ed b y the sp eci�cation m ust b e

considered, p oten tially leading to an astronomical n um b er of c hoices. In particular, if the

sp eci�cation allo ws to p erform an op eration from some time t on , then in�nite c hoices are

a v ailable ( t , t + 1 , t + 2 , . . . ). On the other hand, if time is dense then the n um b er of

c hoices could b e uncoun table! Hence, comp osing and applying a test suite including an y

a v ailable in teraction with the IUT up to a giv en future p oin t (i.e., up to a giv en time) could

b e unfeasible or simply imp ossible.
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There are di�eren t w a ys to tac kle the problem of testing timed systems. First, w e ma y

accept the imp ossibilit y to co v er all b eha viors of the IUT and test only some of them that are

considered sp ecially relev an t or someho w represen tativ e of the rest of b eha viors that will not

b e c hec k ed. An alternativ e w a y consists in adding some hyp otheses ab out the b eha vior of the

IUT suc h that the application of a �nite test suite ma y b e enough to guaran tee the correctness

of the IUT . In an y case, b eing able to de�ne the test suite to b e applied to completely c hec k

the correctness of the IUT in the general case is desirable. Though it is unfeasible in general

to completely construct and apply suc h a suite, ha ving a constructiv e w a y to �nd tests in

this set is useful to de�ne tec hniques allo wing to �nd r elevant tests according to a giv en

criterium. Most prop osals in the literature fo cus on this task: Finding complete test suites

as a �rst step in the dev elopmen t of a metho d where only some tests in them are applied.

As far as w e are concerned, almost all formal testing metho ds for timed systems concern

non-probabilistic time. Only in [NR03] a metho d to test sto c hastic systems is presen ted.

The metho d is pr ob abilistic due to the nature of the analysis. Since a blac k b o x approac h is

assumed, the in teraction with the IUT b y pro viding inputs and receiving outputs do es not

allo w the tester to r e ad the random v ariables de�ning the IUT b eha vior. Instead, concrete

times are obtained in eac h observ ation. So, all that can b e done is to (statistically) extr act

these random v ariables from the IUT b y rep eating the same in teraction sev eral times and

collecting a sample. Then, a hyp othesis c ontr ast is applied to c hec k whether it is feasible

that suc h an IUT sample is pro duced b y a random source b eha ving as the corresp onding

sp e ci�c ation random v ariable sa ys. Since h yp othesis con trasts pro vide diagnostics up to a

giv en con�dence lev els, the correctness of the IUT is assessed up to these lev els as w ell. Let

us remark that in the con text of testing a la de Nicola & Hennessy , the w ork on sto c hastic

pro cesses is also v ery limited, b eing [BC00 , LN01 ] the only t w o prop osals, for Mark o vian

and generally distributed sto c hastic pro cesses, resp ectiv ely .

[BB04 ] presen ts a temp oral extension of the ioco theory [T re96 , T re99 , T re08 ]. As in

that case, the concept of quiesc enc e (a quiescen t state is a state where the system cannot

pro duce outputs) is in tro duced in mo dels as a w a y to increase the distinguishing p o w er of

tests in the testing theory . Ob viously , this requires to assume that tests can detect it. Ba-

sically , it is assumed that w e are pro vided with a b ound that is the explicit represen tation

of the time a system should idle un til quiescence can b e concluded. T reating quiescence

as a sp ecial sort of system output pro vides with information to di�eren tiate systems that

ha v e in tuitiv ely di�eren t deadlo c king prop erties (e.g., [Lan90 , FNQ95 , T re08 ]). The use of

quiescence giv es rise to a family of implemen tation relations parameterized b y observ ation
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durations for quiescence. In this framew ork, timed input-output lab elled transition systems

are used to de�ne sp eci�cations. A sound and complete test deriv ation algorithm is pre-

sen ted. Similar to [T re08 ], the algorithm is non-deterministic, represen ting eac h c hoice a

di�eren t path in the sp eci�cation. By considering all nondeterministic c hoices, a test suite

is constructed. Let us note that, as in the non-timed approac h, the set constructed b y the

algorithm is in�nite in general.

In [BB05] an extension of the previous w ork, allo wing to deal with m ultiple c hannels,

is considered. A mo del of timed m ulti input-output transition systems is presen ted. It

allo ws to mo del timed systems that comm unicate with the en vironmen t via m ultiple input

and output c hannels. F ormally , c hannels are represen ted as a partitioning of the sets of

input and output actions, eac h partition class de�ning the inputs (outputs) b elonging to an

individual input (output) c hannel. Besides, the input enabling assumption (that is, that all

inputs are enabled an ytime) is relaxed b y allo wing some input sets to b e enabled while others

remain disabled. Moreo v er, the general b ound used in timed systems to detect quiescence is

also relaxed, and di�eren t b ounds for di�eren t sets of outputs are allo w ed. By considering the

theory presen ted in the previous w ork, an alternativ e theory for timed testing with rep etitiv e

quiescence, and allo wing the partition of input sets and output sets, is in tro duced. A new

conformance relation parameterized b y these factors is prop osed. Besides, a parameterized

test deriv ation pro cedure (again nondeterministic) is dev elop ed and sho wn to b e sound and

complete with resp ect to a new conformance relation. Again, test suites pro vided b y the

pro cedure are in�nite in general.

Other theories for testing reactiv e systems pro viding complete test suites [MMM95, PS97 ]

require in�nite test suites to b e complete as w ell. So, in these metho dologies the outcome

of testing a �nite n um b er of cases only appro ximates a complete test. As w e ha v e already

p oin ted out, only �nite test suites can b e applied in practice. Hence, w e ma y consider suc h

approac hes as theoretical ro ots to build other theories where �nite test suites are constructed

and applied. Next w e consider some metho ds to pro duce �nite test suites. In this case, w e

ha v e t w o p ossibilities. First, a �nite test suite ma y b e c omplete to test the IUT with resp ect

to the sp eci�cation. This prop ert y is usually met b y adding some strong h yp otheses ab out

the IUT or the en vironmen t. Second, the test suite ma y b e uncomplete. In this case, metho ds

to �nd tests with a go o d capabilit y to �nd errors in the IUT are pursued.

In [SVD01 ] a generalization of the classical testing theory for Mealy mac hines to a setting

of dense real-time systems is presen ted. A mo del of time d I/O automata is in tro duced,

inspired b y the timed automata mo del of [AD90, AD94], together with a notation of test
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sequence for this mo del. The main con tribution of this w ork is a test generation algorithm

for blac k-b o x conformance testing of timed I/O automata. Although it is highly exp onen tial

and cannot b e claimed to b e of practical v alue, it is the �rst algorithm that yields a �nite

and complete set of tests for dense real-time systems. Apart from supp orting the automatic

generation of timed tests, the mo del allo ws a lo ose coupling of inputs and outputs, unlik e

the usual Mealy mac hine st yle where inputs and outputs o ccur paired in a single transition.

The test generation algorithm for this mo del is pro vided in the st yle of w ell-kno wn �nite

state mac hine based metho ds that w ere commen ted in the previous c hapter. The main

problem in v olv ed is that in general the state space of a timed automaton is (uncoun tably)

in�nite. T o obtain a �nite set of tests, a discretization of the state space is required whic h

is still su�cien tly re�ned to detect all p ossible errors.

The pap er prop oses the �rst algorithm that (alb eit under some str ong assumptions) yields

a �nite and complete set of tests for (dense) real-time systems. Only timed automata where

outputs are isolated and urgen t are considered. The �rst condition states that, at an y giv en

state, the automaton can only output a single action. The second condition states that, at

an y giv en state, if an output is p ossible, then time cannot elapse. This essen tially means that

outputs m ust b e emitted at precise p oin ts in time. Ev en though the algorithm itself is highly

exp onen tial, the presen ted concepts and tec hniques ha v e actually serv ed for subsequen t more

practical algorithms. Some optimizations are sk etc hed in the pap er. Besides, the approac h

also tries to supp ort incomplete but practically useful metho ds for testing timed systems as

in [MMM95, CL97 ]. The conformance relation applied in this w ork is bisim ulation, though

it reduces to trace equiv alence b ecause determinism is assumed.

In [FPS01 ] another tec hnique to testing real-time systems through the deriv ation of

executable test cases on a sp eci�cation, mo delled as a timed automaton, is presen ted. The

main p eculiarit y of this w ork is ho w the authors try to mak e the testing tec hnique to b e

fe asible . While other studies fo cus on reducing the sp eci�cation formalism in order to b e

able to deriv e test cases feasible in practice, in this w ork test cases are deriv ed from sp eci�c

test purp oses giv en b y the user. These test purp oses express sp eci�c user prop erties. In

addition, though timed automata are used to de�ne sp eci�cations, the study deals with an

equiv alen t represen tation of timed automata: Clo ck r e gion gr aphs . Clo c k region graphs are

extracted from the timed automata b y considering all the p ossible v aluations of clo c ks that

are equiv alen t in terms of ful�lling (or not) the requiremen ts imp osed b y the automata in

eac h guard. In particular, a clo c k region is an equiv alence class induced b y this equiv alence

relation. Then, a clo c k region graph is a graph where the states are induced b y these regions.
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A test purp ose is mo delled b y an acyclic graph: All paths of this graph whic h are found

on the sp eci�cation will b e considered as a test case. The timing constrain ts of b oth the

sp eci�cation and the test purp ose should b e the same. The application of tests allo ws

b oth to discriminate b et w een the di�eren t cases (input, output or w aiting) and to test a

r epr esentative part of the in�nite set of clo c k v alues. A simple example illustrates the use of

this tec hnique.

In [CG98 ] a formal metho d for generating conformance tests for real-time systems is

presen ted. The algorithm is complete in that, under the prop osed set of test h yp otheses,

if the system b eing tested passes ev ery test generated then the tested system is bisimilar

to its sp eci�cation. The algorithm pro vides �nite test suites. Because it has exp onen tial

w orst case complexit y and �nite state automata mo dels of real-time systems are t ypically

v ery large, the authors accept that a judicious c hoice of mo del is critical for the successful

testing of real-time system. In con trast to [SVD01], where the authors ac kno wledge that

their metho d is not practical due to its exp onen tial complexit y but no w a y to tac kle this

problem is prop osed, the test suite pro vided b y the test deriv ation algorithm of [CG98] can

b e further manipulated to �nd redundancies. In this w a y , the actual n um b er of tests to b e

applied is reduced and practical test suites can b e constructed while the completeness of the

analysis remains. This claim is sho wn in the pap er with sev eral examples. Unfortunately ,

though these ideas are presen ted as a metho dolo gy , no automatic pro cedure is pro vided for

making suc h a reduction in the general case.

The prop osed temp oral mo del is based on rules of the form �If G then A b et w een L and

U ,� where G is a guard on the v ariables and clo c ks, A is an action on them, and L and U

are the lo w er and upp er b ounds of the time sp en t in this transition. The completeness of

the test suites pro vided b y the test deriv ation algorithm is met b y adding a high amoun t

of test h yp otheses. In particular, it is required that if t w o systems are non-equiv alen t then

their b eha vior di�ers in at least one unit of time, and that there are neither liv elo c ks nor

deadlo c ks. Moreo v er, the determinism of the IUT is assumed. Other more standard h y-

p otheses assume that the prop osed formalism is adequate for de�ning the IUT and that the

IUT can b e reset at an y time. In [Car99 ] the previous w ork is mo v ed to the con text of

timed automata. In particular, the language notation used in UPP AAL to represen t timed

automata is adopted. Existing test generation metho ds for I/O automata are adapted for

the domain of timed automata. The metho d addresses b oth the problem of untestable timed

automata computations and that of to o man y p ossible tests, and tries to pro vide a practical

metho d for managing conformance testing of real-time systems. In this regard, the author
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recalls again that, though the metho d in [SVD01 ] refers to a v ery general class of timed

automata, it generates an astronomically large n um b er of test sequences. It is sho wn ho w to

deal with timed automata computations for testing purp oses using digitization, hiding, and

input-output lab elling. Ho w ev er, with resp ect to other related w ork, the main con tribution

consists in sho wing ho w structured test managemen t metho ds from mainstream soft w are

engineering can b e applied in the real-time con text. Based on this idea, a pro cedure is pro-

p osed where eac h test purp ose is represen ted b y a timed automata sp eci�cation, sometimes

a mo di�cation of the original sp eci�cation, together with a list of visible and in visible v ari-

ables. The mo del whic h is generated from suc h a view (called test view ) is exp ected to b e

simpler than the mo del of the original sp eci�cation and should generate a feasible n um b er

of tests. Basically , the prop osed metho d consists in splitting the sp eci�cation in to di�eren t

test purp oses. Then, a di�eren t view, that is a new v ersion of the sp eci�cation that only

concerns a sp eci�c asp ect of the system, is constructed for eac h test purp ose. In this pro-

cess, the system v ariables that are visible and those that are hidden for eac h test purp ose

are c hosen. T ests are extracted for eac h view b y using an adaptation of [Cho78 ] and applied

to the implemen tation. It is sho wn that the test suite constructed for eac h test purp ose is

complete to c hec k the conformance of the IUT with resp ect to this purp ose. By using this

partial testing approac h, testing eac h test purp ose is simpler b ecause the explosion of tests

that is due to the necessit y to explore all in teractions of di�eren t parts of a system to eac h

other is partially reduced. Let us note that eac h of these parts is not a comp onen t but rather

a functionalit y or usage mo de.

Regarding the use of timed automata in the testing framew ork, the author argues that

standard seman tics for timed automata usually presen t sev eral problems for testing. First,

timed automata ha v e a dense time mo del and so their traces include b eha vior whic h cannot

b e observ ed in an exp erimen t. F or example, ev en ts ma y b e sp eci�ed to o ccur at di�eren t,

but arbitrarily close times, leading to di�eren t outcomes. Ho w ev er, to an observ er the or-

dering of t w o arbitrarily close ev en ts cannot b e distinguished, and a tester do es not ha v e

su�cien t con trol o v er a ph ysical system to o�er inputs at arbitrarily close, but di�eren t

times. A ccording to the author, a more appropriate mo del for observing real-time systems is

a digital clo ck appr oximation [HMP92 ]. Secondly , b ecause UPP AAL timed automata di�er

from I/O automata in ha ving p ersisten t data v ariables, clo c ks, and closed w orld sp eci�-

cations, assumptions underlying test generation metho ds for I/O automata need revising

for timed automata. In particular, for real-time systems new assumptions regarding state

iden ti�cation, input enabling, and extra implemen tation states are in tro duced in this w ork.
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In [Car00 ] the previous w ork is re�ned b y in tro ducing an in termediate testable language in

the pro cess. UPP AAL timed automata are transformed in to testable time d tr ansition systems

(TTTSs) using a test view . F ault h yp otheses and a test generation algorithm whic h extracts

test cases from TTTSs are de�ned. T est suites constructed b y the algorithm are complete

with resp ect to the c hosen test view. Besides, the managemen t of p ersisten t data v ariables

allo w ed b y UPP AAL is no w supp orted. Results of applying the metho d are presen ted.

In [CL97 , CKL97 ] a framew ork for testing timing constrain ts of real-time systems is pre-

sen ted. T est cases are deriv ed from sp eci�cations describ ed in the form of a constrain t graph,

and only the minim um and the maxim um allo w able dela ys b et w een input/output ev en ts are

considered. Though usual testing concepts app ear in this pap er, tests are prop osed to b e

applied to a mo del rather than to a IUT . In particular, the testing approac h is prop osed as a

metho d to �nd prop erties in a system mo del, that is, validation is the main goal of the w ork.

T ests are automatically deriv ed from sp eci�cations of minim um and maxim um allo w able

dela ys b et w een input/output ev en ts in the execution of a system. Con trarily to previously

commen ted prop osals, time constrain ts are de�ned with a di�eren t formalism to that used to

de�ne sp eci�cations. In particular, the test deriv ation sc heme uses a graphical sp eci�cation

formalism for timing constrain ts, and the real-time pro cess algebra A CSR [BLG93 , BL97]

for represen ting tests and pro cess mo dels. ASCR is a timed pro cess algebra based on the

sync hronization mo del of CCS that includes features for represen ting sync hronization, time,

temp oral scop es, resources, requiremen ts, and priorities. A ccording to the authors, the use

of an expressiv e language pro vided with precise seman tics to describ e test sequences, lik e

A CSR, has t w o main adv an tages. First, tests can b e applied to an A CSR mo del of the soft-

w are system within the A CSR seman tic framew ork for mo del v alidation purp oses. Second,

A CSR has concise notation and a precise seman tics that facilitate the translation of real-time

tests in to a soft w are test language for soft w are v alidation purp oses.

The authors prop ose their testing-orien ted metho d of v alidation as a w a y to analyze v ery

complex systems. In fact, since the n um b er of tests is c hosen b y the tester, the metho d can b e

used to v alidate a design sp eci�cation whic h has to o man y states for exhaustiv e state space

exploration based analysis. If tests are carefully c hosen according to some criteria then the

result of their application ma y b e adequate. A deriv ation metho d to automatically extract

tests from a mo del is prop osed. Giv en a test co v erage criterium, the algorithm considers

all the tests necessary to completely ac hieving this criterion (this test suite ma y b e still

to o big), and then c ho osing the tests that seem to b e more r epr esentative in this set. As

an illustration of the metho d, a case study of using the automatic deriv ation of tests from



20 2.2. T esting temp oral systems

timing sp eci�cations for the analysis of a system is presen ted.

In [HLN

+
03] real-time conformance test cases are automatically generated from timed

automata sp eci�cations. This w ork fo cuses on sho wing ho w to e�cien tly generate real-

time test cases with optimal exe cution time , that is, test cases that are the fastest p ossible

to execute. The prop osed tec hnique allo ws time optimal test cases to b e generated either

man ually , b y using form ulated test purp oses, or automatically , from v arious co v erage criteria

of the mo del. In order to justify their approac h, the authors h yp othesize that, in the con text

of testing real-time systems, the fastest test case that driv es the sp eci�cation to some state

also has a high lik eliho o d of detecting errors, b ecause this is a stressful situation for the

sp eci�cation to handle. Moreo v er, they claim that time optimal test suites are in teresting

for sev eral reasons. First, reducing the total execution time of a test suite allo ws more

b eha vior to b e tested in the (limited) time allo cated to testing. Second, it is generally

desirable that regression testing can b e executed as quic kly as p ossible to impro v e the turn

around time b et w een soft w are revisions. Third, it is essen tial for pro duct instance testing

that a thorough test can b e p erformed without testing b ecoming the b ottlenec k, that is, the

test suite can b e applied to all pro ducts coming of an assem bly line.

The authors claim that an imp ortan t problem in generating real-time test cases is to

compute when to stim ulate the system and exp ect resp onse, and to compute the asso ciated

correct v erdict. This usually requires (sym b olic) analysis of the mo del whic h in turn ma y

lead to the state explosion problem. Another problem is ho w to select a v ery limited set

of test cases to b e executed from the extreme large n um b er (usually in�nitely man y) of

p oten tial ones. The authors prop ose their metho d to generate time-optimal test cases and

test suites as a w a y to address b oth issues.

Mo dels are sp eci�ed b y using a deterministic and output urgen t class of UPP AAL st yle

timed automata. The fastest diagnostic trace facilit y of UPP AAL is used to generate time

optimal test sequences. The conformance relation applied in the framew ork is trace inclusion.

Let us note that the metho d prop osed in the pap er is based on existing e�cien t and w ell

pro v en sym b olic analysis tec hniques of timed automata. Its main con tribution is that it

addresses time optimal testing as w ell as co v erage criteria for it. A ctually , most other w ork

on optimizing test suites fo cuses on minimizing the length of the test suite whic h is not

directly link ed to the execution time b ecause some ev en ts tak e longer to pro duce or real-

time constrain ts are ignored.

In [KT04 ] a framew ork for blac k-b o x conformance testing of real-time systems is pre-

sen ted. Sp eci�cations are mo delled as timed automata though, con trarily to other previous
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prop osals in the literature, nondeterministic and partially-observ able timed automata are

allo w ed. A conformance relation, called time d input-output c onformanc e or tioco , whic h is

a timed extension of the classical ioco relation, is prop osed. A ccording to ioco , A conforms

to B if for eac h observ able b eha vior sp eci�ed in B , the p ossible outputs of A after this

b eha vior is a subset of the p ossible outputs of B . The tioco relation is simply de�ned b y

including time dela ys in the set of observ able outputs. This p ermits to capture the fact that

an implemen tation pro ducing an output to o early or to o late (or nev er, whereas it should)

is non-conforming. The authors compare this relation with other previously considered re-

lations (bisim ulation in [CG98 ], m ust/ma y preorder in [HNTC99 , NS01], trace inclusion

in [HLN

+
03 , KJM03], and trace equiv alence in [SVD01 ]) and argue that it is b etter suited

for testing than the other ones b ecause it lea v es more design freedom to p oten tial implemen-

tations. Algorithms are prop osed to generate t w o t yp es of tests for this setting: A nalo g-clo ck

tests, whic h measure dense time precisely , and digital-clo ck tests, whic h measure time with

a p erio dic clo c k. A heuristic to generate a test suite that co v ers all sp eci�cation edges is

brie�y discussed. A protot yp e to ol and a small case study are rep orted.

The aim of the authors is to o v ercome some limitations of previous metho dologies in

t w o directions. First, other w ork restricts the kind of sp eci�cations that can b e de�ned.

F or example, [SVD01, HLN

+
03] consider timed automata where outputs are isolated and

urgen t. Due to the �rst condition, a sp eci�cation suc h as �when input a is receiv ed, pro duce

either output b or output c� cannot b e expressed in this mo del. Due to the second, a

sp eci�cation suc h as �when input a is receiv ed, output b m ust b e emitted within at most 10

time units� cannot b e expressed. Other w orks use to consider deterministic or determinizable

sub classes of timed automata. F or instance, [NS01] uses event-r e c or ding automata [AFH94]

while [KJM03 ] use a determinizable timed automata mo del with restricted clo c k resets. It is

also t ypically assumed that sp eci�cations are fully-observ able, meaning that all ev en ts can

b e observ ed b y the tester. On the con trary , [KT04 ] allo ws to represen t non-deterministic and

partially observ able sp eci�cations. In particular, the issue of determinizing tests is addressed

on-the-�y during test generation and execution.

The second limitation concerns implementability of tests. In the t ypical con tro v ersy of

dense v ersus discrete time, the authors claim that, in practice, only digital-time tests can

b e constructed and applied. Ho w ev er, only analog-clo c k tests are considered in previuos

w ork. These are tests whic h can observ e the time of inputs precisely and can also react b y

emitting outputs in precise p oin ts of time. F or example, a test lik e �emit the output a at

time 1; if at time 5 the input b is receiv ed, announce PASS and stop; otherwise, announce
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FAIL � is an analog-clo c k test. Unfortunately , analog-clo c k tests are problematic since they

are di�cult, if not imp ossible, to implemen t with �nite-precision clo c ks. The tester whic h

implemen ts the test of the example ab o v e m ust b e able to emit a precisely at time 1 and

c hec k whether b o ccurred precisely at time 5. Ho w ev er, the tester will t ypically sample its

inputs p erio dically , sa y , ev ery 0:1 time units, th us, it cannot distinguish b et w een b arriving

an ywhere in the in terv al (4:9; 5:1).

In [KT05 ] the previous w ork is extended with some new features. On the one hand, a

metho d is pro vided allo wing the tester to de�ne assumptions ab out the en vironmen t of the

IUT . Basically , the tester's assumptions ab out the en vironmen t are de�ned b y means of a

time d automata de�ning its b eha vior. This automata is comp osed with the timed automata

de�ning the actual sp eci�cation requiremen ts. On the other hand, additional timed automata

can also b e used to de�ne the in terface b et w een the tests and the IUT . F or example, they ma y

b e used to de�ne a dela y b et w een the time eac h test stim ulus is pro duced and the reception

of the signal in the IUT . In addition, some test deriv ation algorithms pro ducing test suites

with resp ect to di�eren t co v erage criteria ( state , lo c ation , or e dge ) are pro vided.

In [HNTC99] a timed I/O automaton mo del, di�eren t to standard timed automata, is

prop osed to sp ecify real-time proto cols. This is a Time d Input Output A utomata extended

with data . In order to deriv e test cases from this mo del, automata are transformed in a kind

of I/O Finite State Mac hine so that classical test generation tec hniques can b e applied. A

conformance testing metho d for this mo del is prop osed. The authors criticize classical timed

automata [AD90, AD94] b ecause they do not deal with data v alues used in comm unication

proto cols. F or example, sometimes one ma y w an t to sp ecify di�eren t timeout in terv als

dep ending on the size of data to b e transmitted. Hence, mo dels that can treat not only time

but also data v alues are needed. It is also desirable that suc h mo dels ha v e e�cien t v eri�cation

and/or testing metho ds, as timed automata ha v e. Th us, a com bination of timed automata

with EFSM s is prop osed. In testing EFSM s or real-time systems, a giv en test sequence is not

alw a ys executable. In order to execute the test sequence, some appropriate input v alues

or execution timing whic h satisfy its transition conditions m ust b e found. In con trast to

the case of EFSM s, in real-time systems the tester can designate the input timing. Ho w ev er,

in general, the output timing is not con trolled b y the tester and it is decided b y eac h IUT

itself. Moreo v er, the executable timing of some action ma y dep end on the execution time

of its preceding actions. It is desirable that whenev er the preceding output actions are

executed, there alw a ys exists some adequate input timing suc h that its succeeding sequence

is executable. In fact, the executable timing of eac h input action in a test sequence can b e
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sp eci�ed b y a function of the execution time of the preceding actions. The authors prop ose

an algorithm to decide whether a giv en test sequence is executable. Besides, they prop ose

a metho d to deriv e suc h a function from an executable test sequence automatically using a

tec hnique for solving linear programming problems, as w ell as a conformance testing metho d

using those algorithms. In this mo del, determinism is assumed, but not output urgency .

In the timed I/O automaton mo del, eac h transition corresp onds either to an input action

or to an output action. In order to describ e timing constrain ts among actions, some v ariables

and one sp ecial global time v ariable, whic h alw a ys holds the curren t time, are in tro duced.

The v ariables can hold not only time v alues but also v alues expressed as linear expressions

of the time v alues and input data. Eac h transition condition can b e sp eci�ed b y a logical

conjunction of linear inequalities of those t w o t yp es of v ariables. The conformance relation

considered is a m ust/ma y testing criterion. T o distinguish sequences that can alw a ys b e

executed to completion indep enden t on output timing and sequences that ma y b e executed

to completion, ma y- and m ust-traceabilit y of transition sequences are de�ned. A must-

tr ac e able test sequence can b e alw a ys executed if some appropriate input timing for its input

actions are sp eci�ed, no matter when its output actions are executed. A may-tr ac e able test

sequence can b e executed only when the execution time of its output actions b elongs to the

sub-ranges whic h mak e the succeeding actions executable.

In addition, the authors presen t an algorithm for c hec king the m ust/ma y-traceabilit y

of giv en test sequences and obtaining the upp er and lo w er b ounds for eac h input action

as functions of the execution time of its preceding actions. As in [Car00 , SVD01], test

sequences are generated b y using c hec king sequence tec hniques, but di�eren t structures and

state v eri�cation metho ds are used. Based on the UIOv-metho d [V CI90 ], a conformance

testing metho d for the mo del is prop osed. This metho d is applied to a Finite State Mac hine

deriv ed from the automaton b y simply remo ving the clo c k conditions on transitions. The

sequences are then c hec k ed for their ma y- and m ust traceabilit y , and the pro cedure is re-

iterated when necessary . Let us note that this pro cedure ma y result in man y iterations and

in incomplete test suites.

Next w e brie�y commen t other related w ork pro viding testing tec hniques for temp oral

systems.

� [MNR08c ] prop oses a formal metho dology to test b oth the functional and temp oral

b eha viors in systems where temp oral asp ects are critical. This study extends the

classical FSM mo del with features to represen t timed systems. This formalism allo ws

three di�eren t w a ys to express the timing requiremen ts of systems b y using �x time
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v alues, b y using random v ariables, or b y considering time in terv als. In this w ork

di�eren t implemen tation relations are presen ted and related, dep ending on b oth the

in terpretation of time and on the non-determinism app earing in systems. Complete

studies ab out ho w test cases are de�ned and applied to implemen tations, and ab out test

deriv ation algorithms, pro ducing sound and complete test suites, are also presen ted.

� In [MNR06, MNR08b ] the authors in tro duce a timed extension of the EFSM s mo del.

On the one hand, this study considers that (output) actions tak e time to b e p erformed.

This time ma y dep end on sev eral factors suc h as the v alue of v ariables. On the other

hand, the formalism prop osed in this approac h allo ws to sp ecify timeouts. In addition,

the authors dev elop a testing theory . They de�ned ten timed conformance relations

and relate them. Besides, the pap ers in tro duce a notion of timed test and de�ne ho w

to apply tests to implemen tations. Finally , an algorithm to deriv e sound and complete

test suites, with resp ect to the implemen tation relations presen ted in this approac h, is

giv en.

� [EDKE98 , EDK02 ] presen t an adaptation of the W p-metho d [FBK

+
91] to timed sys-

tems. As in previously commen ted w ork [Car00 , SVD01], test sequences are generated

from a timed automata b y applying v ariations of �nite state mac hine c hec king sequence

tec hniques to a discretization of the state space. Consequen tly , this approac h also suf-

fers from the state explosion problem and pro duces large n um b er of test sequences.

� [NS01 ] prop oses a fully automatic metho d for generation of real-time test sequences

from a restricted sub class of dense time automata ( event-r e c or ding automata [AFH94])

whic h restricts ho w clo c ks are reset. This approac h is based on de Nicola & Hennessy

testing theory . A selection tec hnique of timed tests is presen ted. This tec hnique is

based on sym b olic analysis and co v erage of a coarse equiv alence class partitioning of

the state space. The prop osed conformance relation is a m ust/ma y preorder relation.

� [Kho02 ] assumes a restricted timed automata mo del where all transitions with the same

observ able action reset the same set of clo c ks. The timed automaton is �rst translated

in to a (larger) alternativ e automaton where clo c k constrain ts are represen ted as set-

timer and expire-timer ev en ts. Based on this, the generalized W p-metho d is used

to compute c hec king sequences. Output urgency is not required, but determinism is

assumed.

� [CKL98 ] presen ts a di�eren t approac h to test generation and selection. As in some
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of the previously commen ted approac hes, suc h as [FPS01 , Car99 , Car00 ], a man ually

stated test purp ose is used to de�ne the desired sequences to b e observ ed on the sp ec-

i�cation. A sync hronous pro duct of the test purp ose and the timed automata mo del

is �rst formed and used to extract a sym b olic test sequence with timing constrain ts

that reac h a goal state of the test purp ose. This sym b olic trace can b e in terpreted at

execution time to giv e a �nal v erdict.

� [RNHW98 ] giv es a particular metho d for the deriv ation of the more relev an t inputs of

systems.

� [PF99 ] suggests a tec hnique for translating a region graph in to a graph where timing

constrain ts are expressed b y sp eci�c lab els using clo c k zones.

� [RMN08 ] prop oses a logic to infer whether a set of observ ations (i.e. results of test

applications) allo ws to claim that the IUT conforms to the sp eci�cation if a sp eci�c

set of h yp otheses (tak en from a rep ertory of h yp otheses) is assumed. In [RMN08 ]

the soundness and completeness of this new logic with resp ect to a general notion of

conformance is sho wn. In addition to this new logic, [MNR07a, MNR08a ] represen t

a conserv ativ e extension including a complete temp oral systems study . The authors

adapt some of the [RMN08 ] rules to cop e with this new framew ork, and they in tro duce

sev eral sp eci�c h yp otheses and rules to appropriately express time assumptions. In

this approac h they also pro v e a correctness result of this new approac h with resp ect

to a general notion of timed conformance.

2.3 Summarizing remarks

During the last 15 y ears sev eral metho ds ha v e b een prop osed to tac kle the problem of

testing timed systems. Eac h of these prop osals faces the problem from a di�eren t p oin t

of view. The existence of v ery di�eren t approac hes is due to the fact that testing timed

systems is an inheren tly di�cult task for sev eral reasons, as w e commen ted in the b eginning

of the c hapter. In particular, eac h studied prop osal satisfactorily faces a giv en issue on the

cost of sacri�cing a suitable prop ert y met b y other previous approac hes, or leading to new

unforeseen c hallenges. This scenario lea v es free ro om for div ergen t c hoices where eac h one

has di�eren t b ene�ts and dra wbac ks. Summarizing, eac h prop osal commen ted b efore falls

in to one or more of the follo wing categories:
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(1) T est deriv ation metho ds pro vide test suites that are kno wn to b e unc omplete . In this

case, the v alue of a constructed test suite is due to one of the follo wing reasons:

(a) It fully analyzes a test purp ose , that is a subset of b eha viors that are considered

sp ecially relev an t according to some criteria (e.g., a giv en functionalit y pro vided

to the user), lea ving the rest of b eha viors un tested.

(b) It ful�lls a c over age criterium , that is, tests in the test suite are designed to fully

exercise a giv en structural c haracteristic of the sp eci�cation during testing the

IUT (e.g., states, lo cations, edges, etc). Let us note that the corresp onding IUT

structural c haracteristic is di�eren t, in general. So, a co v erage criterium is in fact

an heuristic test sele ction criterium.

(2) T est deriv ation metho ds pro vide �nite test suites that are complete. This can b e

met b y adding assumptions ab out the IUT (e.g., determinism or determinizabilit y of

systems, output urgency , b ounded n um b er of states in the IUT , discretizabilit y of time,

etc). Usually , the n um b er of required h yp otheses is high, or some of them imp ose v ery

strong limitations.

(3) T est deriv ation metho ds pro vide in�nite test suites that are complete. In this case,

completeness is only met in the limit. Usually , the n um b er of required h yp otheses is

lo w er than in the previous alternativ e, though some h yp otheses are still required to

reac h the prop ert y that complete test suites are c ountable sets (e.g., discretizabilit y of

time).



Chapter 3

State-of-the-Art: P assiv e T esting and

Monitoring

In this c hapter, w e brie�y exp ose the more relev an t state of the art of passiv e testing and

monitoring systems. An imp ortan t goal of formal testing is to determine the c onformanc e .

The activit y of conformance testing is essen tially fo cused on v erifying the conformit y of a

giv en implemen tation to its sp eci�cation. In most cases, testing is based on the abilit y

of a tester that stim ulates the implemen tation under test and c hec ks the correction of the

answ ers pro vided b y the implemen tation [L Y96 , Lai02 ]. Ho w ev er, in some situations this

activit y b ecomes di�cult and ev en imp ossible to p erform. F or example, this is the case if

the tester is not pro vided with a direct in terface to in teract with the IUT . Another con�ictiv e

situation app ears when the implemen tation is built from comp onen ts that are running in

their en vironmen t and cannot b e sh utdo wn or in terrupted for a long p erio d of time. In these

situations, there is a particular in terest in using other t yp es of testing tec hniques suc h as

p assive testing .

P assiv e testing is a testing tec hnique opp osite but no incompatible with activ e testing.

The main di�eren t b et w een them are that in activ e testing testers can in teract, with an y

input, with the IUT and observ e the obtained result in real time. In passiv e testing approac h

testers cannot in teract directly with the implemen tation. The usual approac h of passiv e

testing consists in recording the trace pro duced b y the implemen tation under test and trying

to �nd a fault b y comparing this trace with the sp eci�cation [LNS

+
97, Mil98, TC99, TCI99,

MA00]. A fault is an abnormal condition or b eha vior that is di�eren t from ho w the system

is either sp eci�ed or exp ected to b eha v e.

The problem of fault detection has b een studied extensiv ely in the late sixties and early

27
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sev en ties motiv ated b y testing of sequen tial circuits and, more recen tly , b y testing of net w ork

proto cols. A v ariet y of metho ds ha v e b een prop osed [Mo o56, Hen64, SD88, BU91b, MP93 ,

MP94 , YL95 , SL95 , L Y96 ]. In activ e testing, generally a test is designed based on the

structure of the FSM that mo dels the system. Usually , these tests are appropriate for testing

an isolated mac hine of small to medium size. Ho w ev er, for net w ork proto cols mo deled as

CFSMs , due to the in teractions of comp onen t mac hines and v ariables, the size of the comp osite

and/or expanded mac hine is formidable. This mak es structured testing impractical. T o cop e

with complexit y , unstructured testing has b een prop osed as w ell [W es89, LSKP96 ]. Almost

all the tec hniques for fault detection in the published literature in v olv e activ e testing. As w e

ha v e already men tioned along this Master Thesis, in activ e testing, the tester has complete

con trol o v er the inputs and devises a test sequence to rev eal p ossible faults of the system.

Ob viously , activ e testing is less applicable to net w ork managemen t. Moreo v er, testers ma y

ha v e no con trol o v er the system inputs and, usually they can only passiv ely observ e the

input/output b eha vior. Sp eci�cally , in op erational net w orks it is frequen tly di�cult to insert

arbitrary inputs without a�ecting the service or the op eration of the net w ork. This naturally

leads to passiv e testing: T o observ e the input/output b eha vior of a system in its normal

op eration for the purp ose of detecting faults [Sei72 ].

Ev en though passiv e testing tec hniques are not new (see for example the approac h sho wn

in [AAD79]) in the 1990s a v ery activ e researc h on passiv e testing w as dev elop ed. A passiv e

fault detection approac h w as �rst prop osed in [BHS89 ]. In this approac h passiv e observ ers

w ere used for net w ork fault detection. Later, m ultiple observ ers w ere used to reduce the

complexit y of eac h observ er [WS93 ]. Other approac hes explore relev an t prop erties required

for a correct implemen tation, and then c hec k them on the traces of the systems under

test [CGP01 , A CN03 ].

P assiv e testing has v ery large domains of application. F or instance, it can b e used as a

monitoring te chnique to detect and rep ort errors. Another area of application is in network

management to detect con�guration problems, fault iden ti�cation, or resource pro visioning

(i.e, [MA01, WZY01]). It can b e also used to study the feasibilit y of new features suc h as

classes of services, net w ork securit y , and congestion con trol. No w ada ys net w orks are b ecom-

ing larger, more sophisticated, heterogeneous, and geographically disp ersed. In addition,

net w orks are put together b y in tegrating equipmen t from m ultiple v endors. Consequen tly ,

managemen t of suc h net w orks is b ecoming an imp ortan t but di�cult task. V arious things

can go wrong, disabling the net w ork or a p ortion of the net w ork or degrading the p erformance

to an unacceptable lev el. In man y applications, where the end-to-end net w ork p erformance
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needs to b e guaran teed, man y elemen ts need to b e managed at the same time. The com-

plexit y of suc h net w orks dictates the use of automated net w ork managemen t to ols [T o w88 ].

F ortunately , some standards (i.e, Simple Net w ork Managemen t Proto col v. 3) ha v e b een

prop osed and are b ecoming p opular for comm unicating status information using a proto col,

a database structure sp eci�cation and a set of data ob jects. In order to main tain prop er

op eration of a sophisticated net w ork, the system as a whole and eac h individual comp onen t

m ust b e in prop er w orking order. In this con text, a fault is an abnormal condition or b eha v-

ior that is di�eren t from ho w the system is either sp eci�ed or exp ected to b eha v e. Managing

faults in a system is one of the k ey requiremen ts for net w ork managemen t [Ros81]. The

faults that can b e managed include:

� Decide if a fault has happ ened.

� Determine the lo cation of the fault.

� Isolate the rest of the net w ork so that it can con tin ue to function.

� Recon�gure the net w ork to minimize the impact of the fault.

� Repair the fault.

In proto col-system fault detection is often conducted b y activ e testing. A test sequence

is designed with a desired fault co v erage and then applied to a system implemen tation

under test to rev eal faults from its output resp onses [L Y96 ]. Ho w ev er, for net w ork man-

agemen t, often testers cannot in terrupt normal system op erations arbitrarily b y applying

test sequences; testers can only monitor the system input/output b eha viors to infer p ossi-

ble faults, and the recommendable testing approac h is based in passiv e testing or passiv e

fault detection [LCH

+
02 ]. The global idea is to pro cess the collection traces and apply

their correctness with resp ect to the sp eci�cation if they o wns to the language accepted b y

sp eci�cation automaton.

Though passiv e testing is sometimes men tioned as an alternativ e to active testing [L Y96 ],

only little e�ort has b een dev oted to this asp ect of testing. Ho w ev er, passiv e testing is w orth

in v estigating, since

� Under certain circumstances, it ma y b e the only t yp e of test a v ailable, for example in

net w ork managemen t.

� It is relativ ely c heap and easy to implemen t.

� A ctiv e testing is sometimes impractical due to the complexit y of systems.
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The simplest approac h to passiv e testing mak es use of an FSM to mo del the b eha vior of

the system. In FSM b ase d p assive fault dete ction , the sp eci�cation of the IUT is mo deled as

an FSM M , and the IUT N is view ed as a blac k b o x where only the execution traces are

observ able. A ccordingly , these execution traces are compared with M to detect faults in

N . The tester wishes to determine whether N is fault y with resp ect to M b y observing a

sequence t of input/output pairs from N where the starting state of N is kno wn or can b e

estimated. Suc h a decision can b e based on the n um b er of states that ar e c omp atible with t ,

b eing a state s of M compatible with t if t is a trace of M starting at s. If the n um b er of

states compatible with t is zero then t is su�cien t to determine that N is fault y . Otherwise,

t is insu�cien t to determine whether N is fault y . It means that there are one or more states

compatible with t and t needs to b e augmen ted b y an additional input/output sequence of

N to con tin ue with the fault detection.

Normally , authors mo del comm unication net w orks b y FSM s [HP92 , AP94, BCSS98 , NR99,

Mea03 , CV06 ]. A transition ma y b e asso ciated with certain input/output b eha vior, whic h

ma y not b e observ able as in the case of in ternal transitions or net w orks in whic h testers

can only observ e pac k ets but not in teractions. Due to limited observ abilit y , a net w ork often

exhibits certain nondeterministic b eha vior, whic h is t ypically mo deled b y a nondeterministic

�nite state mac hine ( NFSM ). A dditionally , the in teractions of di�eren t en tities in a net w ork

can b e b etter mo deled b y comm unicating �nite state mac hines ( CFSM ). F urthermore, since

con trol v ariables and parameters are usually em b edded in the net w ork, authors use extended

�nite state mac hines ( EFSM ) (i.e, [L Y96 , LNS

+
97, DU04 ]). F or example, let us supp ose that

testers ha v e a sp eci�cation mac hine M , whic h mo dels the design or desired b eha vior of a

net w ork. T esters ha v e an implemen tation mac hine N , whic h is the net w ork under test and

is a blac k-b o x (i.e, testers can only observ e its input/output b eha vior). P assiv e testing tries

to determine whether N has faults.

There is a pressing need for net w ork managemen t systems capable of handling faults.

Sophisticated equipmen t is m uc h more vulnerable to an y single fault y inciden t. Sev eral ap-

proac hes are p ossible for dealing with fault managemen t in mo dem complex systems and

net w orks. Next w e brie�y describ e some of the most relev an t approac hes in net w ork mon-

itoring passiv e testing. One approac h is to dev elop exp ert systems capable of diagnosing

faults and taking correctiv e action on lik ely fault scenarios [YWS

+
89 ]. The ma jor di�cult y

here is that the exp erience of h uman exp erts is generally required to dev elop the exp ert

systems. Eac h system or subsystem m ust b e handled separately , in general in an ad ho c

fashion. In the case of newly dev elop ed systems, this ma y p ose problems.
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Another approac h can b e found in [WS93]. This w ork goal is to lo ok for unifying princi-

ples in fault detection and iden ti�cation. A ctually , man y net w ork problems that o ccur due

to in trusions and securit y violations can b e addressed b y using passiv e testing. This is clear

from the observ ation that un w an ted in trusions matter only if they are successful in c hanging

the input/output b eha vior of the implemen ted mac hine. Th us, man y securit y attac ks ma y

b e treated as in ten tional and subtle mo di�cations to the b eha vior of implemen ted mac hine

that are manifested only under the presence of certain inputs and when the mac hine is in a

certain state. The goal of [WS93] is to dev elop a class(es) of fault detection mec hanisms that

apply broadly across a v ariet y of comm unication systems. Most comm unication pro cedures

and systems are curren tly describ ed in terms of w ell-de�ned proto cols. These proto cols, in

turn, are generally sp eci�ed in terms of discrete-ev en t systems, most commonly FSM s. Earlier

w ork along these lines used the concept of a reduced-state FSM as an observ er, capable of

detecting sp eci�ed t yp es of faults in minim um time. Authors fo cus on a v ery simple group

of FSM observ ers (generally t w o states eac h), capable of detecting almost all p ossible faults

in the system under observ ation, b eing exceptions generally deadlo c k and liv elo c k situations.

Th us [WS93 ] prop oses to use a set of indep enden t observ ers to detect faults in comm unication

systems that are mo deled b y FSM s. An algorithm for constructing these observ ers and a fast

real-time fault detection mec hanism used b y eac h observ er w as giv en. Since these observ ers

run in parallel and indep enden tly , one immediate b ene�t is that of gr ac eful de gr adation : One

failed observ er will not cause collapse of the fault managemen t system. In addition, eac h

observ er has a simpler structure than the original system and can b e op erated at higher

sp eed.

In [LS94 ] the authors prop osed an algorithm to trace the v ariable v alues as w ell as the

system states, and presen ted t w o e�cien t implemen tations of the algorithm. In the �rst

implemen tation, they narro w do wn the range of eac h v ariable as m uc h as p ossible whenev er

additional information can b e deriv ed from a transition. A set of range op erations w as

in tro duced and they used examples to illustrate that usage. In the second implemen tation,

the constrain ts deriv ed from a transition path are recorded and the executabilit y of the path

is v eri�ed b y solving the constrain ts as a system of linear equations/inequalities. These

algorithms can deal with commonly encoun tered op erations on v ariable v alues asso ciated

with state transitions and also pro vide e�cien t v ariable v alue determination for the proto col

data p ortion fault detection.

In [LNS

+
97 ] also propp ose P assiv e testing for net w ork fault managemen t. In this ap-

proac h faults are detected in a net w ork proto col system b y passiv ely observing its in-
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put/output b eha viors without in terrupting the normal net w ork op erations. [LNS

+
97] in-

tro duced metho ds for passiv e fault detection of deterministic and nondeterministic FSM s.

This w ork tak es in to accoun t that it is imp ortan t for comm unication net w orks to detect

faults �in-pro cess�, that is while the net w ork is in its normal op eration. [LNS

+
97] apply

their tec hniques to managemen t of a signaling net w ork op erating under the Signaling Sys-

tem 7 (SS7) and rep ort exp erimen tal results, whic h sho w the feasibilit y of applying passiv e

testing to practical systems.

A general formal mo del for passiv e conformance testing w as �rst presen ted in [NVN98],

where the FSM is used to mo del the pr oto c ol c ontr ol p ortion , and fault detection algorithms for

b oth deterministic and nondeterministic systems w ere designed, implemen ted, and applied

to detect faults at run-time for the Signal System 7 (SS7) proto col system.

In [Mil98, MA00, MA01], the authors sp ecify net w ork systems as CFSMs and study fault

detection and lo cation. Bac ktrac king is an e�ectiv e tec hnique for fault detection [A CC

+
04].

In [LNS

+
97] authors dev elop ed algorithms for FSM -based passiv e fault detection. This ap-

proac h has b een applied to other FSM -based systems [WZY01, ZYW01 ] and w as extended to

systems sp eci�ed in the EFSM mo del b y [TC99 , LCH

+
02 , CV06, A CC

+
04, LCH

+
06] and to

systems sp eci�ed in the CFSM mo del b y [Mil98, MA00 , MA01].

[TCI99 ] presen ts an extension of the existing algorithms to consider that sp eci�cation are

describ ed as EFSM s. They in tro duce an algorithm to tak e in to accoun t the n um b er of states

and transitions co v ered. This algorithm is an extension of the one prop osed in [LNS

+
97]

to consider EFSM s as the system sp eci�cations. Authors exp erimen ted, b y using in the SDL

sp eci�cation of the GSMMAP . In [TC99 ] a simple algorithm of passiv e testing on EFSM s

w as dev elop ed and applied to the GSM-MAP proto col. The algorithm records the v alues of

v ariables and discards them whenev er inconsistency o ccurs. Y et, no con vincing argumen ts

are giv en on ho w the faults can b e detected.

In [MA01] authors use FSM s mo del for net w orks to in v estigate fault iden ti�cation using

passiv e testing. The authors illustrate their tec hnique through a sim ulation of a practical

X.25 proto col example.

[ZYW01 ] studies ho w passiv e testing c hec k the proto col implemen tation through online

observ ation. They sho w ed that passiv e testing can b e p erformed in the pro duction �eld

without in terfering with the net w ork. This test metho dology w as realized in an OnLine T est

System (OL TS). The OL TS exploits the state sync hronization algorithm to test the proto col

state mac hine. It tests the exc hange and the manipulation of the routing information through

the top ology analysis and the in ternal pro cess sim ulation. OL TS also supp orts m ultiple
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instances to w ork in a distributed en vironmen t and it can also co op erate with an activ e test

system to bring out the b est of eac h other.

A more systematic study of passiv e testing of the data p ortion w ere rep orted in [LCH

+
02].

V ariables con tain imp ortan t information of proto col systems. In particular, they determine

the system states, and their external b eha viors. Let us remark that, it is w ell kno wn that to

test v ariable v alues due to the complexit y of tracing them [L Y96 ]. In [LCH

+
02] the authors

presen t t w o algorithms, using an Ev en t-driv en EFSM . Exp erimen tal results on the In ternet

routing proto col OSPF w ere rep orted. First an e�ectiv e passiv e testing algorithm for EFSM s

w as prop osed. Second, an algorithm based on v ariable determination with the constrain ts

on v ariables w as presen ted. This last algorithm allo ws us to trace v ariables v alues as w ell

as the system state. Ho w ev er, not all transfer errors can b e detected. T o o v ercome this

limitation, [A CC

+
04 ] prop oses a new approac h based on bac kw ard tracing. This algorithm

w as strongly inspired b y [LCH

+
02 ], but pro cesses the trace bac kw ard in order to further

narro w do wn the p ossible con�gurations for the b eginning of the trace and to con tin ue the

exploration in the past of the trace with the help of the sp eci�cation. This algorithm con tains

t w o phases. First, it follo ws a giv en trace bac kw ard, from the curren t con�guration to a set

of starting ones, according to the sp eci�cation. The goal is to �nd the p ossible starting

con�gurations of the trace, whic h leads to the curren t con�guration. Then, it analyses

the past of this set of starting con�gurations, also in a bac kw ard manner, seeking for end

con�gurations, that is to sa y con�gurations in whic h the v ariables are determined. When

suc h con�gurations are reac hed, they can tak e a decision on the v alidit y of the studied path.

This new algorithm w as applied to the Simple Connection Proto col (SCP) that allo ws to

connect t w o en tities after a negotiation of the qualit y of service required for the connection.

The testing results w ere also compared to the passiv e testing algorithm in [LCH

+
02 ].

In [CV06] the authors prop ose an approac h to passiv e testing in order to express in v ari-

an ts for net w ork proto cols, suc h as session main tenance proto cols. In the prop osed tec hnique,

critical prop erties w ere represen ted as a set of in v arian ts that an IUT should ful�ll. F urther-

more, the authors prop ose a mec hanism to get around the problem to determine from whic h

state the observ ation of execution traces started. In order to v alidate the e�ectiv eness of the

prop osed approac h, the Managed Session Proto col w as used as a real-life case study .

In [SL06 ], authors prop ose an algorithm, inspired in [LSK

+
93, LSKP96 ], where heuristics

are used to ac hiev e high co v erage of transitions in a CFSM mo del. The authors also studied

m utation testing, since it is kno wn to b e e�cien t for a range of particular t yp es of errors in

soft w are testing. This approac h de�nes m utation functions with sp ecial prop erties suc h that
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only m utan ts with single faults need to b e considered for test generation. As a case study ,

authors mo deled the predicate (guard) absence fault t yp e FP A with this prop ert y , then

presen ted and analyzed the test generation algorithm. The w ell-kno wn Needham-Sc hro eder

on m utual authen tication proto col [NS78, Lo w96 ] w as used to illustrate their formal mo del

and testing algorithms. In [UXZ07], authors prop ose a new approac h to FSM based passiv e

fault detection whic h impro v es the p erformance of [LNS

+
97 ].

Routing proto cols are pla ying an imp ortan t role for the In ternet p erformance. The

proto col testing is an e�ectiv e means to guaran tee the qualit y of the proto cols implemen ta-

tions. No w the most commonly used routing proto cols include RIP , OSPF and BGP [HW08]

and proto cols prop osed b y other organizations or man ufactures. Although the traditional

activ e testing helps a lot to unco v er the de�ciencies of the implemen tations of routing pro-

to cols [HLSV00 , ZYW03], some abnormalities will only app ear in practice and/or o v er long

time. The passiv e testing [LNS

+
97 ] can b e p erformed in pro duction �led o v er a long time

without in terference on the net w ork. It is able to p erform the conformance, in terop erabilit y

and p erformance tests. The passiv e testing only observ es online and do es not send an ything

to the IUT . It is quite di�eren t from the �injecting input and observing output� w a y . Th us,

corresp onding tec hniques for the passiv e testing m ust b e w ork ed out. The OnLine T est

System (OL TS) w as a realization and an application of the passiv e testing, whic h made it

function in test activities.

Most securit y proto cols use cryptograph y to ac hiev e data transmission, authen tication

and k ey distribution [Mea92, Mea03] in a hostile en vironmen t. Sev eral unique c haracteristics

of securit y proto cols mak e the traditional conformance testing approac hes insu�cien t and

p ose new c hallenges for b oth mo deling and test generation tasks. First, securit y proto cols

ha v e a h uge and sp ecial data p ortion. The input/output messages are from a language

de�ned b y cryptographic primitiv es suc h as public/priv ate encryption and decryption. The

formidable size of the alphab et mak es generating a complete c hec king sequence infeasible.

Therefore, tradeo� is usually made to fo cus only on a sp ecial t yp e of non conformance

securit y �a ws.

Normally EFSM s can b e used to sp ecify the securit y proto col and augmen t the mo del to

include securit y proto col message t yp es as the parameter of input/output sym b ols. On the

other hand, securit y prop erties can b e tested only with a precise in truder mo del. In [SL06 ],

authors use EFSM to formally sp ecify the in truder's b eha viors based on the w ell kno wn Dolev

Y ao mo del [D Y81 ], whic h mo dels most p o w erful and y et realistic in truder. Consequen tly , the

whole proto col system w as mo deled as the comm unication system comp osed of the in truder
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and a set of legitimate principals. This approac h w as extended in [SL06 ] adding kno wledge

to the in truders and message con�den tialit y requiremen t.

The existence of div erse in truders renders the resilience of those proto col systems more

signi�can t, and more c hallenging. V arious formal mo deling and analysis tec hniques, suc h

as BAN lo gic , mo del-che cking and str and sp ac es [NS78, Lo w96 , ES00 ] w ere dev elop ed to

ensure the correctness of securit y proto col system. These w orks w ere fo cused on validating

the pr oto c ol sp e ci�c ation . Ho w ev er, errors can also b e in tro duced to the system in implemen-

tation phases, ev en if the sp eci�cation is pro v en to b e �a wless. F urthermore, in terconnected

comm unication system in terfaces ma y result in securit y problems, suc h as message con ten t

exp osure.

Systematic testing approac hes for securit y proto cols ha v e b een largely neglected b y the

researc h comm unit y , ev en though n umerous rep orts sho w programming errors in securit y-

critical systems are v ery common [Tho03 , Tho05 ]. T esting for system securit y , often kno wn

as p enetr ation testing [Tho05 ] or red-team testing, refers to the activit y of executing a

prede�ned test script with the goal of �nding a securit y exploit. Thompson in [Tho03 ]

classi�ed four general p enetration testing metho ds:

� T esting dep endency .

� T esting unan ticipated user input.

� Exp ose design vulnerabilities.

� Exp ose implemen tation vulnerabilities.

Under these guidelines practical testing has b een conducted in industry and pro v ed to

b e v ery helpful. Nonetheless, most of the curren t p enetration testing activities are ad-ho c

and rely on exp ert kno wledge of target systems or existing exploits [GH02]; the cost of a

comprehensiv e testing is high and the resp onse time is to o long. On the other hand, curren t

testing metho ds are largely at system lev el on system recon�guration [SHJ

+
02 ] or unexp ected

side e�ect of op erations [CKXI03 ]. Proto col lev el p enetration testing has not dra wn adequate

atten tion y et is crucial for disco v ering securit y proto col implemen tation errors. P articularly ,

automated test selection and execution tec hniques w ere desirable for complex proto cols and

for real-time resp onse to securit y �a ws.

In [CGP03 ] w as presen ted a no v el metho dology to p erform passiv e testing. The usual

approac h consists in recording the trace pro duced b y the implemen tation under test and

trying to �nd a fault b y comparing this trace with the sp eci�cation. This no v el approac h
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w as supp orted b y the follo wing idea: A set of in v arian ts represen t the most relev an t exp ected

prop erties of the implemen tation under test. In tuitiv ely , an in v arian t expresses the fact that

eac h time the implemen tation under test p erforms a giv en sequence of actions, then it m ust

exhibit a b eha vior re�ected in the in v arian t. Authors prop ose a more activ e approac h to

passiv e testing where the minim um set of (critic al) prop erties required to a correct imple-

men tation ma y b e explicitly indicated. In short, an in v arian t expresses that eac h time that

the implemen tation under test p erforms a giv en sequence of input/output actions, then it

m ust sho w a b eha vior resp ected in the in v arian t. This approac h w as able to test the data

�o w, but not in a v ery satisfactory w a y . This w as the reason for a second approac h seeking

to apply a set of constrain ts to the trace. In order to p erform this phase authors presen t

t w o algorithms based, resp ectiv ely , on left-to-righ t and righ t-to-left pattern matc hing algo-

rithms. In this approac h information w as extracted from the sp eci�cation and then used to

pro cess the trace. Ho w ev er, one of the dra wbac ks of this approac h w as the limitation on the

grammar used to express in v arian ts.

Another approac h can b e seen in [A CN03]. There, it w as prop osed that in v arian ts should

b e supplied b y the exp ert/tester. In this case the �rst step is to c hec k that the in v arian t is

in fact correct with resp ect to the sp eci�cation. An algorithm to c hec k this correctness w as

pro vided. The complexit y , in the w orst case, of the algorithm w as linear, with resp ect to the

n um b er of transitions in the sp eci�cation. Once a set of (correct) in v arian ts w as generated

the second step consists in c hec king whether the trace pro duced b y the IUT resp ects the

in v arian ts. In order to do so a simple adaptation of the classical algorithms for pattern

matc hing on strings (see e.g. [BM77, KMP77 ]) w as implemen ted. In [A CN03 ] w as also

presen ted a test arc hitecture for W AP as w ell as the exp erimen tal results obtained from

the application of their passiv e testing with in v arian ts approac h. Another exp erimen t with

in v arian t w ere presen ted sim ulating Simple Connection Proto col (SCP) and the results of

preliminary exp erimen ts are presen ted in [CGP03 ].

T o impro v e the fault detection capabilities, [A CC

+
04] prop oses a bac kw ard c hec king

metho d that analyzes in a bac kw ard fashion the input/output trace from passiv e testing

and its past. It e�ectiv ely c hec ks b oth the con trol and data p ortion of a proto col system,

complimen ts the forw ard c hec king approac hes, and detects more errors. Authors presen ted

their algorithm, studied its termination and complexit y , and rep orted exp erimen t results on

the proto col SCP .

In [BCNZ05 ], authors p erformed t w o t yp es of prop ert y v eri�cation: one on the sp eci�ca-

tion and another one on the implemen tation. F or the �rst t yp e of v eri�cation w as dev elop ed
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algorithms whose complexit y w ere b etter than classical algorithms for mo del c hec king, since

these ones w ere usually exp onen tial on the n um b er of transitions. F or the second t yp e of

v eri�cation authors dev elop ed new algorithms that c hec k the prop erties on the real imple-

men tation traces. These algorithms w ere adaptations of classical algorithms for pattern

matc hing. Let us remark that this kind of v eri�cation is not p erformed at all b y mo del

c hec king. Th us, their tec hniques are indeed closer to conformance testing or system mon-

itoring than to mo del c hec king. In [BCNZ05 ] w as also studied W AP . This proto col is an

op en global sp eci�cation that emp o w ers mobile users with wireless devices to easily access

and in teract with In ternet information and services instan tly . It is w orth to p oin t out that

this proto col represen ts a t ypical example where activ e testing cannot b e applied since, in

general, there is no direct access to the in terfaces b et w een the di�eren t la y ers. Th us, testers

cannot con trol ho w in ternal comm unications w ere established.

In [SL06 ] w as studied testing of message con�den tialit y and essen tial securit y prop ert y .

The authors formally mo del proto col systems with an in truder using Dolev-Y ao mo del.

The w ell-kno wn Needham-Sc hro eder-Lo w e proto col is used to illustrate their approac hes.

In [LCH

+
06] authors studied net w ork proto col system monitoring for fault detection using

a formal tec hnique of passiv e testing that is a pro cess of detecting system faults b y passiv ely

observing its input/output b eha viors without in terrupting its normal op erations. After de-

scribing a formal mo del of ev en t-driv en EFSM s, authors presen t t w o algorithms for passiv e

testing of proto col system con trol and data p ortions. Exp erimen tal results on OSPF and

TCP w ere rep orted.

In [WSW

+
07] authors applied a passiv e testing algorithm to the TCP proto col. Ex-

p erimen tal results sho w that the proto col has a high transition co v erage compared with

in terpretabilit y testing exp erimen ts. Detailed analysis of the exp erimen ts is presen t and

sho ws a p ossible w a y of com bining passiv e testing and activ e testing.

In addition to the theoretical framew ork some authors ha v e dev elop ed some soft w are to ol.

The OnLine T est System (OL TS) [ZYW01]. The protot yp es of the OL TS w ere implemen ted

on b oth a Sun Ultra 1 Solaris platform and a x86-Lin ux platform separately to promote the

usabilit y . T cl/TK w as exploited to plot a friendly GUI. Besides, they com bined b oth the

activ e testing and the passiv e testing together. E�ectiv e test on routing proto cols has b een

p erformed.

Another soft w are to ol is TestTInv . This to ol facilitates the automation of the passiv e

testing approac h prop osed in [BCNZ05]. In order to test the usefulness of their approac h,

the to ol w as exercised in a real-life case study: The Wireless Application Proto col (W AP).
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The authors presen t a test arc hitecture as w ell as the most relev an t results obtained from

the application of their approac h to the W AP .



Chapter 4

P assiv e T esting of Timed Systems

The scale and heterogeneit y of curren t systems mak e imp ossible for dev elop ers to ha v e an

o v erall view of the system. Th us, it is di�cult to foresee those errors that are either critical

or more probable. Since the construction of a system requires to use sev eral comp onen ts,

dev elop ed b y di�eren t teams, reliabilit y of these comp onen ts is a m ust. This is a requiremen t

not only for �nal customers but also for dev elop ers. In this con text, formal testing te chniques

pro vide systematic pro cedures to c hec k implemen tations in suc h a w a y that the co v erage of

critical parts/asp ects of the system dep ends less on the in tuition of the tester.

The application of formal testing tec hniques to c hec k the correctness of a system requires

to iden tify its critic al asp ects, that is, those asp ects that will mak e the di�erence b et w een

correct and incorrect b eha vior. In this line, the time consumed b y eac h op eration should

b e considered critical in a real-time system. There has b een sev eral prop osals for timed

testing (e.g. [MMM95, CL97 , HNTC99, SVD01 , EDK02 , ED03 , NR06, MNR08c ]). In these

w orks, time is considered to b e deterministic , that is, time requiremen ts follo w the form

�after/b efore t time units...�. In fact, in most of the cases, time is in tro duced b y means of

clo c ks follo wing [AD94]. Ev en though the inclusion of time allo ws the sp eci�er to giv e a

more precise description of the system to b e implemen ted, there are frequen t situations that

cannot b e accurately describ ed b y using this notion of deterministic time. F or example, w e

ma y desire to sp ecify a system where a message is exp ected to b e receiv ed with probabilit y

1
2 in the in terv al (0; 1], with probabilit y

1
4 in (1; 2], and so on. In our framew ork w e prop ose

t w o di�eren t w a ys to tak e in to accoun t time issues represen ted in sp eci�cations. On the

one hand, w e consider time expressed with �xed v alues. This approac h is close to hardw are

systems since time is usually considered to ha v e �xed v alues (i.e, it can b e determined b y the

in ternal w atc h, MIPS, and time p er cycles of the CPU). On the other hand, in our second

39
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approac h w e consider that time will b e expressed b y using probabilit y distribution functions.

This approac h is closer to soft w are systems where the time to execute some input/output is

close to a �x n um b er, with probabilit y p, but it w ould not b e credible to giv e a �xed time

v alue since this time ma y dep end on sev eral uncon trollable e�ects.

Along this c hapter w e presen t t w o formal passiv e testing framew orks where the temp oral

b eha viour of systems is considered. T w o extensions of the classical concept of Finite State

Machine will allo w a sp eci�er to explicitly denote temp oral requiremen ts for eac h action of

a system. In tuitiv ely , transitions in �nite state mac hines indicate that if the mac hine is in

a state s and receiv es and input i then it will pro duce and output o and it will c hange its

state to s0
. An appropriate notation for suc h a transition could b e s

i=o
��! s0

. In con trast

if w e consider an extension of �nite state mac hines to consider �x time, transitions suc h as

s
i=o

��! t s0
indicate that the time b et w een receiving the input i and returning the output o is

giv en b y t .

Ho w ev er, these are some similarities. W e will separately presen t the t w o testing metho d-

ologies since the treatmen t of time in b oth settings is v ery di�eren t, an sp eci�c approac hes

ha v e to b e used in eac h case. In b oth cases, w e consider a set of observ ations collected

b y means of the in teraction with the implemen tation (i.e, logs of the system) and establish

di�eren t temp oral prop erties asso ciated with the in v arian ts.

As w e ha v e already explained in the �rst c hapter of this Master Thesis, in this w ork

w e represen t time prop erties with in v arian ts. In addition w e pro vide algorithms to decide

the correctness of the in v arian ts with resp ect to the sp eci�cations and algorithms to decide

if an in v arian t detect faults with resp ect to the traces generated b y the implemen tation.

Let us remark that, due to the fact that w e consider a blac k-b o x testing framew ork, testers

cannot compare in a direct w a y timed requiremen ts of the r e al implemen tation with those

established in the sp eci�cation.

The rest of the c hapter is organized as follo ws. In Section 4.1 w e in tro duce additional

notation used along the c hapter suc h as the notion of time in terv al, TFSM st ,and TFSM f t . In

Section 4.2 w e presen t our �rst no v el approac h framew ork in passiv e testing where time is

expressed b y �x v alues. In Section 4.3 w e presen t our second no v el approac h framew ork,

where time is giv en b y probabilit y distribution functions.

4.1 Preliminaries

Along this w ork, w e consider that time v alues b elong to a generic domain T . Most

concepts will b e parameterized with resp ect to this domain. Ho w ev er, some of the notions
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and de�nitions will dep end on the sp eci�c instance of the generic time domain. Sp eci�cally ,

w e will consider three di�eren t p ossibilities to represen t time: Time v alues, sto c hastic time,

and time in terv als.

Ev en t though sp eci�cations will use either �x time v alues of probabilit y distribution

functions, w e will use time in terv als within the de�nition of some in v arian ts.

De�nition 4.1 W e sa y that an y v alue t 2 I R + is a �xe d time value . W e sa y that â = [ a1; a2]

is a time interval if a1 2 I R + , a2 2 I R + [ f1g , and a1 � a2 . W e assume that for all t 2 I R +

w e ha v e t < 1 and t + 1 = 1 . W e consider that IR denotes the set of time in terv als. Let

â = [ a1; a2] and b̂ = [ b1; b2] b e time in terv als. W e consider the follo wing functions:

� � : IR � I R + ! IR de�ned as � (â; t) = [ a1 + t; a2 + t].

� � : IR � IR ! IR de�ned as � (â; b̂) = [min( a1; b1); max(a2; b2)] , where min and

max denote the minim um and maxim um v alue resp ectiv ely .

� + : IR � IR ! IR de�ned as [a1; a2] + [ b1; b2] = [ a1 + b1; a2 + b2].

� � : IR � IR ! f true; false g de�ned as [a1; a2] � [b1; b2] = ( a1 � b1 ^ a2 � b2) .

� � : IR � I R + ! f true; false g de�ned as [a1; a2] � t = ( t � a2) .

ut

Fixed time v alues are used to express precise momen ts where a signal is pro cessed b y

a system. F or example, if w e asso ciate t time units with a transition, then alw a ys this

transition is p erformed in t time units. This represen tation is v ery useful, for example in

securit y proto cols, where some signals m ust b e sen t exactly ev ery 2 seconds. Time in terv als

will b e used to express time constrain ts asso ciated with the execution of actions. The idea

is that if w e asso ciate a time in terv al [t1; t2] 2 IR with a task w e indicate that this task

should tak e at least t1 time units and at most t2 time units to b e p erformed. In terv als lik e

[0; t], [t; 1 ) , or [0; 1 ) denote the absence of a temp oral lo w er/upp er b ound and the absence

of an y b ound, resp ectiv ely .

Next w e in tro duce the concepts of probabilit y distribution function and con�dence.

De�nition 4.2 A pr ob ability distribution function is a function F : I R + �! [0; 1] ha ving

the follo wing prop erties:

� lim t ! + 1 F (t) = 1 .
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� F is monotonically increasing, that is, for all t1 and t2 2 I R + suc h that t1 � t2 w e ha v e

F (t1) � F (t2) .

� F is a righ t-con tin uous function at an y p oin t, that is, for all t 2 I R + w e ha v e:

lim
t0! t+

F (t0) = F (t):

W e denote the set of probabilit y distribution functions b y F ( F; F1; F2 to range o v er F ).

Let F1 and F2 b e t w o probabilit y distribution functions. W e write F1 = F2 if for all t 2 I R +

w e ha v e F1(t) = F2(t) . W e will call sample to an y m ultiset of p ositiv e real n um b ers. W e

denote the set of m ultisets in I R + b y } ( I R + ) . Let F b e a probabilit y distribution function

and J b e a sample. W e denote the c on�denc e of F on J b y 
 (F; J ) . ut

In our setting, samples will b e asso ciated with time v alues that implemen tations need

to p erform sequences of actions. W e ha v e that 
 (F; J ) tak es v alues in the in terv al [0; 1].

In tuitiv ely , bigger v alues of 
 (F; J ) indicate that the observ ed sample J is more lik ely to

b e pro duced b y the probabilit y distributed function F . That is, 
 decides ho w similar the

probabilit y distribution function generated b y J and the one corresp onding to F are.

Next, w e in tro duce one of the standard w a ys to measure the con�dence degree that a

probabilit y distribution function F has on a sample. In order to do so, w e will presen t a

metho dology to p erform hyp othesis c ontr asts . The underlying idea is that a sample will b e

r eje cte d if the probabilit y of observing that sample from a natur al sample extracted from F

is lo w. In practice, w e will c hec k whether the probabilit y to observ e a discr ep ancy lo w er than

or equal to the one w e ha v e observ ed is lo w enough. W e will presen t Pe arson 's � 2
c ontr ast .

De�nition 4.3 The Pe arson 's � 2
c ontr ast can b e applied b oth to con tin uous and discrete

probabilit y distribution functions. Once w e ha v e collected a sample of size n w e p erform the

follo wing steps:

� W e split the sample in to k classes whic h co v er all the p ossible range of v alues. W e

denote b y oi the observe d fr e quency at class i (i.e. the n um b er of elemen ts b elonging

to the class i ).

� W e calculate the probabilit y pi of eac h class, according to the prop osed probabilit y

distribution function. W e denote b y ei the exp e cte d fr e quency , whic h is giv en b y the

equation ei = n � pi .
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� W e calculate the discr ep ancy b et w een observ ed frequencies and exp ected frequencies

as X 2 =
P k

i =1
(oi � ei )2

ei
. When the mo del is correct, this discrepancy is appro ximately

distributed as the distribution � 2
.

� W e estimate the n um b er of freedom degrees of � 2
as k � r � 1. In this case, r is the

n um b er of parameters of the mo del whic h ha v e b een estimated b y maximal lik eliho o d

o v er the sample to estimate the v alues of pi (i.e. r = 0 if the mo del completely sp eci�es

the v alues of pi b efore the samples are observ ed).

� W e will ac c ept that the sample follo ws the prop osed random v ariable if the probabilit y

to obtain a discrepancy greater or equal to the discrepancy observ ed is high enough,

that is, if X 2 < � 2
� (k � r � 1) for some � lo w enough. A ctually , as suc h margin to

accept the sample decreases as � decreases, w e can obtain a measure of the v alidit y of

the sample as max f � j X 2 < � 2
� (k � r � 1)g.

ut

Example 4.1 Let us illustrate the previous de�nitions of probabilit y distribution function,

sample, con�dence and P erson � 2
con trast in the follo wing example. Let us supp ose w e ha v e

a dice, ha ving its six sides the same probabilit y . W e represen t this probabilit y function in

Figure 4.1. F or example, the probabilit y of obtaining 1 or less is

1
6 , and the probabilit y of

obtaining a n um b er less than or equal to 4 is

4
6 .

Supp ose w e toss this dice three h undred times. W e store the observ ed results in a sample

denoted b y ` . W e ha v e that ` is in } (f 1; 2; 3; 4; 5; 6g) . In order to represen t the n um b er of

observ ed v alues asso ciated whic h eac h side of the dice, let us supp ose that in ` the observ ed

frequencies are o1 = 43 , o2 = 49 , o3 = 56 , o4 = 45 , o5 = 66 , and o6 = 41 .

No w w e sho w ho w can w e decide the con�dence of ` with resp ect to the function rep-

resen ted in Figure 4.1. W e will use for this task the chi squar e go o dness of �t test . This

test is particularly useful to determine ho w w ell a mo del �ts observ ed data since it allo ws us

to ev aluate ho w close the observ ed v alues are to those whic h w ould b e exp ected giv en the

mo del in question.

W e denote the exp ected frequency of v alue i b y ei . Since w e exp ected that the dice is

regular, w e ha v e ei = 50 with 1 � i � 6.

The lev el of signi�cance � 2 [0; 1] allo ws us to let some discrepancies in the v alues with

resp ect to the exp ected ones. W e de�ne the n ull h yp othesis, denoted b y H0 , and w e m ust

sho w that H0 do es not hold. The meaning of the n ull h yp othesis in this example is �the dice

is not regular�, meaning that F (x) 6= x
6 , for some x 2 f 1; : : : ; 6g.
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Figure 4.1: Probabilit y distribution function of a regular dice.

H0 =
6X

i =1

(oi � ei )2

ei
> � 2

5;�

If w e use � = 0 :05 the w e are sa ying � H0 do es not hold the with probabilit y 1 � � �, in

other w ords that with probabilit y 1 � � , ` w as obtained from F . In our case, w e can accept

that the dice is regular b ecause H0 do es not hold. ut

Next w e in tro duce our t w o timed extensions of the classical �nite state mac hine mo del.

The main di�erences with resp ect to usual FSM s consists in the addition of time to indicate

the lapse b et w een o�ering an input and receiving an output.

De�nition 4.4 A Fixe d Time d Finite State Machine , in the follo wing TFSM f t , is a tuple

M = ( S; I ; O; T r; s in ) where S is a �nite set of states, I is the set of input actions, O is the

set of output actions, T r is the set of transitions, and sin is the initial state.

A transition b elonging to T r is a tuple (s; s0; i; o; t ) where s; s0 2 S are the initial and

�nal states of the transition, i 2 I and o 2 O are the input and output actions, resp ectiv ely ,

and t 2 I R + denotes the time that the transition needs to b e completed. W e sa y that M is

input-enable d if for all state s 2 S and input i 2 I , there exist s0 2 S , o 2 O , and t 2 I R +

suc h that (s; s0; i; o; t ) 2 T r . ut
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In tuitiv ely , a transition (s; s0; i; o; t ) of a TFSM f t indicates that if the mac hine is in state s

and receiv es the input i then, after t time units, the mac hine emits the output o and mo v es

to s0
. W e denote this transition b y s

i=o
��! t s0

.

De�nition 4.5 A Sto chastic Time d Finite State Machine , in the follo wing TFSM st , is a tuple

M = ( S; I; O; T r; s in ) where S is a �nite set of states, I is the set of input actions, O is the

set of output actions, T r is the set of transitions, and sin is the initial state.

A transition b elonging to T r is a tuple (s; s0; i; o; F ) where s; s0 2 S are the initial and

�nal states of the transition, i 2 I and o 2 O are the input and output actions, resp ectiv ely ,

and F 2 F denotes the time, in probabilit y terms, that the transition needs to b e completed.

W e sa y that M is input-enable d if for all state s 2 S and input i 2 I , there exist s0 2 S ,

o 2 O , and F 2 F suc h that (s; s0; i; o; F ) 2 T r . W e sa y that M has r e gular sto chastic

information , if there do not exist t w o di�eren t transitions (s; s0; i; o; F1) and (s1; s2; i; o; F2)

with F1 6= F2 . ut

In tuitiv ely , a transition (s; s0; i; o; F ) of a TFSM f t indicates that if the mac hine is in state

s and receiv es the input i then, after a lapse of t time units generated from the probabilit y

distribution function F , the mac hine emits the output o and mo v es to s0
. W e usually denote

suc h transition b y s
i=o

��! F s0
. Along the rest of the w ork w e assume that all the mac hines

are observ able non-deterministic and in the case of TFSM st w e assume that all mac hines ha v e

regular sto c hastic information.

Example 4.2 In this example w e brie�y describ e the b eha viour of the TFSM f t represen ted

in Figure 4.2 and of the TFSM st represen ted in Figure 4.3. In Figure 4.2 w e giv e a graphical

represen tation of a TFSM where s1 is the initial state. W e can observ e di�eren t transition

suc h as s1
i 0=o1

����! 4 s2 . Let us note that, according to the de�nition, all time v alues are in

I R + but, in con trast with the TFSM st mo del time v alues are not uniquely asso ciated with an

input/output pair. F or example, w e ha v e t w o transitions s1
i 1=o1

����! 5 s4 and s2
i 1=o1

����! 6 s4

ha ving the same asso ciated input/output pair but di�eren t time v alues.

Let us consider the TFSM st depicted in Figure 4.3. W e are mo delling the timed b eha vior,

with the probabilit y distribution functions F1; F2; F3 asso ciated with eac h transition (In

Figure 4.4 w e sho w a graphical represen tation of these three functions). In this example w e

sho w three p ossible, often used, probabilit y distribution functions. F or instance, w e ma y

consider that the all v alues generated b y the F1 function are uniformly distribute d in the

in terv al [0; 2]. Uniform distributions allo w us to k eep compatibilit y with time in terv als in

(non-sto c hastic) timed mo dels in the sense that the same weight is assigned to all the times
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I = f i0; i1g

O = f o0; o1g

Figure 4.2: Example of TFSM f t .

in the in terv al. W e consider that F2 follo ws a Dirac distribution in 4. The Dirac distribution

concen trates all the probabilit y in a single p oin t. Th us a Dirac distribution in n giv es

probabilit y 1 to n and probabilit y 0 to the rest of v alues. In timed terms, the idea is that the

corresp onding dela y will b e equal to n time units. Dirac distributions allo w us to sim ulate

deterministic dela ys app earing in timed mo dels. Finally , F3 is exp onential ly distributed with

parameter 3.

F or instance, let us consider the transition t23 . In tuitiv ely , if the mac hine is in state 2

and receiv es the input i0 then it will pro duce the output o1 after a time giv en b y F1 and

will mo v e to state 3. The time asso ciated with the transition is a v alue 0 � t � 2, that can

b e dra wn with the same probabilit y . ut

During the rest of this Master Thesis, in de�nitions where the in tro duced concepts are

the same for TFSM f t or TFSM st w e will use the generic name TFSM . Next, w e in tro duce the

notion of tr ac e of a TFSM . As usual, a trace is a sequence of input/output pairs. In addition,

w e ha v e to record the time that the trace needs to b e p erformed.

T races are essen tial in passiv e testing. Let us remem b er that, in our setting, testers

cannot in teract with the IUT . They are only pro vided with recorder traces, called lo gs , for

making testing. In a log w e can observ e sev eral signals (inputs/output) and the time where
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0 if t < 0

I = f i0; i1; i2g

O = f o1; o2; o3g

Figure 4.3: Example of TFSM st .

they w ere p erformance. A log is a �nite sequence and it will lo ok lik e

i1=o1=t1; i2=o2=t2; i3=o3=t3; : : : ; in=on =tn

Dep ending on the notion of time represen ted in the considered mac hines, testers will consider

one approac h or the other to decide the v alidit y of the trace recorded form the IUT .

4.2 Fixed Time Approac h

In this section w e in tro duce the notion of timed in v arian t for mac hines represen ting time

as �x v alues. F or example, w e can express that the time the system tak es to p erform a

transition alw a ys b elongs to a sp eci�c in terv al. Th us, timed in v arian ts are used to express

the temp oral restrictions of a trace. In our formalism, w e assume that timed in v arian ts are

giv en b y the tester, p ossibly deriv ed from the original requiremen ts. Another approac h is

to consider that they are extracted from the sp eci�cation. In fact, w e can do this easily

b y adapting the metho d giv en in [CGP03 ] to our timed framew ork. Ho w ev er, this leads to

a h uge set of in v arian ts, b eing most of them irrelev an t. In our approac h w e need to c hec k

that the timed in v arian ts prop osed b y the tester are correct with resp ect to the sp eci�cation.

Once w e ha v e a collection of correct timed in v arian ts, w e will ha v e to c hec k if these in v arian ts
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Figure 4.4: Represen tation of probabilit y distribution functions F1 , F2 , F3 .

are satis�ed b y the traces pro duced b y the implemen tation. W e will pro vide an algorithm

to v erify the correctness of the log, recorded from the implemen tation, with resp ect to an

in v arian t.

In order to express traces in a concise w a y , w e will use the wild-card c haracters ? and ?.

The wild-car ? represen ts an y v alue in the sets I and O , while ? represen ts a sequence of

input/output pairs.

De�nition 4.6 Let M = ( S; I ; O; T r; s in ) b e a TFSM f t . W e sa y that the sequence I is a �x

time invariant for M if the follo wing t w o conditions hold:

1. I is de�ned according to the follo wing EBNF:

I ::= a=z=̂p; I j ? =p̂; I 0 j i 7! O=p̂ B t̂

I 0 ::= i=z=p̂; I j i 7! O=p̂ B t̂

In this expression w e consider p̂; t̂ 2 IR , i 2 I , a 2 I [ f ?g, z 2 O [ f ?g, and O � O .

2. I is c orr e ct with resp ect to M .

W e denote the set of �xed timed in v arian ts b y FixedTimeInv . ut
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Let us remark that time conditions established in in v arian ts are giv en b y in terv als. Ho w-

ev er, mac hines in our formalism presen t time information expressed as �x amoun ts of time.

This fact is due to consider that it can b e admissible that the execution of a task sometimes

lasts more than exp ected: If most of the times the task is p erformed on time, a small n um b er

of dela ys can b e tolerated. Moreo v er, another reason for the tester to allo w imprecisions is

that the artifacts measuring time while testing a system migh t not b e as precise as desirable.

In this case, an apparen t wrong b eha vior due to bad timing can b e in fact correct since it

ma y happ en that the watches are not w orking prop erly . A longer explanation on the use of

time in terv als to deal with imprecisions can b e found in [MNR07b].

In tuitiv ely , the previous EBNF expresses that an in v arian t is either a sequence of sym b ols

where eac h comp onen t, but the last one, is either an expression a=z=̂p, with a b eing an input

action or the wild-card c haracter ?, z b eing an output action or the wild-card c haracter ?,

and p̂ b eing a timed in terv al, or an expression ?=p̂. There are t w o restrictions to this rule.

First, an in v arian t cannot con tain t w o consecutiv e expressions ?=p̂1 and ?=p̂2 . In the case

that suc h situation w as needed to represen t a prop ert y , the tester could sim ulate it b y means

of the expression � ; (p̂1 + p̂2) . The second restriction is that an in v arian t cannot presen t a

comp onen t of the form ?=p̂ follo w ed b y an expression b eginning with the wildcard c haracter

?, that is, the input of the next comp onen t m ust b e a r e al input action i 2 I . In fact, ?

represen ts an y sequence of input/output pairs suc h that the input is not equal to i , b eing i

the next input app earing in the in v arian t.

The last comp onen t, corresp onding to the expression i 7! O=p̂ B t̂ , is an input action

follo w ed b y a set of output actions and t w o timed restrictions, denoted b y means of t w o

in terv als p̂ and t̂ . The �rst one is asso ciated to the last expression of the sequence. The

second one is related to the sum of time v alues asso ciated to all input/output pairs p erformed

b efore. F or example, the meaning of an in v arian t as i=o=p̂; ?=p̂?; i0 7! O=p̂0 B t̂ is that if w e

observ e the transition i=o in a time b elonging to the in terv al p̂, then the �rst o ccurrence of

the input sym b ol i0
after a lapse of time b elonging to the in terv al p̂? , m ust b e follo w ed b y an

output b elonging to the set O , in a time b elonging to p̂0
. The in terv al t̂ mak es reference to the

total time that the system m ust sp end to p erform the whole trace. This notion of in v arian t

allo ws us to express sev eral prop erties of the system under study . Next, w e in tro duce some

examples in order to presen t ho w in v arian ts w ork.

Example 4.3 The simplest in v arian t w e can de�ne within our framew ork follo ws the sc heme

i 7! f og=[2; 3] B [2; 3]. The idea is that eac h o ccurrence of the sym b ol i is follo w ed b y the

output sym b ol o and this transition is p erformed b et w een 2 and 3 time units.
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W e can sp ecify a more complex prop ert y b y taking in to accoun t that w e are in terested

in observing the output o after the input i only if the input i0 w as previously observ ed. In

addition, w e include in terv als corresp onding to the amoun t of time the system tak es for eac h

of the transitions and the total time it sp ends in the whole trace. W e could express this

prop ert y b y means of the in v arian t i0=?=[1; 4]; ?=[0; 5]; i 7! f og=[2; 3] B [2; 12]. An observ ed

trace will b e correct with resp ect to this in v arian t if eac h time that w e �nd a (sub)sequence

starting with the input i0 and an y output sym b ol whic h has b een p erformed in an amoun t

of time b elonging to the in terv al [1; 4], then if there is an o ccurrence of the input sym b ol i

b efore 5 time units pass then the input i m ust b e paired with the output sym b ol o and the

lapse b et w een i and o m ust b e in the in terv al [2; 3]. In addition, the whole sequence m ust

tak e a time b elonging to the in terv al [2; 12].

W e can re�ne the previous in v arian t if w e consider only the cases where the pair i0=o0 w as

observ ed. The in v arian t for denoting this prop ert y is the follo wing i0=o0=[1; 4]; ?=[0; 5]; i 7!

f og=[2; 3] B [2; 12]. Let us remark that w e could not deduce that w e ha v e found an error if

the pair i0=o0 app ears in the observ ed trace but the input i is not detected afterw ards in

the corresp onding trace. In suc h a situation w e cannot conclude that the implemen tation

fails. Similarly , if w e �nd the pair i0=o1 w e cannot conclude an ything since the premise of

the in v arian t, that is, the whole sequence but the last pair w as not found. An in v arian t as

i 7! f o1; o2g=[1; 4] B [1; 4] indicates that after input i w e observ e either o1 or o2 in a time

b elonging to [1,4]. ut

Since w e assume that in v arian ts can b e de�ned b y a tester, w e m ust ensure that they

are correct with resp ect to the sp eci�cation. Next w e explain the most relev an t asp ects

of our algorithm to decide whether an in v arian t is correct with resp ect to a sp eci�cation.

W e separate the algorithm in to three di�eren t parts. The �rst part of the algorithm (see

Figure 4.5) is resp onsible for treating the pr efac e of the in v arian t, that is, to determine the

states that can b e reac hed in the sp eci�cation after the �rst n � 1 input/output/time tuples

ha v e b een tra v ersed. The second phase (see Figure 4.6) is used to c hec k that the last pair

of the in v arian t is correct for the sp eci�cation. In other w ords, to detect that for all the

states computed in the previous step, if the last input of the in v arian t can b e p erformed

then the obtained output b elongs to the set of outputs app earing in this last expression of

the in v arian t. In addition w e also c hec k that these transitions are p erformed in the time

in terv al app earing in the in v arian t. Finally , the third part of the algorithm (see Figure 4.7)

v eri�es the last part of the in v arian t: The sequence is alw a ys p erformed in a time b elonging

to the corresp onding in terv al. Next w e in tro duce additional notation.



4. P assiv e T esting of Timed Systems 51

De�nition 4.7 Let M = ( S; I ; O; T r; s in ) b e a TFSM f t , s 2 S , a 2 I [ f ?g, z 2 O [ f ?g,

and t̂ 2 IR . W e de�ne the set afterCond (s; a; z;t̂ ) as the set of transitions b elonging to

T r ha ving as initial state s, as input a, as output z , and suc h that its time b elongs to the

in terv al t̂ .

afterCond (s; i; o; t̂) = f (s; s0; i; o; t )j9s0 2 S; t 2 I R + (s; s0; i; o; t ) 2 T r ^ t 2 t̂g

afterCond (s; ?; o; t̂) =
S

i 2I afterCond (s; i; o; t̂)

afterCond (s; i; ?; t̂) =
S

o2O afterCond (s; i; o; t̂)

afterCond (s; ?; ?; t̂) =
S

i 2I ;o2O afterCond (s; i; o; t̂)

W e de�ne the function afterInt (s; t̂; i ) as the function that computes the set of pairs

(s0; t) of states s0 2 S that can b e reac hed from state s after t time units, b elonging t to the

in terv al t̂ , and suc h that the input i is not p erformed.

W e will use an auxiliary function so that afterIntAux (s; t̂; i ) = afterIntAux (s; t̂; i; 0),

b eing this function de�ned as follo ws:

afterIntAux (s; t̂; i; tot ) = f (s; tot)jtot 2 t̂g

S

[

(s; s00; i0; o; t) 2 T r

t̂ � (tot + t)

i 6= i0

afterIntAux (s00; t̂; i; tot + t)

ut

In the �rst phase of the algorithm w e ha v e to initially obtain the set of states that can

p erform the �rst input/output pair of the in v arian t. W e compute the states that can b e

reac hed from that initial set after p erforming that transition and suc h that the time v alue

asso ciated with the transition falls within the range mark ed b y the in v arian t. W e iterate

this pro cess un til w e reac h the last expression of the in v arian t. It is w orth to p oin t out that

instead of implemen ting the tra v ersal of the in v arian t b y incremen ting a coun ter, w e consider

t w o auxiliary functions: head() returns the �rst elemen t of the in v arian t and tail() remo v es

it. Let us remark that w e distinguish b et w een input/output pairs, p ossibly including the



52 4.2. Fixed Time Approac h

in : M = ( S; I ; O; T r; s in ) .

I = f a1=p̂1; : : : ; an� 1= ^pn� 1; in 7! O=p̂n B p̂g

// where for all 1 � k � n � 1 w e ha v e that p̂k 2 IR ,

// and either ak = i k=ok , with i k 2 I [ f ?g and ok 2 O [ f ?g, or ak = ?;

// in 2 I , O � O , and p̂n ; p̂ 2 IR .

out : Bool .

b :: array of IR [jSj] ;

// an arra y con taining time in terv als, ha ving size jSj ,

// and b eing ? the initial v alue of all p ositions

I 0 = I ; S0  S ; j  1; S00 ; ;

while (j < n ) do

b0 :: array of IR [jSj];

if ( head (I 0) = ( ?=̂t)) then

while (S0 6= ; ) do

Choose s� 2 S0
; S0  S0n f s� g; ST  afterInt (s� ; t̂; i j +1 ) ;

while (ST 6= ; ) do

Choose (sp; t) 2 ST ; ST  ST n f (sp; t)g; S00 S00[ f spg;

if (b0
p = ? ) then

b0
p  � (b� ; t) ;

else

b0
p  � (� (b� ; t); bp

0) ;

else

while (S0 6= ; ) do

Choose sa 2 S0
; S0  S0n f sag; T r 0  afterCond (sa; i j ; oj ; p̂j ) ;

while (T r 0 6= ; ) do

Choose (sa; sb; i j ; oj ; t) 2 T r 0
; T r 0  T r 0� f (sa; sb; i j ; oj ; t)g;

if (b0
b = ? ) then

b0
b  � (ba; t) ;

else

b0
b  � (� (ba; t); bb

0) ;

S00 S00[ f sbg;

I 0 = tail (I 0) ; b  b0
; S0  S00

; S00 ; ; j  j + 1 ;

Figure 4.5: Correctness of an in v arian t in FixedTimeInv with resp ect to a sp eci�cation

(1/3).



4. P assiv e T esting of Timed Systems 53

error  false ;

if (S0 = ; ) then

error  true ;

end

b0 :: array of IR [jSj];

while (S0 6= ; ) do

Choose sa 2 S0
;

S0  S0n f sag;

T r 0  afterCond (sa; in ; ?; [0; 1 ]) ;

while (T r 0 6= ; ) do

Choose (sa; sb; in ; o; t) 2 T r 0
;

T r 0  T r 0n f (sa; sb; in ; o; t)g;

if ((o 2 O) ^ (t 2 p̂n )) then

if (b0
b = ? ) then

b0
b  � (ba; t) ;

else

b0
b  � (� (ba; t); b0

b) ;

S00 S00[ f sbg;

else

error  true

Figure 4.6: Correctness of an in v arian t in FixedTimeInv with resp ect to a sp eci�cation

(2/3).

wild-c haracter ?, and o ccurrences of ?. In the latter case w e will use the previously de�ned

afterInt ( ) function to compute the corresp onding reac hed states.

The input of the second phase of the algorithm (see Figure 4.6) is the set of states that

can b e reac hed after the preface of the in v arian t is p erformed. In addition, w e also record

the time that it to ok to reac h eac h of these states. If this set is empt y then the in v arian t

is not correct. The idea is that w e should not use an in v arian t suc h that its sequence of

input/output/in terv al cannot b e p erformed in the sp eci�cation. If this set is not empt y , w e

will c hec k that for all reac hed states if they can p erform the last input of the in v arian t then

the obtained output m ust b elong to the set of outputs app earing in this last expression of

the in v arian t. In addition, time v alues ha v e to b elong to the time in terv al of the in v arian t.

The third step of the algorithm (Figure 4.7) will b e dev oted to c hec k that the time

b eha vior of the whole in v arian t is correct with resp ect to the sp eci�cation. In order to do
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if (S00= ; ) then

error  true ;

end

while (S006= ; ) do

Choose si 2 S00
;

S00 S00n f si g;

if (: (b0
i � p̂)) then

error  true ;

return (: error ) ;

Figure 4.7: Correctness of an in v arian t in FixedTimeInv with resp ect to a sp eci�cation

(3/3).

this, in the previous stages w e recorded all the time v alues asso ciated with the p erformance

of input/output pairs. W e use the functions � and � to op erate with the recorded time

v alues and construct an in terv al. Th us, in the p osition k of the arra y b w e store an in terv al

that has as b ounds the minimal/maximal times that are needed to reac h the state k after

p erforming the whole in v arian t. If a state is not reac hable after the sequence asso ciated with

the in v arian t then b[k] = ? . Next, w e concen trate only in states of the sp eci�cation that can

b e reac hed, that is, b[k] 6= ? and c hec k that all those in terv als are con tained in the in terv al

app earing at the v ery last p osition of the in v arian t.

Lemma 4.1 Let M = ( S; I ; O; T r; s in ) b e a TFSM f t . The w orst case of the algorithm giv en

in Figures 4.5, 4.6 and 4.7 c hec ks the correctness of a giv en in v arian t in FixedTimeInv

I = i1=o1=p̂1; : : : ; in� 1=on� 1=p̂n� 1; in 7! O=p̂n B t̂ with resp ect to M :

� In time O(n � jT r j � jSj) and space O(jT r j + jSj) if I do es not presen t o ccurrences of ?.

� In time O(k � jT r j2 +( n � k) � jT r j � jSj) and space O(jT r j + jSj) if I presen ts o ccurrences

of ?, b eing k the n um b er of ?'s in I .

ut

Conformance of traces with resp ect to in v arian ts

In this section w e pro ceed to determine whether the trace obtained from the implemen-

tation satis�es the prop erties indicated b y the timed in v arian ts that w e are in terested in.

Let us commen t a v ery imp ortan t di�erence with resp ect to previous prop osals for passiv e



4. P assiv e T esting of Timed Systems 55

testing: A homing state phase (that is, to iden tify when the sequence w as passing b y the

initial state) is not needed for this kind of in v arian ts. This is so b ecause in v arian ts ha v e

to b e ful�lled at an y p oin t of the implemen tation. Th us, it is not relev an t the state where

the mac hine w as placed when w e started to observ e the trace. In order to test the trace

w e p erform a pattern matc hing strategy . W e ha v e implemen ted an adaption of the classical

algorithms for pattern matc hing on strings, (i,e. [BM77, KMP77 ]). W e ha v e to consider, for

an in v arian t of length n , all the o ccurrences of the �rst n � 1 elemen ts in the trace. In ad-

dition to matc h the pairs of input/output actions presen ted in the in v arian t, the times that

are recorded in the trace m ust b elong to the corresp onding time in terv als in the in v arian t.

Then, if w e �nd a pair i=o suc h that in = i then w e ha v e to c hec k that o 2 O . Finally , w e

m ust c hec k the timed restrictions for the last pair of actions and the whole trace. W e can

sa y that w e ha v e found a mismatc h (that is, a fault) if this last condition do es not hold.

Next, w e explain the main features of the algorithm that w e use to establish the con-

formance of a trace obtained from the IUT with resp ect to an in v arian t. W e presen t the

core of the algorithm in Figure 4.8 where w e use the auxiliary function treated presen ted

in Figure 4.9.

The algorithm visits all the elemen ts of the trace, comparing eac h of them with the �rst

comp onen t of the in v arian t. If the curren t elemen t of the trace matc hes the input/output

pair presen ted in the in v arian t, the algorithm c hec ks if the asso ciated time v alue falls in the

in terv al mark ed in the in v arian t. If this holds, then the part of the in v arian t that has not

b een c hec k ed and the time registered in the curren t p osition of the trace are stored in a stac k.

In this w a y , w e will ha v e a bu�er with all the p ending situations that m ust b e c hec k ed when

the algorithm reac hes the next p osition of the trace. Th us, for eac h step of the algorithm

w e will push a new elemen t in the stac k, if the new p osition reac hed in the trace ful�lls

the requiremen ts of the in v arian t. In addition, w e will c hec k all the p ending situations in

the stac k against the new elemen t of the trace. If it do es not hold, the elemen t is remo v ed

from the stac k. On the con trary , if it holds, then the p ending situation is up dated with the

remaining part of the in v arian t and the time of the elemen t in the trace. Let us remark that

the fact that the algorithm �nds no matc h of the recorded log with the in v arian t when w e

are c hec king the �rst n � 1 elemen ts of the in v arian t do es not indicate that the trace do es not

ful�ll the in v arian t. In that case, w e ha v e not found the preconditions established b y it. It is

only when w e reac h the last comp onen t of the in v arian t for eac h of the p ending situations,

when a v erdict can b e emitted. If w e �nd an error then the algorithm stops; otherwise, it

con tin ues reviewing the rest of the trace and the elemen ts remaining in the stac k.
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input : s :: sequence,

I = f a1=p̂1; : : : ; an� 1= ^pn� 1; in 7! O=p̂n B p̂g

// where for all 1 � k � n � 1 w e ha v e that p̂k 2 IR ,

// and either ak = i k=ok , with i k 2 I [ f ?g and ok 2 O [ f ?g, or ak = ?;

// in 2 I , O � O , and p̂n ; p̂ 2 IR .

output : Bool .

Struct A f t t :: I R + ;

te :: IR ;

ta :: I R + ;

wild :: Bool ;

I aux :: FixedTimeInv g

b :: Stack[A ];

baux :: Stack[A ];

token :: A ;

error  false ;

j  1;

while (j 6= length (s) ^ : error ) do

(i / o / t)  s[ j ];

j  j + 1 ;

token:t t  0;

token:te  [0; 0];

token:ta  0;

token:wild  false ;

token:I aux  I ;

aux  treated (( i = o = t); token; error ) ;

if (aux 6= null ) then

push (baux ; aux) ;

while : ( isEmpty (b)) do

token  top (b) ;

aux  treated (( i = o = t); token; error ) ;

if (aux 6= null ) then

push (baux ; aux) ;

b  baux ;

return (: error ) ;

Figure 4.8: Correctness of a log with resp ect to an in v arian t in FixedTimeInv .
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input : (i = o = t) ,

token:: A ,

&error :: Bool .

output : A .

switc h ( head (token:I aux )) do

Case : (im = om = p̂m )

if (( i = im ) then

if [(token:wild ^ token:ta 2 token:te) _ : token:wild ] ^ o = om ^ t 2 p̂m then

token:t t  token:t t + t ;

token:te  [0; 0]; token:ta  0; token:wild  false ;

token:I aux  tail (token:I aux ) ; return (token) ;

else

return (null ) ;

else

token:ta  token:ta + t ;

if (token:wild ^ (te � (token:ta)) then

token:t t  token:t t + t ; token:I aux  tail (token:I aux ) ; return (token) ;

else

return (null ) ;

Case : (in 7! O=p̂n B p̂)

if (i = in ) ^ (( : token:wild ) _ (token:wild ^ (te � (token:ta + t)))) then

token:t t  token:t t + t ;

if ((o 2 O) ^ (t 2 p̂n ) ^ (token:t t 2 p̂)) then

return (null ) ;

else

error  true ; return (null ) ;

else

return (null ) ;

Case : (?m ; p̂m )

token:t t  token:t t + t ; token:te  p̂m ; token:ta  t ;

token:wild  true ; token:I aux  tail (token:I aux ) ; return (token) ;

Figure 4.9: treated function.
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The function treated c hec ks if an elemen t of the trace and a comp onen t of the in v arian t

matc h. In this function, the treatmen t is di�eren t dep ending on the kind of comp onen t

of the in v arian t b eing c hec k ed. The �rst one corresp onds to elemen ts of the form (in-

put/output/time); the second one deals with the v ery last part of the in v arian t. Finally , the

third one manages those elemen ts that con tain a ? sym b ol. Let us remark that in the second

case w e are at the end of the in v arian t and w e ha v e to c hec k all the restrictions imp osed b y

it. It is the only place of the function where an error can b e found.

Regarding the complexit y of our pattern matc hing strategy , in the w orst case w e obtain

O(m � n) ( n is the length of the in v arian t and m is the length of the observ ed trace). Let us

remark that ev en though go o d algorithms for pattern matc hing on strings p erform in O(m)

(after the pr e-pr o c essing phase) w e cannot ac hiev e this complexit y b ecause w e m ust c hec k

all the o ccurrences of the pattern in the trace. Ho w ev er, as w e commen ted b efore, if w e

consider that the length of the in v arian t is much smal ler than the length of the trace, as it

is usually the case, w e ha v e that this complexit y is almost linear with resp ect to the length

of the trace.

4.3 Sto c hastic Time Approac h

Next w e presen t the second approac h for making passiv e testing using sto c hastic infor-

mation. The rest of this section is organized follo ws. W e start this section with a small

motiv ation ab out the use of sto c hastic information in computational systems. Next, w e will

prop ose our framew ork based on the use of in v arian ts in en vironmen ts with sto c hastic infor-

mation. After that, follo wing the sc hema used in the �x time approac h in v arian ts, w e will

pro vide t w o algorithms: One of them will b e used to decide the correctness of an in v arian t

with resp ect a sp eci�cation and the other one to decide the correctness with resp ect to a

trace.

In probabilit y theory , a sto chastic pr o c ess is the coun terpart to a deterministic pro cess.

Instead of dealing with only one p ossible r e ality of ho w the pro cess migh t ev olv e under

time, in a sto c hastic or random pro cess there is some indeterminacy in its future ev olution

describ ed b y probabilit y distributions. This means that ev en if the initial condition (or

starting p oin t) is kno wn, there are man y p ossibilities the pro cess migh t go to, but some

paths are more probable and others are less. A basic t yp e of sto c hastic pro cess is the one

that can amoun t to a sequence of random v ariables kno wn as a time series (for example

Mark o v c hain).

In this Master Thesis w e prop ose that it can b e p ossible that in a sp eci�cation, the time
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can b e represen ted with sto c hastic information. In order to describ e time prop erties with

sto c hastic information asso ciated with time, w e in tro duce sto chastic time invariants . The

in v arian ts are similar to �x time in v arian ts, but their b eha viour is not equiv alen t. With

sto c hastic time in v arian ts w e are able to express new situations suc h as

� After pr essing the r e d button we r e c eive a c oke b efor e 4 se c onds with pr ob ability

0.95�.

De�nition 4.8 Let M = ( S; I ; O; T r; s in ) b e a TFSM st . W e sa y that the sequence I is a

sto chastic time invariant for M if the follo wing t w o conditions hold:

1. I is de�ned according to the follo wing EBNF:

I ::= a=z=F; I j ?; I 0 j i 7! O=G

I 0 ::= i=z=F; I j i 7! O=G

In this expression w e consider F 2 F , i 2 I , a 2 I [ f ?g, z 2 O [ f ?g, G � F , and

O � O .

2. I is c orr e ct with resp ect to M .

W e denote the set of sto c hastic time in v arian ts b y StochasticTimeInv . ut

Let us remark that, in this setting, in v arian ts do not c hec k the total time. Alternativ ely ,

w e could ha v e considered an in terv al to do this task, but let us note that a probabilit y

distribution function could not pla y this role. In order to describ e more real systems w e

assume that implemen tations ha v e r e gular sto chastic information . Let us sho w some usual

situations to illustrate this assumption. Let us supp ose that w e are implemen ting a soft w are

program P . In P w e de�ne a function ha ving only one input parameter, b elonging to I N ,

and returning a result in Bool . It is a go o d assumption to assume that in all states of the

sp eci�cation where the implemen ter needs to p erform an action similar to P she will call

P . Let us supp ose that this function has asso ciated a probabilit y distribution function F

to compute the amoun t of time that the computation of the b o olean tak es. If there is an

error asso ciated with the implemen tation of this probabilit y distribution function, suc h as it

is wrongly implemen ted, or the dep endency mo dules p erform bad requests, will b e pro duced

a di�eren t function F 0
asso ciated with this transition. This means that all comparisons

relativ e to this function will not b eha v e correctly .

Example 4.4 Next w e illustrate the idea of sto c hastic in v arian t and giv e some examples to

illustrate their b eha viour. Let us consider the follo wing in v arian t i 7! f og=f F g. The idea is
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that eac h o ccurrence of the sym b ol i is follo w ed b y the output sym b ol o and this transition

is p erformed in an amoun t of time that can b e generated b y the function F .

W e can sp ecify a more complex prop ert y b y taking in to accoun t that w e are in terested

in observing the outputs o1 or o2 after the input i only if the input i0 w as previously

observ ed. In addition, w e w an t to indicate that alw a ys that i0 is observ ed in any part of

the trace, then the amoun t of time to receiv e an y request is generated b y F0 . F urthermore,

w e can express that along the length of the trace, alw a ys that w e �nd i and it is follo ws

b y o1 or o2 the function asso ciated with them are F or F 0
. This last prop ert y denotes for

some �exibilit y ab out the trace. W e could express this prop ert y b y means of the in v arian t

i0=?=F0; ?; i 7! f o1; o2g=f Fn ; F 0
ng. An observ ed trace will b e correct with resp ect to this

in v arian t if eac h time that w e �nd a (sub)sequence starting with the input i0 paired with

an y output sym b ol, then if there is an o ccurrence of an y trace of inputs/outputs without

sho wing the input= i , then when w e obtain the input sym b ol i then it m ust b e paired with

the output sym b ol o1 or o2 . In addition w e collect all time v alues of an y o ccurrence of i0

follo w ed b y an y output, and with i follo w ed b y o1 or o2 . An observ ed set of recorder time

observ ation will b e correct with resp ect the in v arian t, b y using the c hi-square go o dness test,

these sets can b e generated from F0 and from F or F 0
resp ectiv ely .

W e can re�ne the previous in v arian t if w e consider only the cases where the pair i0=o0

w as observ ed. The in v arian t for denoting this prop ert y is i0=o0=F0; ?; i 7! f og=f F; F 0g. Let

us remark that w e could not deduce that w e ha v e found an error if the pair i0=o0 app ears in

the observ ed trace but the input i is not detected afterw ards in the corresp onding trace. In

suc h a situation w e cannot conclude that the implemen tation fails. Similarly , if w e �nd the

pair i0=o1 w e cannot conclude an ything since the premise of the in v arian t, that is, the whole

sequence but the last pair w as not found. An in v arian t as i 7! f o1; o2g=f F; F 0g indicates

that after input i w e observ e either the output o1 or o2 ; in addition, if w e collect together

all the time v alues asso ciated with the p erformance of i=o1 and i=o2 then this sample �ts

either F or F 0
. ut

De�nition 4.9 Let M = ( S; I ; O; T r; s in ) b e a TFSM f t , s 2 S , a 2 I [ f ?g, z 2 O [ f ?g. W e

de�ne the set afterCond (s; i; z) as the set of transitions b elonging to T r ha ving as initial

state s and p erforming the input i b efore the output z .
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afterCond (s; i; o) = f (s; s0; i; o; F )j(s; s0; i; o; F ) 2 T rg

afterCond (s; ?; o) =
S

i 2I afterCond (s; i; o)

afterCond (s; i; ?) =
S

o2O afterCond (s; i; o)

afterCond (s; ?; ?) =
S

i 2I ;o2O afterCond (s; i; o)

W e de�ne the function afterInp (s; i) as the function that computes the set of states

that can b e reac hed from state s without p erforming the input i . F ormally w e de�ne

afterInp (s; i) as:

afterInp (s; i) = f s0j(s; s0; i0; o; F) 2 T r ^ i 6= i0g

ut

Next w e presen t the algorithm to determine the correctness of an in v arian t in Stochas-

ticTimeInv with resp ect a sp eci�cation. This algorithm is describ ed in Figure 4.10 and in

Figure 4.11. In this algorithm w e distinguish t w o di�eren t parts. In the �rst part of the

algorithm, see Figure 4.10 w e generate all p ossible set of states where the in v arian t can b e

started. After that, it applies a lo op along the length of the in v arian t to determine the set

of p ossible states at the end (once the head of the in v arian t is reac hed). In the �rst part of

the algorithm w e return false if there is no state at the end of the lo op, meaning that the

in v arian t is useless for this sp eci�cation.

In the second part of the algorithm, w e determine whether there is an error due to outputs

or the probabilit y functions error. W e ha v e a set of reac hed states, and w e are in the head

of the in v arian t. Let us remem b er that the head of the in v arian t is i 7! O=G. No w the

algorithm determines that after the last input of the in v arian t, that is i , w e ha v e an output

in O and a probabilit y distribution function in G . If an y of the restrictions do not hold, then

w e return that the in v arian t is not correct with resp ect to the sp eci�cation.

Lemma 4.2 Let M = ( S; I ; O; T r; s in ) b e a TFSM st . The w orst case of the algorithm giv en in

Figure 4.10 and in Figure 4.11 c hec ks the correctness of an in v arian t b elonging to Stochas-

ticTimeInv I = i1=o1=F1; : : : ; in� 1=on� 1=Fn� 1; in 7! O=G with resp ect to M :

� In time O(n � jT r j) and space O(jT r j) if I do es not presen t o ccurrences of ?.

� In time O(k � jT r j2 + ( n � k) � jT r j) and space O(jT r j) if I presen ts k o ccurrences of ?

in I .

ut
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in : M = ( S; I ; O; T r; s in )

// M is a TFSM st

I = f a1; : : : ; an� 1; in 7! O=Gg

// and either ak = i k=ok=Fk , with i k 2 I [ f ?g, ok 2 O [ f ?g

// and Fk 2 F , or ak = ?; in 2 I , O � O , and G � F .

out : Bool .

I 0 = I ; S0  S ; j  1; S00 ; ;

while (j < n ) do

if ( head (I 0) = ?) then

while (S0 6= ; ) do

Choose s 2 S0
;

S0  S0n f sg;

S00 S00[ afterInp (s; i j +1 ) ;

else

while (S0 6= ; ) do

Choose sa 2 S0
;

S0  S0n f sag;

T r 0  afterCond (sa; i j ; oj ) ;

while (T r 0 6= ; ) do

Choose (sa; sb; i j ; oj ; F 0) 2 T r 0
;

T r 0  T r 0n f (sa; sb; i j ; oj ; F 0)g;

if F 0 = Fj then

S00 S00[ f sbg;

I 0 = tail (I 0) ;

j  j + 1 ; S0  S00
; S00 ; ;

error  false ;

if (S0 = ; ) then

error  true ;

Figure 4.10: Correctness of an in v arian t in StochasticTimeInv with resp ect to a sp eci�-

cation (1/2).
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while (S0 6= ; ) do

Choose sa 2 S0
;

S0  S0n f sag;

T r 0  afterCond (sa; in ; ?);

while (T r 0 6= ; ) do

Choose (sa; sb; in ; o; F0) 2 T r 0
;

T r 0  T r 0n f (sa; sb; in ; o; F0)g;

if ((o 2 O) ^ (F 0 2 G)) then

S00 S00[ f sbg;

else

error  true

if (S00= ; ) then

error  true ;

Return (: error ) ;

Figure 4.11: Correctness of an in v arian t in StochasticTimeInv with resp ect to a sp eci�-

cation (2/2).

Conformance of traces with resp ect to in v arian ts

Next, w e describ e ho w can w e use sto c hastic time in v arian ts in order to detect wrong

b eha vior of an IUT . First, w e need to obtain a log from the IUT . Let us remem b er that a log

is a recorder trace of all observ able in teractions with the implemen tation. F or making it, w e

consider the inputs, the outputs and the time the system tak es to p erform the output.

In Figure 4.12 w e describ e the algorithm that w e use to establish the conformance of a

trace obtained from the IUT with resp ect to an in v arian t. W e presen t the core of the algorithm

in Figure 4.12, where w e use the auxiliary function treated presen ted in Figure 4.13.

The algorithm for c hec king the conformance of a trace has t w o di�erence stages. The

�rst one includes the correction with resp ect the input/output pairs while the second one is

relativ e to the time restrictions expressed in the in v arian t.

In the �rst stage w e run along the trace, lo oking for an y errorneus b eha viour expressed

in the in v arian t. F or ha ving a go o d p erformance in this task, w e only tra v erse the trace

once. T o help in this idea w e use a stac k where w e are sa ving and up dating data with

regarding the explorer section of the log. The function treated c hec ks whether an elemen t

of the trace and a comp onen t of the in v arian t matc h. In this function, the treatmen t is

di�eren t dep ending on the kind of comp onen t of the in v arian t b eing c hec k ed. The �rst one
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input : s :: sequence

I = f a1; : : : ; an� 1; in 7! O=Gg

� 2 [0; 1]level of con�dence

output : Bool .

t imes :: } (T ) :: [jI j � j Oj];

//Set of m ultisets of T with length jI j � j Oj

Struct A f wild :: Bool ;

I aux :: StochasticTimeInv g

b :: Stack[A ]; baux :: Stack[A ]; token :: A ; j  1; error  false ; I 0  I ;

while (j 6= length (s) ^ : error ) do

(i / o / t)  s[ j ]; j  j + 1 ; t imes io  t imes io [ f tg;

token:wild  false ; token:I aux  I ; aux  treated (( i = o = t); token; error ) ;

if (aux 6= null ) then

push (baux ; aux) ;

while : ( isEmpty (b)) do

token  top (b) ; aux  treated (( i = o = t); token; error ) ;

if (aux 6= null ) then

push (baux ; aux) ;

b  baux ;

while (I 0 6= ^ : error ) do

if ( head (I 0) = ( i = o = F)) then

if (
 (F; t imes io ) < � ) then

error  true ;

else

if ( head (I 0) = ( i = O = G)) then

f ind  false ;

while (O 6= ; ^ : f ind ) do

Choose o 2 O ; O  O n f og; G0  G ;

while (G0 6= ; ^ : f ind ) do

Choose F 2 G0
; G0  G0n f F g;

if (
 (F; t imes io ) � � ) then

f ind  true ;

if (: f ind ) then

error  true ;

I 0  tail (I 0) ;

return (: error ) ;

Figure 4.12: Correctness of a log with resp ect to an in v arian t in StochasticTimeInv .



4. P assiv e T esting of Timed Systems 65

input : (i = o = t)

token:: A

&error :: Bool

output : A .

switc h ( head (token:I aux )) do

Case : (im = om = tm )

if (( i = im ) then

if o = om then

token:wild  false ; token:I aux  tail (token:I aux ) ;

return (token) ;

else

return (null ) ;

else

if (token:wild ) then

return (token) ;

else

return (null ) ;

Case : (in 7! O=G)

if (i = in ) then

if ((o 2 O)) then

return (null ) ;

else

error  true ;

return (null ) ;

else

return (null ) ;

Case : (?)

token:wild  true ; token:I aux  tail (token:I aux ) ; return (token) ;

Figure 4.13: treated function.
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corresp onds to elemen ts of the form input/output/time while the second one deals with the

v ery last part of the in v arian t. Finally , the third one manages those elemen ts that con tain

a ? sym b ol. Let us remark that in the second case w e are at the end of the in v arian t and

w e ha v e to c hec k the output restrictions imp osed b y it. It is the only place of the function

where an error can b e found.

After that, w e start with the second stage. F or this task w e w ould need to go along the

trace, sa ving the time v alues asso ciated with this input/output. But, in order to impro v e the

p erformance of the algorithm w e include this task in the previous stage. The data structure

that w e use for sa ving all those v alues is a set of m ultisets. After ha ving all those stored

v alues, w e need to c hec k all time restrictions imp osed b y the in v arian t. W e need to go along

this, in order to c hec k the correctness of time v alues. W e use the input parameter � to

denote the minim um con�dence that w e can let to the data of the trace. An error happ ens

if an y sample asso ciated with a time restriction do es not pass the �tness test.

Regarding the complexit y of our pattern matc hing strategy , in the w orst case w e obtain

O(m � n) ( n is the length of the in v arian t and m is the length of the observ ed trace) again.



Chapter 5

P asTe : a P ASssiv e TEsting to ol

In addition to the theoretical framew ork w e ha v e dev elop ed a to ol called P asTe that

helps in the automation of our passiv e testing approac hes. In particular, all algorithms

presen ted in this Master Thesis are fully implemen ted. Throughout this c hapter w e will

sho w some of the most relev an t asp ects of P asTe and w e will analyze some exp erimen ts and

their results. Next w e brie�y explain ho w this c hapter is organized.

In Section 5.1 w e will go in to details of the (input) data represen tation, b y using the

Extensible Markup Language ( XML ), in P asTe . First, w e will sp ecify ho w sp eci�cations

m ust b e represen ted b oth b y using TFSM f t and TFSM st mo dels. Second, w e will describ e ho w

traces from an IUT are represen ted, or if w e are not pro vided with them w e will sho w ho w

P asTe can automatically generate them from a mac hine represen ting a p ossible IUT . After

that, w e will describ e ho w the the probabilit y distribution functions are represen ted and to

�nish this section w e will sho w the in v arian ts represen tation.

As w e ha v e just men tioned, P asTe allo ws t w o di�eren t w a ys to in tro duce traces. On

the one hand testers can ha v e a set of traces pro duced b y an IUT and in tro duce them in to

the system b y using the XML format. On the other hand, in some situations, w e do not

ha v e these traces and w e need to kno w ho w go o d a set of de�ned in v arian ts with resp ect to

a set of traces is. In order to o v ercome them the lac k of traces, P asTe implemen ts a based-

m utan t-sp eci�cation approac h for generating them. In Section 5.2 w e will sho w details of

our approac h.

Next, in Section 5.3 w e will presen t the in ternal core of P asTe and w e will men tion the

most relev an t conformance functions and algorithms included in it.

In order to conclude this c hapter, in Section 5.4 w e will sho w some exp erimen ts p erformed

with P asTe and w e will presen t some relev an t empirical results obtained from the ev aluation

67
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of the t w o metho dologies describ ed in this Master Thesis.

5.1 Represen tation of input data

Next w e presen t the structure of the main XML T A GS that w e use within our to ol.

1. Specification by using TFSM formalism.

� SPECIFICA TION: This tag is the �rst one in order to describ e a sp eci�cation.

� TYPE: Represen ts the nature of the sp eci�cation. The p ermitted v alues are:

FIXED_TIME ( TFSM f t ) and STOCHASTIC_TIME ( TFSM st ).

� INITIAL_ST A TES: Set of initial states of the TFSM .

� TRANSITIONS: Set of transitions.

� TRANSITION: T ag for the transition.

� INPUT: T ag for input.

� OUTPUT: T ag for output.

� TIME: T ag for �xed time v alue.

� ST A TE_I: T ag for initial state.

� ST A TE_F: T ag for �nal state.

� FUNCTION_NICK: T ag for the Nick of a probabilit y distribution function. The

de�nition of the curren t function is pro vided in the function de�nition section of

the XML do cumen t.

Next w e sho w ho w w e could represen t, b y using these tags, the sp eci�cations giv en

in 4.2. In Figure 5.1 w e pro vide the XML that represen ts t w o transition with �xed

time v alues, whic h corresp ond with the t22 = s2
i 0=o0

����! 4 s2 and t12 = s1
i 0=o1

����! 4 s2

resp ectiv ely , extracted from the Figure 4.2.

2. Probability distribution functions.

� FUNCTIONS: T ag for the set of probabilit y distribution function.

� FUNCTION: T ag for a probabilit y distribution function.

� NAME: T ag for represen ting the nature of the function. Curren tly allo w ed v alues

are UNIF ORM, DISCRETE, BINOMIAL, DIRA C, EXPONENTIAL.
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< SPECIFICA TION >

< TYPE > FIX-TIME < /TYPE >

< INITIAL_ST A TES >

< ST A TE > s1 < /ST A TE >

< /INITIAL_ST A TES >

< TRANSTIONS >

< TRANSITION >

< ST A TE-I > s2 < /ST A TE-I >

< ST A TE-F > s2 < /ST A TE-F >

< INPUT > i0 < /INPUT >

< OUTPUT > o0 < /OUTPUT >

< TIME > 4.0 < /TIME >

< /TRANSITION >

< TRANSITION >

< ST A TE-I > s1 < /ST A TE-I >

< ST A TE-F > s2 < /ST A TE-F >

< INPUT > i0 < /INPUT >

< OUTPUT > o1 < /OUTPUT >

< TIME > 4.0 < /TIME >

< /TRANSITION >

< /TRANSITIONS >

< /SPECIFICA TION >

Figure 5.1: Represen tation of t w o transitions t22 and t12 from Figure 4.2 in XML format.

� UNIF ORM: It uses t w o parameters to denote the in terv al [�; � ]. T ags names

are ALF A and BET A, resp ectiv ely .

� DISCRETE: It uses 2�n parameters, b eing n the n um b er of elemen ts that are

needed for de�ning the function. W e pro vide a tuple conformed b y a v alue v

and the probabilit y asso ciated with it p. In this case, the tags are: P AIRS

for denoting the set of pairs, P AIR for denoting a pair < v , p>, V ALUE to

denote v and PR OBABILITY that corresp onds to p.

� BINOMIAL: The t w o parameters needed for de�ning a binomial distribution

are p and n . The tags are P and N .

� DIRA C: This is a particular case of discrete probabilit y distribution func-

tion. Only one parameter is needed in the DIRA C tag, the only v alue with

probabilit y 1. The tag for this v alue is V ALUE.

� EXPONENTIAL: F or de�ning the exp onen tial function only one parameter

m ust b e pro vided. The tag is V ALUE.

� NICK: The Nic k represen tation for this function. This tag will b e used in transi-

tion and in in v arian t de�nitions.

Next in Figure 5.2 w e sho w the same pro cess for the t34 = s3
i 2=o3

����! F2 s4 from the

TFSM f t de�ned in Figure 4.3. Let us note that w e need �rst to de�ne the function F2

in it. F2 w as de�ned as
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< FUNCTIONS >

< FUNCTION >

< NAME > DIRA C < /NAME >

< V ALUE > 4.0 < /V ALUE >

< NICK > F2 < /NICK >

< /FUNCTION >

< /FUNCTIONS >

< SPECIFICA TION >

< TYPE > STOCHASTIC_TIME < /TYPE >

< INITIAL_ST A TES >

< ST A TE > s1 < /ST A TE >

< /INITIAL_ST A TES >

< TRANSITIONS >

< TRANSITION >

< ST A TE_I > s3 < /ST A TE_I >

< ST A TE_F > s4 < /ST A TE_F >

< INPUT > i1 < /INPUT >

< OUTPUT > o3 < /OUTPUT >

< FUNCTION_NICK > F2 < /FUNCTION_NICK >

< /TRANSITION >

< /TRANSITIONS >

< /SPECIFICA TION >

Figure 5.2: Represen tation of transitions t34 from Figure 4.3 in XML format.

F2(t) =

(
0 if t < 4

1 if t � 4

3. Traces. Let us remem b er that a trace is a sequence of terms of <input/output/time>.

� TRA CES: Set of traces.

� TRA CE: T ag for denoting a trace.

� INPUT: T ag for input.

� OUTPUT: T ag for output.

� V ALUE: T ag for timed v alues.

4. Invariants. W e divide the description of an in v arian t in t w o parts: The tail and the

head. Let us remem b er that, dep ending on the approac h, the tail can b e comp osed

b y sequences <input/output/in terv al> or <input/output/F unction>. In the case of

using wild-c har-lik e ? or ?, they will b e inserted in the input/output tags resp ectiv ely .

If either input or an output tag is ? then this sequence will b e consider lik e ?.

� SEQUENCES: Set of sequences.

� SEQUENCE: T ag for a sequence.
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� INPUT: T ag for inputs.

� OUTPUT: T ag for outputs.

� INTER V AL: T ags for the in terv al [�; � ]. This tag will include t w o tags for the

b ounds: ALF A and BET A.

� FUNCTION_NICK: Nic k asso ciated with the function.

� HEAD: T ag for denoting the head of the in v arian t.

� SET_OUTPUTS: Set of outputs in the head of the in v arian t.

� SET_FUNCTIONS Set of probabilit y distribution functions de�ned in the head

of the in v arian t.

� LAST_INTER V AL T ags for denoting the last in terv al [�; � ] of the in v arian t. W e

denote b y ALF A and BET A the tags for the v alues � and � resp ectiv ely .

� GENERAL_INTER V AL T ag for denoting the in terv al for the total time restric-

tion of the in v arian t. ALF A and BET A are that tags that will b e used to express

it.

In Figure 5.3 w e represen t an in v arian t in FixedTimeInv . The represen ted in v arian t

is I = i2=o1[10; 13]; i2 7! f o2; o3; o4g[7; 20] B [14; 40].

Let I = i1 7! f o1; o2; o4gf F g b e a StochasticTimeInv with

F (t) =

8
>>>>><

>>>>>:

0 if t < 1

0:1 if 1 � t < 2

0:6 if 2 � t < 3

1 if 3 � t

W e sho w the represen tation of I in XML in Figure 5.4.

5.2 A cquiring implemen tations

Let us supp ose that w e are pro vided with a sp eci�cation and a set of in v arian ts, but w e

do not ha v e real traces from an IUT . P asTe pro vides a tec hnique to automatically generate

traces from an IUT represen ted as a TFSM . This approac h is based on mutants . With a m utan t

w e w ould lik e to sim ulate a p ossible implemen tation. In particular, P asTe creates a set of

m utan ts b y making some small c hanges in the transitions of the sp eci�cation. F or example

these c hanges can b e wrong outputs, c hanging the �nal state from a transition or pro viding

a di�eren t asso ciated time. In this last case, the c hange of time can b e done in our �rst
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< INV ARIANTS >

< INV ARIANT >

< SEQUENCE >

< INPUT > i2 < /INPUT >

< OUTPUT > o1 < /OUTPUT >

< INTER V AL >

< ALF A > 10 < /ALF A >

< BET A > 13 < /BET A >

< = INTER V AL >

< /SEQUENCE >

< HEAD >

< INPUT > i2 < /INPUT >

< SET_OUTPUTS >

< OUTPUT > o2 < /OUTPUT >

< OUTPUT > o3 < /OUTPUT >

< OUTPUT > o4 < /OUTPUT >

< /SET_OUTPUTS >

< LAST_INTER V AL >

< ALF A > 7 < /ALF A >

< BET A > 20 < /BET A >

< = LAST_INTER V AL >

< GENERAL_INTER V AL >

< ALF A > 14 < /ALF A >

< BET A > 40 < /BET A >

< = GENERAL_INTER V AL >

< /HEAD >

< /INV ARIANT >

< /INV ARIANTS >

Figure 5.3: Represen tation of an in v arian t in FixedTimeInv in XML format.

setting b y c hanging the v alue asso ciated to that transition, and in the second approac h b y

c hanging the de�nition of the function.

W e will use the follo wing notation to denote the m utan t op erators: Let M b e a sp eci-

�cation, w e sa y that M o is an output mutant denoted b y M  o M o , if M o is equal to M

but the c hange of an output of one transition is pro duced. W e consider that M s is a state

mutant denoted b y M  s M s if M s is constructed from M b y c hanging the goal state of a

transition. W e consider that M t is a time m utan t denoted b y M  t M t if a c hange in one

time parameter has b een pro duced. The m utan ts will ha v e an additional condition dep ends

on the formalism that w e are using. If w e ha v e TFSM f t then w e just need to c hange a �x

time v alue asso ciated with a transition b y another new v alue. Ho w ev er if w e are using a

TFSM st mo del then w e ha v e to c hange the de�nition of a function in F asso ciated with a set

of transitions.

Once w e ha v e a set of m utan ts, w e generate random traces from these m utan ts to obtain

a big sample where w e are able to test the prop osed in v arian ts. Let us supp ose that M 0
� =

(S; I ; O; T r; s in ) , is a m utan t. The lo op for generating traces is describ ed as follo ws:

1. W e start in the initial state, s0  sin .
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< FUNCTIONS >

< FUNCTION >

< NAME > DISCRETE < /NAME >

< P AIRS >

< P AIR >< V ALUE > 1 < /V ALUE >< PR OBABILITY > 0.1 < /PR OBABILITY >< /P AIR >

< P AIR >< V ALUE > 2 < /V ALUE >< PR OBABILITY > 0.5 < /PR OBABILITY >< /P AIR >

< P AIR >< V ALUE > 3 < /V ALUE >< PR OBABILITY > 0.4 < /PR OBABILITY >< /P AIR >

< /P AIRS >

< NICK > F < /NICK >

< /FUNCTION >

< /FUNCTIONS >

< INV ARIANTS >

< INV ARIANT >

< HEAD >

< INPUT > i1 < /INPUT >

< SET_OUTPUTS >

< OUTPUT > o1 < /OUTPUT >

< OUTPUT > o2 < /OUTPUT >

< OUTPUT > o4 < /OUTPUT >

< /SET_OUTPUTS >

< SET_FUNCTIONS >

< FUNCTION >

< FUNCTION_NICK > F < /FUNCTION_NICK >

< /FUNCTION >

< /SET_FUNCTIONS >

< /HEAD >

< /INV ARIANT >

< /INV ARIANTS >

Figure 5.4: Represen tation of an in v arian t in StochasticTimeInv in XML format.

2. Then w e calculate all p ossible inputs I 0 � I that can b e applied in that state.

3. Randomly w e c ho ose an input, i0 2 I 0
.

4. Then w e calculate the set of transitions T r 0 � T r suc h that s0 i 0=o
����! � s .

5. Randomly w e c ho ose a transition s0 i 0=o
����! � s and P asTe p erforms it.

6. W e c hange the goal state s0  s and w e jump to step 2 as long as w e w an t to increase

the length of the trace3.

5.3 Core of P asTe

In this section w e commen t the core of the to ol P asTe . Initially , w e assume that w e

ha v e the follo wing input data to manage:

� A sp eci�cation (including the probabilit y distribution function de�nitions).

� A set of in v arian ts.
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In v arian ts

Correctness

spec?

Spec

Mutants

Traces

ioco? XML

Correctness

trace?

generate

extract

Figure 5.5: Core of decision algorithms of P asTe .

� T races generated either b y a IUT or b y using m utan ts.

In Figure 5.5 w e describ e the sc heme of P asTe Core. In the �rst place w e ha v e the

no de XML. This no de represen ts the input �le of our system. F rom this �le w e extract the

sp eci�cation and the in v arian ts of a w orld. It can also con tain traces from a IUT . If this

traces are not in it, they will b e generated b y P asTe .

As w e observ e in the sc heme, w e ha v e the blo c k Correctness spec? . This blue b o x

represen ts the t w o algorithms prop osed in the previous c hapter. These algorithms are used

to c hec k the correctness of the set of in v arian ts ( Invariants blo c k) with resp ect the sp ec-

i�cation ( Spec blo c k). If an in v arian t is not correct then the set of all in v arian ts is not

correct.

If no traces are inserted from the XML �le, then P asTe automatically generate m u-

tan ts( Mutants blo c k) from the sp eci�cation. As w e ha v e seen, these m utan ts represen t

p ossible implemen tations extracted from the sp eci�cation. Next, from this set of m utan ts

P asTe extracts a set of traces ( Traces blo c k) whic h will b e used to c hec k the correctness

with resp ect the in v arian ts.

A new blue blo c k, called ioco , is in tro duced in the core of P asTe . This algorithm is

applied to a sp eci�cation and a m utan t. The idea is that w e need to discard those m utan ts
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b

b

b

b

b

b

b

b

Figure 5.6: Sp eci�cation with a m ulti-branc h design.

that are not r e al m utan ts, that is, that they do not in tro duce a fault [T re96 , T re99 , T re08 ].

This will b e used to pro vide a w a y to decide if a m utan t is conforming to a sp eci�cation.

5.4 Results

In this section w e presen t some results obtained from using P asTe . The goal of these

exp erimen ts is to ev aluate the p erformance of the metho dologies prop osed in this Master

Thesis. First w e will commen t ab out a classi�c ation of p ossible sp eci�cations pro vided b y

testers. W e will sho w that the p erformance in general of passiv e testing, and our metho dology

is in particular, strongly dep ends of the structure of the considered mac hines. Then, w e will

exp ose some results ab out ioco relationship. After that w e will presen t and p erformance

sev eral exp erimen ts.

W e start b y describing our classi�cation of sp eci�cations. On the one hand, w e consider

the class of sp eci�cations describ ed in Figure 5.6. W e will refer to this kind of sp eci�cation

as tr e e-like . This class can b e used to sp ecify systems deciding their b eha v our tree along.

These systems usually do not ha v e a w a y to return to a previous state. As w e will observ e

during this section, this class is the one where our prop osals badly p erform. On the other

hand, w e ha v e a class of sp eci�cations as the one represen ted in Figure 5.6. W e will refer to

this class as c onne cte d . Systems b elonging to this class usually include w a ys to return to the

initial state and to jump from one branc h to another one.

As w e commen ted in the previous section, w e ha v e implemen ted the ioco conformance
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b

b

b

b

b

b

b

b

Figure 5.7: Sp eci�cation with a connected design.

relation b et w een m utan ts and the sp eci�cation. The �rst exp erimen t rep orted in Figure 5.8

consists in generate a set of m utan ts from a sp eci�cation and observ e the p ercen tage to errors

found b y a set of in v arian ts. In principle these m utan ts can or cannot b e ioco conformance

with resp ect the sp eci�cation.

If w e do not remo v e conforming m utan ts, the prop ortion of detected errors is 65:66%.

The second v alue that w e obtain is computed b y remo ving this subset of m utan ts from the

initial set. Then the prop ortion of detected errors increases to 73:50%. This exp erimen t has

b een p erformed �ft y times, b y using a c onne cte d sp eci�cation. In eac h sim ulation w e use 25

m utan ts of eac h t yp e. The n um b er of traces generated are ten for eac h length. W e consider

the length of the trace taking in to accoun t the n um b er of transitions of the m utan t. F or

example, if the m utan t has 25 transitions, then the trace 2x means that the length of the

trace is 50. In these sim ulations w e use traces of 1x , 2x , 3x , 4x , 5x , 6x , 7x , 8x , 9x length.

During the rest of exp erimen ts w e will not remo v e conforming m utan ts. The reason is

that w e are w orking within a blac k b o x, so w e are not able to detect if the m utan t is ioco

conforming or not.

W e consider t w o di�eren t sp eci�cations. One of this sp eci�cations b ello ws to the tree-

lik e class and the other one to the connected one. Since w e are not pro vided with a set of

traces, w e let P asTe to generate m utan ts in order to p erform a credible set of them. W e

generate 20 di�eren t m utan ts of eac h kind. Eac h m utan t generates 10 traces with di�eren t

lengths. In addition w e are pro vided with t w o sets of corrects in v arian ts. Eac h set con tains
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Figure 5.8: Prop ortion of errors found with/without remo ving conforming m utan ts .

40 in v arian ts.

In Figures 5.9 and 5.10 w e sho w the prop ortion of traces that ha v e b een detected as

ha ving errors from the set of all traces b y eac h individual in v arian t. Let us note that

the information in this �gures do es not re�ect the probabilit y of killing a m utan t but the

probabilit y of �nding an error in a giv en trace. F or example Figure 5.9 w e cannot infer that

in v arian t 31 can �nd more error than 27. The exp erimen t sho ws whic h in v arian t �nd more

wrong traces but, eac h m utan t generates 10 traces. So if in v arian t 31 can the 13% of the

studied traces the max b ound of error m utan ts that can �nd is 100%, he w ould �nd one

pro duced wrong trace from eac h m utan t, but the lo w er b ound is 15%, it means all wrong

detected traces are from 3 m utan ts. On the other hand, with 27 that can with the 7:72% of

the studied traces, w e ha v e that the lo w er b ound is 10% but the upp er b ound ma y b e 75%

to o. F or example, follo wing the same reasoning, in Figure 5.10 w e observ e that in v arian ts

29, 11, 16 can ha v e the same p o w er of m utan t error detection.

F or the next stage of the exp erimen t, w e will extract the more p o w erful in v arian ts from

the sets that w e had. These in v arian ts are, on the one hand f 31; 37; 11; 1; 5; 10; 13; 19; 26; 30g

and on the other hand f 29; 11; 6; 8; 34; 28; 35; 7; 32; 31g. F or eac h sp eci�cation, w e also will

pro duce 25 new di�eren t m utan ts of eac h class, and eac h m utan t will pro duce 10 traces of

eac h length. The p ossible lengths in this exp erimen t are 1x , 2x , 3x , 4x , 5x , 6x , 7x , 8x ,
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Figure 5.9: Prop ortion of erroneous traces detected in a generic connected sp eci�cation b y

a set of 40 in v arian ts.

Figure 5.10: Prop ortion of erroneous traces detected in a generic tree-lik e sp eci�cation b y a

set of 40 in v arian ts.
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Figure 5.11: Relation b et w een in v arian ts, length of the log, and prop ortion of errors detected

in a connected sp eci�cation.
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and 9x , b eing x the n um b er of transitions in our sp eci�cations: 25 transitions in eac h set of

transitions. In Figure 5.11 w e observ e the obtained results from the sp eci�cation b elonging

to the connected class. W e stress that in v arian ts are a v ery p o w erful to ol to �nd errors

among fault y implemen tations b elonging to this class. Some of them can detect almost 10%

of wrong m utan ts (see, n um b ers 31 and 37). Let us note that the p ercen tage c hanges with

resp ect the previous exp erimen t b ecause w e ha v e generated a bigger n um b er of m utan ts. In

Figure 5.11 w e observ e that the co v erage of �nding an error with a big set of in v arian ts in

this concrete sp eci�cation is closer to 65%. Another result is direct and extracted that the

p o w er to detect fault y implemen tations dep ends on the length of the trace.

In Figure 5.12 w e p erform the exp erimen t with the same setting as in the previous stage

but c hanging the sp eci�cation. In this case, w e consider a c onne cte d sp eci�cation while the

set of the in v arian ts is the one used to generate Figure 5.10. In this class of sp eci�cations

the p o w er of our approac h is m uc h lo w er than in the previous. The reason is that in v arian ts

only detect a subset of all traces that can b e generated b y the sp eci�cation b ecause one a

path is c hosen, it is imp ossible that the mac hines go es bac k to a previous state.

The last exp erimen t is ab out the con�dence that w e can guaran tee, in our approac h when

time is considered sto c hastic, with resp ect to length of the traces. This exp erimen t has b een

p erformed b y using only a class of m utan ts: Time m utan ts. The idea of this exp erimen t

is to deduce the degree of con�dence that w e can ask for a giv en trace. Let us note that

lo w v alues of length in trace mak e the c hi square go o dness of �t test not to w ork prop erly .

In Figure 5.13 w e can observ e the results. The v alues appro ximately follo w a logarithm

function. The di�erences b et w een them are pro duced b y the generator of n um b ers from the

probabilit y function. These v alues are the a v erage of more than 1000 traces of lengths in

f 1x, 2x, 3x, 4x, 5x, 6x, 7x, 8x, 9x, 10x, 11x, 12x, 13x, 14x, 15x, 16x, 17x, 18x, 19x, 20x g

b eing x = 25 .

T o summarize, in this c hapter w e ha v e presen ted P asTe . P asTe helps us in the ev alua-

tion of the t w o approac hes presen ted in this Master Thesis. W e ha v e presen ted the input data

formalism for P asTe and the m utan t approac h in order to obtain p ossible traces from a sp ec-

i�cation. Finally w e presen t some in teresting exp erimen ts concluding that the approac h has a

go o d p erformance for making temp oral passiv e testing what w e call sp eci�cations c onne cte d .

The complete API of P asTe can b e founded in http://kimb a.mat.ucm.es/c esar/p aste/api/ .
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Figure 5.12: Relation b et w een in v arian ts, length of the log, and prop ortion of errors detected

in a tree-lik e sp eci�cation.
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Figure 5.13: V alues of con�dence using sto c hastic time passiv e testing approac h.



Chapter 6

Conclusions and F uture W ork

In this c hapter w e review the more imp ortan t asp ects of the w ork presen ted in Chapters 4

and 5. W e also sk etc h the main researc h studies w e plan to undertak e in the future. Sho wn

the signi�can t role that formal metho ds can pla y in the timed testing area. W e ha v e seen ho w

di�eren t formal represen tations of systems allo w us to test their correctness with resp ect to

a sp eci�cation. Dep ending on the c haracterization of the systems w e are treating, particular

approac hes can b e more adequate.

In this w ork w e ha v e concen trated on t w o quan titativ e extensions to p erform formal

testing of timed systems. These approac hes are based in the idea of invariants . The main

con tribution of our no v el framew orks is the in tegration of di�eren t time domains in a sin-

gle formalism. Sp eci�cally , w e use a uniform formalism to describ e systems where time

requiremen ts can b e expressed either b y using �x time v alues or b y using sto c hastic time

v alues. This is the purp ose of Chapter 4. These formalisms use an extension of Finite State

Machines . W e use TFSM f t and TFSM st , instead of FSM s, b ecause w e consider the time that

an ev en t needs to b e p erformed. W e ha v e de�ned algorithms to detect the correctness of

an in v arian t with resp ect to a sp eci�cation and algorithms to detect the correctness with

resp ect to in v arian ts and traces. These algorithms tak e in to accoun t the sp ecial features of

eac h time domain that w e ha v e studied. While the �rst setting, using �x time v alues, is

relativ ely standard, if time conditions are expressed lik e in the second setting, b y means of

sto c hastic functions, w e need to apply a metho d based on a set of observ ations obtained

from the in teraction with the implemen tation. W e applied a h yp othesis con trast for �xing

the similarit y lev el of the random v ariable extracted from the sp eci�cation and the observ ed

time v alues.

In addition to the theoretical framew ork w e ha v e dev elop ed a to ol called P asTe that

83
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helps in the automation of our passiv e testing approac hes. In particular, all algorithms

presen ted in this Master Thesis are fully implemen ted, and w e presen t some in teresting

exp erimen ts.

As future theoretical w ork w e plan to impro v e the capabilit y of our framew orks b y adding

new classes of in v arian ts. W e also w ould lik e to increase the classi�cation of sp eci�cations

that w e ha v e men tioned while presen ting P asTe . In addition, b y using real implemen ta-

tions to test, w e plan to formally study a real securit y proto col b y k eeping an adequate

set of in v arian ts. Another researc h line is to adequate some other approac hes in v estigated

during this y ear to increasing the p o w er of error detection (applying it to a real time spam

�lter [AN08] and to a theoretical user-implemen ter mo del framew ork [ALR08 ]).
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